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Install and Administer Agents
On this page:

Manual Installation
Automated Installation
Network Requirements for App Agent Deployment

Installing an AppDynamics app agent can be a manual process for small environments with just a
few monitored applications, or an automated process for an environment with a large number of
agents or if you need to deploy agents on an ongoing basis. The following sections provide
references for each approach, along with general information on installing AppDynamics app
agents. 

Manual Installation

For information on manually installing agents, see the following links. 

For Java application monitoring, see: 
Instrument Java Applications, or
Install the Java Agent

For .NET :  application monitoring, see
Instrument .NET Applications, or
Install the .NET Agent

For PHP application monitoring, see:
Instrument PHP Applications, or
Install the PHP Agent

For Node.js  see  application monitoring,
 or Instrument Node.js Applications

Install the Node.js Agent

Automated Installation

For automated deployment guidelines, see Deploy AppDynamics. 

Network Requirements for App Agent Deployment

The following guidelines can help you estimate how much bandwidth overhead will be added to
your environment by deploying AppDynamics agents.

Keep in mind that the exact bandwidth required for a deployment varies greatly depending on the
nature of your application, the agent configuration, and the AppDynamics features you use. The
best way to determine the bandwidth overhead is to test the AppDynamics deployment in a
staging environment that mirrors as closely as possible the live operating environment. 

https://docs.appdynamics.com/display/PRO40/Instrument+Java+Applications
https://docs.appdynamics.com/display/PRO40/Install+the+Java+Agent
https://docs.appdynamics.com/display/PRO40/Instrument+.NET+Applications
https://docs.appdynamics.com/display/PRO40/Install+the+.NET+Agent
https://docs.appdynamics.com/display/PRO40/Instrument+PHP+Applications
https://docs.appdynamics.com/display/PRO40/Install+the+PHP+Agent
https://docs.appdynamics.com/display/PRO40/Instrument+Node.js+Applications
https://docs.appdynamics.com/display/PRO40/Install+the+Node.js+Agent
https://docs.appdynamics.com/display/PRO40/Deploy+AppDynamics
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1.  

2.  

3.  

4.  

The approximate bandwidth used by a single Java Agent with the default configuration is 5
to 8 kilobytes per second. 
Scaling of additional agents is linear. That is, if the average bandwidth usage for an app
agent in a given deployment is 5 kilobytes, adding 10 means that bandwidth usage will be 5
× 10, or 50 kilobytes.   
While the average bandwidth used is 5 to 8 kbytes per second, agents send data to the
Controller in bursts rather than as a steady stream of data. tWhen testing bandwidth usage, 
o determine the actual kbytes per second used by an agent, you need to observe and
average out traffic over the course of at least several minutes. 
When testing bandwidth usage in the environment, keep in mind that different types of tiers
will generate a different amount of load. For instance, a database tier tends to generate
more traffic between the agent and Controller than an application server tier. For the best
possible estimate, the test should take this into account.

 

Connect the Controller and Agents

On this page:

Connect the Agent to the Controller
Configuration File Locations for App Agents 
Securing the Connection
Verify the Connection
Troubleshooting

Before an App Agent can upload data to the Controller, you must configure its connection to the
Controller. Agents connect to the Controller through the same port as the browser connection for
the UI, on port 8090 by default.

You can configure the agent to connection through a web proxy for the Controller. It can also
connect to the Controller using an SSL connection. See   for information on using SSL.Security

Connect the Agent to the Controller

The connection between the Controller and agent is generally a one-way connection. The agent
initiates the connection to the Controller. Thus, the settings you configure to allow for the
connection are in the agent.  If you downloaded the agent through the Agent Download Wizard in
the Controller, the properties are already configured for you. 

Configure these properties:

Controller Host
Controller Port

If you are using a SaaS or on-premise multi-tenant Controller, also configure: 

Account Name for SaaS
Account Access Key or Password for SaaS

https://docs.appdynamics.com/display/PRO40/Security
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If you are a SaaS user, the account name and access key settings you use should be in your
welcome email from AppDynamics.

The following section lists the locations and options for configuring the settings for each type of
agent. 

Configuration File Locations for App Agents 

The way you configure the Controller connection varies slightly among the different types of
agents, as described here.

Java Agent

Configure Controller connectivity for the Java Agent in either of the following places:

In the controller-info.xml configuration file
In system properties (-D options) passed in the JVM startup script or command line
In environment variables 

The system properties override the settings in the controller-info.xml.

See .Where to Configure App Agent for Java Properties

.NET Agent

The NET Agent includes the AppDynamics Agent Configuration utility to assist configuration. See 
.Configure the .NET Agent

For more information, see: 

Administer the .NET Agent
Configure the .NET Agent

PHP Agent

Configure Controller connectivity for the App Agent for PHP in the php.ini file.

When you install the PHP agent, provide the relevant Controller connection information. The install
script writes the configuration to php.ini.

For more information, see:

Install the PHP Agent using a Shell Script
Install the PHP Agent using RPM
Controller Information in the PHP Configuration Files

Node.js Agent

All the Controller information is in the require statement that you add to the code when you
instrument the application.

See .Install the Node.js Agent

Machine Agent

https://docs.appdynamics.com/display/PRO40/Java+Agent+Configuration+Properties#JavaAgentConfigurationProperties-WheretoConfigureAppAgentProperties
https://docs.appdynamics.com/display/PRO40/Configure+the+.NET+Agent
https://docs.appdynamics.com/display/PRO40/Administer+the+.NET+Agent
https://docs.appdynamics.com/display/PRO40/Configure+the+.NET+Agent
https://docs.appdynamics.com/display/PRO40/Install+the+PHP+Agent+using+a+Shell+Script
https://docs.appdynamics.com/display/PRO40/Install+the+PHP+Agent+using+RPM
https://docs.appdynamics.com/display/PRO40/Controller+Information+in+the+PHP+Configuration+Files
https://docs.appdynamics.com/display/PRO40/Install+the+Node.js+Agent
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Configure Controller connectivity for standalone machine agents in
<machine_agent_home>/conf/controller-info.xml.

Securing the Connection

The on-premise Controller is installed with an active secure port by default. App Agents can use
the secure port to connect to the Controller.

The certificate used for the connection out-of-the-box is a self-signed certificate. The .NET agents
cannot connect on a secure port that uses a self-signed certificate, so you will need to apply your
own certificate to the port. App Agents connecting to an AppDynamics SaaS Controller also must
use an HTTPS connection.

Controller Security

The default secure listening port for the AppDynamics Controller are:

For on-premise Controllers, port 8181
For SaaS Controllers, port 443

On-premise Controller

To implement SSL for the Controller-agent connection:

Set the application server primary port to the SSL port, by default 8181. See Controller Port
.Settings

Install a trusted certificate, see . Controller SSL and Certificates
Configure your agents for SSL. See the following sections,   and App Agent Security Machine

, for more information.Agent Security

SaaS Controller

The SaaS Controller is already configured for SSL, so to enable your environment for SSL you
only need to do the following:

Configure your agents for SSL by enabling SSL and setting the port connection for the SaaS
Controller to 443. See the following sections,   and App Agent Security Machine Agent

, for more information.Security

App Agent Security

To configure your agents for SSL, set these SSL-related properties: 

Set controller-ssl-enabled to true.
Set the controller-port to the correct value for either on-premise or SaaS Controller.

In multi-tenant and SaaS environments, App Agents authenticate themselves to the Controller
using the required account name and account access key values set in the connection properties
configuration file.       

Standalone Machine Agent Security

For information on the security settings related to the Standalone Machine Agent connection to the

https://docs.appdynamics.com/display/PRO40/Controller+Port+Settings
https://docs.appdynamics.com/display/PRO40/Controller+Port+Settings
https://docs.appdynamics.com/display/PRO40/Controller+SSL+and+Certificates
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1.  

2.  

3.  
4.  

5.  

Controller, see  . Standalone Machine Agent Configuration Properties

Verify the Connection

Follow these instructions to verify that the Java or .NET App Agent is reporting to the
AppDynamics Controller.

Access the AppDynamics Controller UI:
For an on-premise Controller, open a browser at:

http://<hostname>:<port>/controller

For a SaaS Controller, open a browser at the URL provided to you by AppDynamics.

https://<hostname>.saas.appdynamics.com/controller

Provide user credentials:
For on-premise Controller installations, provide the credentials for the "admin" user as
configured during AppDynamics Controller installation.
For the SaaS Controller Service, use the credentials provided to you by
AppDynamics.

In the left navigation panel, click on an application.
Click  . Servers -> App Servers -> <TierName>
The Tier Dashboard for the selected tier appears. 
Click the Nodes tab.
When an App Agent is reporting to the Controller, the App Agent Status column shows a
green up arrow icon.

Troubleshooting

If the agent is not reporting to the Controller, see troubleshooting information:

Troubleshooting Java Agent Issues
Resolve .NET Agent Installation and Configuration Issues

If traffic is not being properly correlated between tiers, make sure that any network components

https://docs.appdynamics.com/display/PRO40/Standalone+Machine+Agent+Configuration+Properties
https://docs.appdynamics.com/display/PRO40/Troubleshooting+Java+Agent+Issues
https://docs.appdynamics.com/display/PRO40/Resolve+.NET+Agent+Installation+and+Configuration+Issues
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(such as load balancers or routers) that sit between monitored nodes need to preserve the
AppDynamics correlation header from HTTP traffic. 

Agent to Controller Communications

Agent Behavior When the Controller is Not Reachable
What Happens When you Disable an Agent from the
Controller UI?

Each AppDynamics agent has multiple communication channels for different purposes that initiate
connections to the Controller independently at different time intervals.

The agent configuration channel queries the Controller for any new configuration changes
every 60 seconds and downloads the changes when they are available.
The agent metric channel posts all new periodic metrics, including JMX, Windows
performance counters, and business transaction to the Controller every 60 seconds. metrics 
If there are new business transactions that haven’t been seen before by the agent, they are
posted to the Controller for registration every 10 seconds.
If the agent has collected any new snapshots or events, they are posted to the Controller
every 20 seconds.

Agent Behavior When the Controller is Not Reachable

The Controller may become unreachable when there are network problems, agent errors or when
the Controller server is down for a variety of reasons.

If the Controller is unreachable for one minute:

The agent goes into standby mode during which it does not detect any transactions.
Any collected snapshots and events are dropped and lost. Snapshots and events are
dropped because they consume too much memory to cache.
All metrics that have not been posted to the Controller are stored in memory. The memory
impact of retaining metrics is minimal. 
New business transaction registrations that have not been posted to the Controller are
stored in memory
The agent attempts to connect to the Controller every minute, and resumes normal activity
when it can download its full configuration.

If the Controller becomes reachable in the following minute or two:

All metrics that have been stored in memory are posted to the Controller. 
New business transaction registrations that have been stored in memory are posted to the
Controller.
Snapshots and events collected in the 20 seconds prior to the reconnection are posted to the
Controller.

If the Controller is not reachable after three failed attempts that are one minute apart:

The agent is muted; all business transaction interceptors are disabled. The interceptors are
still called when monitored application entry point methods are executed, but they are
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unproductive. No new business transactions are discovered or registered. Correlation exit
points will set a header such as “notxdetect=true”, which tells downstream tiers to also
ignore the transaction. 
JMX m are stored in the application server memory and transmitted to Controller afteretrics 
reconnection; so, there are no gaps in the metric history. 
Periodic for the last three minutes are stored in memory; older than threemetrics metrics 
minutes are purged from memory. 
The agent configuration channel and the metric channel continue to attempt to connect to
the Controller once each minute.

If the Controller is not reachable after five minutes:

The license is freed for another agent to use. 

If the connection is later successful and the agent and is able to download its full configuration and
a license:

All periodic metrics, such as JMX metrics and Windows performance counters for the last
three minutes are posted to the Controller. The Controller drops metrics that were collected
too long ago in the past, such as when rollups are already completed.
The agent is reactivated, business transaction interceptors are re-enabled, business
transactions are monitored and possibly snapshotted, new business transactions will be
discovered and registered, and downstream correlation is re-enabled.

 

What Happens When you Disable an Agent from the Controller UI?

Business transaction interceptors are disabled and no transaction metrics, snapshots or
events are collected.
The agent continues to collect periodic JMX and Windows performance counter .metrics
The agent continues to be registered with the Controller and continues to consume a
license. The only way to free up a license is to restart the app server without the agent,
removing the agent from the JVM.

See  .Enabling and Disabling App Agents

 

Name Business Applications, Tiers, and Nodes

On this page:

Tier and Node Naming Guidelines
Naming Components in a Java Environment
Naming Components in a .NET Environment
Naming Components in a PHP Environment
Naming Components in a Node.js Environment
Renaming Icon Labels in the UI

Related pages:

Install the Java Agent

https://docs.appdynamics.com/display/PRO40/Install+the+Java+Agent
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Install the .NET Agent
Install the Node.js Agent
Install the PHP Agent

This topic discusses naming AppDynamics business applications, tiers, and nodes. For an
overview see .AppDynamics Concepts

Tier and Node Naming Guidelines

The maximum length of a tier name is 100 characters and the maximum length of a node name is
500 characters.

 : Do not use ampersands (neither "&" nor its XML encoding, "&amp;") in application orWarning
other component names.

While node names do not need to be unique within a business application, the combination of tier
and node name must be unique for the business application. Put another way, a tier cannot have
two nodes with the same name. The tier names in a business application must also be unique.  

Naming Components in a Java Environment

When you start a Java Agent on a monitored system, you have the option of passing values to the
agent that will be used as the application, tier, and node name for the system. Alternatively you
can configure names in the controller-info.xml file. Use these guidelines when configuring custom
names:

Configure items that are common for all the nodes in the controller-info.xml file.
Configure information that is unique to a node in the JVM startup script.

AppDynamics names Java nodes automatically; also you can specify your own node names. In a
cloud or auto-scale environment, where nodes come and go regularly, it may be best to let
AppDynamics give each node a unique name.

For multiple JVMs on a single machine, see .Instrument Multiple JVMs on a Single Machine

Naming Components in a .NET Environment

The .NET AgentConfiguration Utility lets you name IIS tiers automatically or manually. You must
edit the config.xml configuration file to name Windows service or standalone application tiers. See 

. By default the agent automatically names nodes. See Name .NET Tiers Automatically Name .NET
.Nodes

Naming Components in a PHP Environment

A PHP runtime instance maps to a node. Your naming convention may depend on your exact
environment.   SoUse a name that clearly identifies the Web service that corresponds to the node. 
me options are:

hostName-appName-nodeName

https://docs.appdynamics.com/display/PRO40/Install+the+.NET+Agent
https://docs.appdynamics.com/display/PRO40/Install+the+Node.js+Agent
https://docs.appdynamics.com/display/PRO40/Install+the+PHP+Agent
https://docs.appdynamics.com/display/PRO40/AppDynamics+Concepts
https://docs.appdynamics.com/display/PRO40/Instrument+Multiple+JVMs+on+a+Single+Machine
https://docs.appdynamics.com/display/PRO40/Name+.NET+Tiers
https://docs.appdynamics.com/display/PRO40/Automatically+Name+.NET+Nodes
https://docs.appdynamics.com/display/PRO40/Automatically+Name+.NET+Nodes
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1.  
2.  
3.  

hostName-tierName-nodeName
appName-nodeName
tierName-nodeName
IP address
fully qualified domain name

Naming Components in a Node.js Environment

A Node.js process maps to an AppDynamics node. The nodes are named by combining the prefix
that you specify for the nodeName in the requires statement that you add to the application source
code when you install the Node.js agent with a hyphen and a digit. See Modifying the Application
Code.

For example, if you designate a prefix of MyNode for the nodes in the MyTier tier, the nodes in that
tier are named MyNode-0, MyNode-1, MyNode-2 and so on.

Renaming Icon Labels in the UI

Default or environment-based names may not be very user-friendly. You can use labels to make
nodes and tiers more recognizable to the people in your group or company.

In the Application, Node, or Tier Dashboard, click .Actions -> Edit Properties
In the Properties dialog, type a new name.
Click .Save

 

Metrics Limits

On this page:

Modifying Metric Limits Per Agent
Modifying Global Metric Limits

AppDynamics agents instrument the transactions flowing through your application and report
metrics to the Controller. To ensure that you see the metric information that is most relevant to
your application, agents operate under a few limits.

Different limits apply to app agents and per machine agents, as follows:

For an app agent, the default maximum number of registered metrics is 5000.
For a machine agent, the default maximum number of registered metrics is 200.

If the limit is reached, an error event is generated of type AGENT_METRIC_REG_LIMIT_REACH
ED with a summary of "Metric registration limit of  reached."  n No new metrics are created until the
agent restarts. You can increase the default limit if necessary, as described next. 

Modifying Metric Limits Per Agent

https://docs.appdynamics.com/display/PRO40/Install+the+Node.js+Agent#InstalltheNode.jsAgent-ModifyingtheApplicationCode
https://docs.appdynamics.com/display/PRO40/Install+the+Node.js+Agent#InstalltheNode.jsAgent-ModifyingtheApplicationCode
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You can increase or decrease the default metric registration limits for machine agents or app
agents. Use caution when increasing the metric registration limits. Increasing the limit can increase
the resource overhead for agents and Controller.

On Java

On Java platforms, modify the limit using the agent.maxMetrics system property. For example, to
increase the machine agent metric limit specify the maximum number of metrics as an argument when
starting the machine agent in the following format:

-Dappdynamics.agent.maxMetrics=<max-number-of-metrics>

For example, when starting the machine agent, increase the maximum number of metrics that can
be registered to 300 as follows: 

nohup java -Dappdynamics.agent.maxMetrics=300 -jar machineagent.jar &

.NET

For the .NET Agent, set the maxMetrics property as an environment variable. This setting only
affects the app agent. For example:

appdynamics.agent.maxMetrics=5500

For the .NET Machine Agent, specify the maximum number of metrics using the Metrics element in
the config.xml. See "Machine Agent Element" on . See also .NET Agent Configuration Properties 

.Administer the .NET Agent

<metrics max-metrics="300"/>

 

Modifying Global Metric Limits

The maximum number of registered metrics for a single Controller across all agents is 2 million by
default.

This limit is controlled by the metric.registration.limit property. You can view or modify the property
in the Controller Properties page in the .Controller Administration Console

 

Hierarchical Configuration Model

On this page:

https://docs.appdynamics.com/display/PRO40/.NET+Agent+Configuration+Properties
https://docs.appdynamics.com/display/PRO40/Administer+the+.NET+Agent
https://docs.appdynamics.com/display/PRO40/Access+the+Administration+Console
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Entry Point and Exit Point Inheritance
Node Inheritance
Switching Configuration Levels

Transaction detection (entry point), backend detection (exit point), and node property
configurations are applied on a hierarchical inheritance model. This model provides a default
configuration for new tiers as well as the ability to re-use custom configurations in all tiers or tiers
that you specify, eliminating the need to configure custom entry and exit points for all tiers.

A tier can inherit all its transaction detection and backend detection configuration from the
application, or it can override the application configuration to use  a custom configuration.

Similarly, a node can inherit its entire node property configuration from its parent, or it can override
the parent configuration to use a custom configuration.

Entry Point and Exit Point Inheritance

By default, tiers inherit the entry point and exit point configurations of the application. You can
copy the application-level configuration to specific tiers or explicitly configure all tiers to use the
application-level configuration.

At the tier level, you can specify that the tier should use the application-level configuration.

Or you can an override the application-level configuration by creating a custom configuration for
the specific tier.

You can configure all tiers to use the custom configuration or copy the configuration for re-use in
specific tiers. You can also reset a tier that is currently using a custom configuration to use the
application-level configuration.

Node Inheritance

By default a node inherits the node properties of its parent tier (or of the application).

You configure node properties by selecting the node and clicking Action -> Configure App
. Then you can specify that all nodes in a tier inherit the node properties of theServer Agent
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parent (tier or application) or that the node should use a custom configuration. 

If you create a custom configuration for a node, you can copy that configuration to the application,
tier or to another node.

Switching Configuration Levels

If you customize configuration at the tier or node level and then switch back to the application-level
configuration, you will not see the old configuration in the UI. However, the old tier or node level
configuration is stored, and if you will see these old settings if you switch to the lower-level
configuration again.

App Agent Node Properties

On this page:

Edit a Registered Node Property
Add a Registered Node Property
Apply the Configuration to All Nodes

Node properties affect AppDynamics behavior for monitoring a node, for example, enabling or
disabling features or setting maximum values for the number of discovered business transactions
or the minimum number of requests to evaluate before triggering a diagnostic session. Node
properties are inherited from the parent application or tier, or you can customize them for a specific
node.

You can configure node properties directly in the Controller UI or in the app-agent-config.xml file.

The Controller UI presents only those node properties that are  to the agent. As listed onregistered
, there are additional, unregistered properties available that do notApp Agent Node Properties

appear in the UI by default. While you can register the properties yourself, the settings are
intended for specific application or troubleshooting scenarios, and can have performance impact
for your deployment. We advise against registering properties except under the guidance of
AppDynamics Support or as specifically instructed by the documentation.  

Edit a Registered Node Property
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1.  

2.  

3.  

4.  

5.  

To view or change the value of a registered node property:

In the left navigation pane, open the node dashboard for the node for which you want to
configure a property by clicking  . Servers - > App Servers -> <tier> -> <node>
In the Node Dashboard, click the  subtab. (Click the double arrows to view theAgents
extended subtab menu.)

Click the   button. The App Server Agent Configuration window opens.Configure

Select Use Custom Configuration.
The list of registered properties appear with their current values. 
Select the property and click the Edit Property icon to access the configuration dialog for the
property. 

You can copy the configuration to other nodes, to the tier, or apply it to the entire application, as
described in .Apply the Configuration to All Nodes

Add a Registered Node Property

You can add and configure unregistered properties listed on App Agent Node Properties
Reference. As previously noted, you should register node properties yourself only as instructed by
AppDynamics Support or as specifically documented.  

To register a node property, create a custom configuration for the node, as described in Edit
. Registered Node Property Add properties by clicking the + plus icon at the top of the list of current

node properties.

In the Create Agent Property window, enter values for:

the property name
a description of the property
the type from the drop-down menu
the value of the property

Use the values from  . App Agent Node Properties Reference

You can copy the configuration to other nodes, to the tier, or apply it to the entire application, as
described in the following section.
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Apply the Configuration to All Nodes

When you click   but do not click , the new configuration applies to newSave Apply to All Nodes
nodes going forward but does not overwrite custom configuration for existing nodes.

Choose one of these options to apply the configuration to all nodes: 

If you are configuring at the application level, click  if you want the newApply to All Nodes
configuration to overwrite all nodes in the entire application, including nodes with custom
configuration. This erases the previous custom configurations for the application.
If you are configuring at the tier level, click  if you want theApply to All Nodes in this tier
new configuration to overwrite all nodes in the tier including nodes with custom
configuration. This erases the previous custom configurations for the tier.

 

App Agent Node Properties Reference

On this page:

adaptive-callgraph-granularity
ado-new-resolvers
api-thread-activity-timeout-in-seconds
api-transaction-timeout-in-seconds
aspdotnet-mvc-naming-controlleraction
async-tracking
async-transaction-demarcator
bci-log-config
boot-amx
callgraph-granularity-in-ms
capture-404-urls
capture-error-urls
capture-raw-sql
capture-set-status
capture-spring-bean-names
collect-user-data-sync
collection-capture-period-in-minutes
disable-custom-exit-points-for
dev-mode-suspend-cpm
disable-exit-call-correlation-for
disable-exit-call-metrics-for
disable-percentile-metrics
disabled-features
dont-show-packages
downstream-tx-detection-enabled
enable-default-http-error-code-reporter
enable-info-point-data-in-snapshots
enable-instance-monitoring
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enable-interceptors-for-security
enable-json-bci-rules
enable-object-size-monitoring
enable-soap-header-correlation
enable-spring-integration-entry-points
enable-startup-snapshot-policy
enable-transaction-correlation
enable-xml-bci-rules
end-to-end-message-latency-threshold-millis
find-entry-points
force-hotspot-if-diag-session
heap-storage-monitor-devmode-disable-trigger-pct
hotspot-collect-cpu
jdbc-callable-statements
jdbc-connections
jdbc-dbcam-integration-enabled
jdbc-prepared-statements
jdbc-resultsets
jdbc-statements
jmx-appserver-mbean-finder-delay-in-seconds
jmx-rediscover-mbean-servers
jrmp-enable
leak-diagnostic-interval-in-minutes
log-request-payload
maximum-activity-trace-stack-depth
max-business-transactions
max-call-elements-per-snapshot
max-concurrent-snapshots
max-jdbc-calls-per-callgraph
max-jdbc-calls-per-snapshot
max-service-end-points-per-node
max-service-end-points-per-thread
max-urls-per-error-code
min-duration-for-jdbc-call-in-ms
min-load-per-minute-diagnostic-session-trigger
minimum-age-for-evaluation-in-minutes
minimum-number-of-elements-in-collection-to-deep-size
minimum-size-for-evaluation-in-mb
msmq-correlation-field
msmq-single-threaded
on-demand-snapshots
percentile-method-option
rest-num-segments
rest-transaction-naming
rest-uri-segment-scheme 
rmqsegments
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sensitive-data-filters
show-packages
slow-request-deviation
slow-request-monitor-interval
slow-request-threshold
spring-integration-receive-marker-classes
thread-correlation
thread-correlation-classes
thread-correlation-classes-exclude
thread-cpu-capture-overhead-threshold-in-ms
websocket-entry-calls-enabled

This reference page contains information about app agent node properties. The properties are
listed in alphabetical order.

adaptive-callgraph-granularity

Description: This property enables adaptive snapshots. The call graph granularity for adaptive
snapshots is based on the average response time for the business transaction during the last one
minute and is thus adaptive. The following distribution is used:

Granularity of 10 ms for average response time of <= 10 seconds
50 ms for 10 to 60 seconds
100 ms for 60 to 600 seconds
200 ms for > 600 seconds

Type: Boolean

Default value: false

Platform: Java, .NET

ado-new-resolvers

Description: Enable database detection and naming for ODP.NET backends labeled
"Unknown0".

Type: Boolean

Default value: true

Platform: .NET

api-thread-activity-timeout-in-seconds

Description: This property provides a time-out value that comes into play when you have added
global transactions to your application using APIs from the AppDynamics SDK. In the event that
the added transaction spawns additional threads that do not return or complete, this property
provides a safety valve time-out value. The value is in seconds. The removeCurrentThread
method is invoked after the specified time out period.

Type: Integer
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Default value: 300 seconds

Range: Minimum =1; Maximum=3600

Platform: Java

api-transaction-timeout-in-seconds

Description: This property provides a time-out value that comes into play when you have added
global transactions to your application using APIs from the AppDynamics SDK. In the event that
the added transaction does not return or complete, this property provides a safety valve time-out
value. The time-out value is in seconds. The endTransaction method is invoked after the specified
time-out period.

Type: Integer

Default value: 300 seconds

Range: Minimum=1; Maximum=3600

Platform: Java

aspdotnet-mvc-naming-controlleraction

Description If set to true, this property configures the agent to identify ASP.NET MVC business
transactions as Controller/Action. See .Identify MVC Transactions by Controller and Action

Type: Boolean

Default value: false

Platform: .NET

async-tracking

Description: Enable or disable detection of asynchronous exit points. See  Monitor Async
..Backends for .NET

Type: Boolean

Default value: true

Platform: .NET

async-transaction-demarcator

Description: This class name and method name combination marks the end of an asynchronous
distributed transaction.
Use the format ClassName/MethodName. For example, foo/bar where foo is the class name and
bar is the method name.

Type: String

Default value: none

Platform: Java

bci-log-config

https://docs.appdynamics.com/display/PRO40/Identify+MVC+Transactions+by+Controller+and+Action
https://docs.appdynamics.com/display/PRO40/Monitor+Async+Backends+for+.NET
https://docs.appdynamics.com/display/PRO40/Monitor+Async+Backends+for+.NET
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Description: Use this property to configure the bytecode transformer log (BCT log). This log
shows what AppD instruments and what classes are loaded in the JVM. The initial file (the ) is0.log
saved to preserve the context of the server start up and is not rolled over. The subsequent files
rotate. The format of the file name is ByteCodeTransformer. .< .log. The time stamp<timestamp> N>
is represented as YYYY_MM_DD_HH_mm_ss. N increments starting from zero.

For example:

ByteCodeTransformer.2012_09_12_20_17_57.0.log

Because the file size is checked every 15 seconds, the files may be a bit larger than the specified
threshold value before they are rolled over.

The first log file generated is named as follows:ByteCodeTransformer.<timestamp>.0.log
The value for this property is of the format: "20,5,4".

Type: String

Default value: 20,5,4

Example:

For value = 20,5,4
20 = size, in MB, of the first log file, the  version.0
5 = size in MB for each subsequent rolling file
4 = the number of ByteCodeTransformer log files to keep

Platform: Java

boot-amx

Description: If set to true, enables support for Glassfish AMX MBeans. See GlassFish Startup
 for more information about Glassfish server support.Settings

Type: Boolean

Default value: true

Platform: Java

callgraph-granularity-in-ms

Description: Specifies the granularity for call graphs for this node. The global configuration is
ignored if this property is used. This value is ignored if the adaptive-callgraph-granularity property
is set to true. A value of zero (default) means the global configuration (from Configure -->

 is used. Does not need a restart. Instrumentation --> Call Graph Settings)

Type: Integer

Default value: 0 (zero)

Range: Minimum=0; Maximum=5000

Platform: Java, .NET

https://docs.appdynamics.com/display/PRO40/GlassFish+Startup+Settings
https://docs.appdynamics.com/display/PRO40/GlassFish+Startup+Settings
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capture-404-urls

Description: This property disables or enables the capture of the URLs causing 404 errors. The
URLs are reported as ERROR events every 15 minutes and are viewable through the Event
Viewer. The JVM needs a restart if retransformation is not supported for the JVM version.

404 errors usually mean that no application code is executed, so there is nothing to snapshot.
You can get insight into the 404 error by setting this property to true. It reports all the URLs which
caused 404 error.

The capture-404-urls node property is  in AppDynamics v. 3.6 and replaced withdeprecated
capture-error-urls.

Type: Boolean

Default value: false

Platform: Java

capture-error-urls

Description: This property enables or disables the capture of the following HTTP errors:

401 - Unauthorized
500 - Internal Server Error
404 - Page Not Found
All other error codes are put in a generic HTTP error code bucket.

For these four categories, the agent collects URLs, limited to 25 per category per minute, and
sends an event out every 5 minutes.

You can see these URLs when you drill down on an error code by clicking Troubleshoot -> Errors
-> Exceptions tab -> HTTP Error Codes.

Type: Boolean

Default value: true

Platform: Java

capture-raw-sql

Description: If capture-raw-sql is enabled, SQL calls with dynamic parameters (i.e., question mark
parameters) are captured by the agent and shown in the Controller UI with the dynamic
parameters bound to their runtime values. 

For example, consider Java code that constructs a SQL call as follows: 

stmt = new PreparedStatement("select * from user where ssn = ?")
stmt.bind(1, "123-123-1234")
stmt.execute()

With capture-raw-sql enabled, AppDynamics captures the SQL call in the following form: 
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select * from user where ssn = '123-123-1234'

If capture-raw-sql is disabled, the SQL call appears with question mark parameters not bound to
values. 

Disabling capture-raw-sql and using question mark parameters in SQL prepared statements give
you a mechanism for preventing sensitive data from appearing in the Controller UI. 

It is important to note that the sensitive values must be parameterized in the original, prepared
statement form of the SQL statement, as shown above. The following statement would result in the
potentially sensitive information (the ssn value) appearing in the UI whether capture-raw-sql is enabled
or disabled.   

stmt = new PreparedStatement("select * from user where ssn ='123-123-1234'")

If you change this node property in an environment that is using the IBM JVM, you need to restart
the JVM. This is because the feature requires retransformation of certain JDBC classes, which is
not possible with the IBM agent.

Setting the option as an agent property affects the SQL capture mode for the node. You can
configure the behavior for all nodes using the Capture Raw SQL option described in Configure Call

.Graphs

Type: Boolean

Default value: false

Platform: Java, .NET

capture-set-status

Description: Directs the agent to capture errors where the webservice is using setStatus() to send
back an error. By default only sendError() is instrumented by the agent.

Type: Boolean

Default value: false

Platform: Java

capture-spring-bean-names

Description: When a class is mapped to multiple Spring bean names, by default only the name of
the first Spring bean found displays. This can be misleading. For example, when you see a call
graph for web service A that has Spring beans from web service B. Setting this property to false
shows only the class name when these conflicts occur and does not show the Spring bean name.

Type: Boolean

Default value: true

Platform: Java

https://docs.appdynamics.com/display/PRO40/Configure+Call+Graphs
https://docs.appdynamics.com/display/PRO40/Configure+Call+Graphs
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collect-user-data-sync

Description: Collect user data from diagnostic POJO data collectors synchronously. Does not
require a restart.

Type: Boolean

Default value: true

Platform: Java

collection-capture-period-in-minutes

Description: Total interval in minutes since server restart for which collections are captured for
leak evaluation. The property takes effect only after the node restart.

Type: Integer

Default value: 30

Range: Minimum=5; Maximum=N/A

Platform: Java

disable-custom-exit-points-for

Description: There is a limited set of "custom" exit points configured by default. You can disable
these preconfigured custom exit points by specifying the type here using this property. Allowed
values are: SAP, Mail, LDAP, MongoDB. For multiple values, use a comma separated list.

Type: String

Default value: none

Platform: Java

dev-mode-suspend-cpm

Description: The maximum number of transactions monitored per minute during development 
mode before the system switches out of development mode into normal operation mode.

Type: Integer

Default value: 500

Range: Minimum=0; Maximum=N/A

Platform: Java

disable-exit-call-correlation-for

Description: Disable exit call correlation for a specific type of call. For example, HTTP, JMS, RMI.
By default all exit call correlations are enabled.

Type: String

Default value: none
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Platform: Java, .NET

disable-exit-call-metrics-for

Description: Disables exit call monitoring for a specific type of exit call; for example, HTTP, JMS,
WEB_SERVICE. If this property is set, the average data (calls/min, avg response time) for the
specific exit call type is not collected. However, for a snapshot all details are collected. Set this
property if the application makes a large number of exit calls per transaction and the avg metrics
are not important.

For lists of backends that are automatically discovered see .Backend Monitoring

Type: String

Default value: By default all exit call metrics are enabled.

Platform: Java, .NET

disable-percentile-metrics

Description: App agents that support  enable collection by default. Disablepercentile metrics
percentile metrics on the  pane or set this nodeConfigure -> Slow Transaction Thresholds
property manually to "True" to disable percentiles. 

Changes to this property do not require an agent restart.

Type: Boolean

Default value: False

Platform: Java, .NET

disabled-features

Description: Specifies types of data for which agent reporting should be suppressed. This
property provides the ability to disable data collection mechanisms at the agent, enabling
application owners to limit data reported by the agent for security or privacy reasons. The
configuration you perform here, as an agent configuration file property, overrides any Controller
configuration that affects the data. 

As identified in the configuration, the data categories you can disable are: 

LOG_PAYLOAD: Log payload, i.e., the node property "log-request-payload"
RAW_SQL: Raw SQL statements
CUSTOM_EXIT_SNAP_DATA: Snapshot data in custom exits
METHOD_INV_DATA_COLLECTOR: Diagnostic data collectors — method invocation
HTTP_DATA_COLLECTOR: Diagnostic data collectors — HTTP requests
INFO_POINT: Information points
ALL: All of the above
NONE: None of the above (this is equivalent to the default agent behavior)  

You specify the data category as the value attribute of the disabled-features property. You can
have multiple data categories excluded by listing each separated by commas. For example

https://docs.appdynamics.com/display/PRO40/Backend+Monitoring
https://docs.appdynamics.com/display/PRO40/Percentile+Metrics
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<app-agent-configuration>
  <configuration-properties>
        ....
        <property name="disabled-features"
value="RAW_SQL,LOG_PAYLOAD"/>
  </configuration-properties>
  .....
</app-agent-configuration>

Type: String

Default value: None

Platform: Java

dont-show-packages

Description: Do not show these packages / class names in addition to the ones configured in the
global call graph configuration, for the call graphs captured on this node. Does not need a restart.

Type: String

Default value: none

Platform: Java, .NET

downstream-tx-detection-enabled

Description: If the agent cannot reach the controller for a prolonged period, it turns off most
services and notifies the continuing tiers that upstream transaction was detected and is not being
monitored. Set this property to true to enable the continuing tiers to detect their own transactions in
the event of network failure on the upstream tiers.

Type: Boolean

Default value: false

Platform: Java, .NET

enable-default-http-error-code-reporter

Description: This property disables or enables automatic HTTP error code reporting for error
codes between 400 to 505.

Type: Boolean

Default value: true

Platform: Java, .NET

enable-info-point-data-in-snapshots

Description: This property disables or enables the capture of information point calls in snapshots.
When this property is set to true, information point calls appear in the User Data section of the
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snapshot.

Type: Boolean

Default value: false

Platform: Java, .NET

enable-instance-monitoring

Description: This property enables or disables Instance tracking on this node. Does not need a
JVM restart.

Type: Boolean

Default value: false

Platform: Java

enable-interceptors-for-security

Description: This property enables or disables security interceptors on this node. Set this property
to true in environments where the Java 2 Security Manager is enabled.  If the Java 2 Security

 is enabled, and this property is not set to true, then the agent will encounterManager
Does not need a JVMSecurityExceptions, and will not be able to collect the data that it should.  

restart.

Type: Boolean

Default value: false

Platform: Java

enable-json-bci-rules

Description: Set this property to true to enable JSON bytecode instrumentation rules.
AppDynamics instruments the   and   methods within the package/class get getString org.json.JSON

 when you set this value to true. Needs a JVM restart.Object

Type: Boolean

Default value: true. This only affects new applications; applications created with a 3.7.x controller
will still have this property set by default to false.

Platform: Java

enable-object-size-monitoring

Description: This property is related to Automatic Leak Detection (ALD) and enables or disables
Object Size monitoring on this node. Changing this property does not need a JVM restart. ALD is
supported for JVM version 1.6 and up.

Type: Boolean

Default value: false

Platform: Java
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enable-soap-header-correlation

Description: This property controls correlation with web service transactions. When enabled, a
node which receives a web service transaction may correlate that transaction with any
downstream transactions. The ability to correlate depends on the particular web services
framework. When disabled, the agent will not perform correlation through any web service tiers.

Type: Boolean

Default value: true

Platform: Java, .NET

enable-spring-integration-entry-points

Description: This property disables or enables the default detection of Spring Integration entry
points. Set to 'false' to disable.

Default detection of Spring Integration entry points is based on MessageHandler. In cases where a
lot of application flow happens before the first MessageHandler is executed:

set this property to 'false',
configure suitable ,POJO entry points
and specify the property .spring-integration-receive-marker-classes

See also .Spring Integration Support

Type: Boolean

Default value: true

Platform: Java

enable-startup-snapshot-policy

Description: This property disables or enables the policy for start-up transaction snapshot. This
means snapshots are collected for all BTs for all invocations for the first 15 minutes of application
server start up.

Type: Boolean

Default value: false

Platform: Java, .NET

enable-transaction-correlation

Description: This property disables or enables transaction correlation. It does not require a
restart.

Type: Boolean

Default value: true

Platform: Java, .NET

enable-xml-bci-rules

https://docs.appdynamics.com/display/PRO40/POJO+Entry+Points
https://docs.appdynamics.com/display/PRO40/Spring+Integration+Support
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Description: This property enables Java XML Binding and DOM Parser bytecode instrumentation
rules. Set to true to enable. The change takes effect after a JVM restart.

Type: Boolean

Default value: true. This only affects new applications; applications created with a 3.7.x Controller 
will still have this property set by default to false.

Platform: Java

end-to-end-message-latency-threshold-millis

Description: Enables end-to-end message latency monitoring for distributed asynchronous
systems by setting up a threshold. Any message taking more time than the threshold is viewable
through the Event Viewer.

Type: Integer

Default value: 0

Range: Minimum=0; Maximum=36000

Platform: Java

find-entry-points

Description: Set this property to true to log all potential entry points that are hitting instrumented
exit points or loggers to the Business Transactions log file.

Use this property when you suspect that some traffic is not being detected as business
transactions.

Note that this property should be enabled for debugging only. It is strongly recommended to
disable this property in production setup by changing the value from true to false.

Type: Boolean

Default value: false

Platform: Java, .NET

force-hotspot-if-diag-session

Description: Set this property to true to collect hotspot snapshots for all transactions for which
there is a manual diagnostic session defined. See also .hotspot-collect-cpu

Type: Boolean

Default value: false

Platform: Java

heap-storage-monitor-devmode-disable-trigger-pct

Description:  The maximum Java heap utilization percentage for development mode.  If the heap
utilization exceeds this value, Development mode is automatically disabled.
Type: Integer
Default value: 90
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Range: Minimum=0, Maximum=100
Platform: Java

hotspot-collect-cpu

Description: Set this property to true to collect CPU time, instead of real time, within hotspot
snapshots, if the snapshots are collected as a result of the  propforce-hotspot-if-diag-session=true
erty.

Type: Boolean

Default value: false

Platform: Java

jdbc-callable-statements

Description: Use this property to indicate the implementation classes of the java.sql.CallableState
 interface that should be instrumented. For example, to instrument calls to Times Ten (anment

unsupported database), you could set this property to the following:

com.timesten.jdbc.JdbcOdbcCallableStatement

Type: String

Default value: none

Platform: Java

jdbc-connections

Description: Use this property to indicate the implementation classes of the  injava.sql.Connection
terface that should be instrumented. For example, to instrument calls to Times Ten (an
unsupported database), you could set this property to the following:

com.timesten.jdbc.JdbcOdbcConnection

Type: String

Default value: none

Platform: Java

jdbc-dbcam-integration-enabled

Description: Use this property to integrate the Java Agent with AppDynamics for Databases.
When this property is enabled, you can link to AppDynamics for Databases from a Transaction
Snapshot Flow Map where an exit call is to an Oracle database, and analyze the SQL statements
that were running at the time of the snapshot. This property works in conjunction with the AppDyna

 license and database collector that has been previously set up. Integrationmics for Databases
must also be setup from the Admin pages of the Controller UI.  For more information, see Integrate

.and Use AppDynamics for Databases with AppDynamics Pro

https://docs.appdynamics.com/display/ADDB/Integrate+and+Use+AppDynamics+for+Databases+with+AppDynamics+Pro
https://docs.appdynamics.com/display/ADDB/Integrate+and+Use+AppDynamics+for+Databases+with+AppDynamics+Pro
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Changes to this property do not require a JVM restart for JDK 1.6 and higher. Older 1.5 JVMs do
not support class reloading, so for those environments a restart is required.

Type: Boolean

Default value: false

Platform: Java

jdbc-prepared-statements

Description: Use this property to indicate the implementation classes of the java.sql.PreparedStat
 interface that should be instrumented. For example, to instrument calls to Times Ten (anement

unsupported database), you could set this property to the following:

com.timesten.jdbc.JdbcOdbcPreparedStatement

Type: String

Default value: none

Platform: Java

jdbc-resultsets

Description: Use this property to indicate the implementation classes of the java.sql.ResultSet
interface that should be instrumented. For example, to instrument calls to Times Ten (an
unsupported database), you could set this property to the following:

com.timesten.jdbc.JdbcStatement

Type: String

Default value: none

Platform: Java

jdbc-statements

Description: Use this property to indicate the implementation classes of the java.sql.Statement
interface that should be instrumented. For example, to instrument calls to Times Ten (an
unsupported database), you could set this property to the following:

com.timesten.jdbc.JdbcOdbcStatement

Type: String

Default value: none

Platform: Java

jmx-appserver-mbean-finder-delay-in-seconds
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Description: When an app server starts up, the associated MBean server starts and the MBeans
are discovered. The timing of these activities varies by app server and by configuration. If this
activity is not completed in the time that the  agent is expecting to discover theAppDynamics
MBeans, then the MBean Browser will not show them. Using this node property, you can delay the
discovery of MBeans to make sure that agent discovers all the domains after complete start up of
the app server. For example, you can set the delay to a time which is 1.5 times of the server
startup time. The default delay for the AppDynamics agent is two minutes.

Type: Numeric, seconds

Default value: 200

Platform: Java

jmx-rediscover-mbean-servers

Description: When an app server starts up, the associated MBean server starts and the MBeans
are discovered. The timing of these activities varies by app server and by configuration. If this
activity is not completed in the time that the  agent is expecting to discover theAppDynamics
MBeans, then the MBean Browser will not show them. Using this node property, you can trigger
the rediscovery of MBeans to make sure that the agent discovers all the domains after complete
start up of the app server. Set this property to 'true' and restart the JVM/server.

Type: Boolean

Default value: false

Platform: Java

jrmp-enable

Description: This property enables or disables AppDynamics support for Sun RMI over Java
Remote Protocol (JRMP). You should test Sun RMI JRMP support in a staging environment before
using it on production systems. Enable Sun JRMP support by setting this property to 'true'. 

Type: Boolean

Default value: false

Platform: Java

leak-diagnostic-interval-in-minutes

Description: Interval at which diagnostic data, content summary and activity trace, is captured for
leaking collections.

Type: Integer

Default value: 30

Range: Minimum=2; Maximum=N/A

Platform: Java

log-request-payload
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Description: Set this property to true to log the request payload (HTTP parameters, cookies,
session keys, etc.) as part of a transaction snapshot. The log-request-payload property includes
logging of WCF HTTP parameters for .NET.

Type: Boolean

Default value: false

Platform: Java, .NET

maximum-activity-trace-stack-depth

Description: This determines the depth of the stack trace to capture as part of an activity trace
session. By default, the size of the code paths for OIT (Object Instance Tracking), ALD (Automatic
Leak Detection) and MIDS (Memory Intensive Data Structures) are set to 10. To increase this limit,
use this property.

Type: Integer

Default: 10

Platform: Java

max-business-transactions

Description: Sets a limit on the number of business transactions discovered once an agent is
started. The limit helps to ensure that the Controller I/O processing capability and agent memory
requirements are appropriate for a production environment.

 Warning: Contact AppDynamics Support before changing this setting.

See  .All Other Traffic Business Transaction

Type: Integer

Default value: 50

Range: Minimum=N/A; Maximum=200

Platform: Java, .NET

max-call-elements-per-snapshot

Description: This property represents the maximum number of elements that are collected for any
call graph for a snapshot. When the limit is reached, the agent stops collecting more data for this
call graph, reports what has been collected to that point, and marks the call graph with a warning
that the limit was reached. it is not recommended to dramatically increase this number as it may
have overhead implications.

Type: Integer

Default value: 5000

A larger depth has higher overhead on the system. AppDynamics recommends that you
increase the default value of this property only temporarily, and remove it or set it back to
10 once you get the desired output.

https://docs.appdynamics.com/display/PRO40/All+Other+Traffic+Business+Transaction
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Platform: Java, .NET

max-concurrent-snapshots

Description: The maximum number of total snapshots that are allowed, including continuing
transactions. When the queue goes over the value set, additional snapshots are dropped. This
property is ignored while in  mode. Development 

Type: Integer

Default value: 20 (v.3.5.x)

Range: Values must be positive integers. No other constraints.

Platform: Java, .NET

max-jdbc-calls-per-callgraph

Description: Maximum number of JDBC/ADO.NET exit-call stack samples per call graph. Only
queries taking more time than the value of min-duration-for-jdbc-call-in-ms are reported. Changing
the value does not require a restart.

Type: Integer

Default value: 100

Range: Minimum=1; Maximum=1000

Platform: Java, .NET

max-jdbc-calls-per-snapshot

Description: Maximum number of JDBC/ADO.NET exit calls allowed in a snapshot. Calls after the
limit are not recorded. Changing the value does not require a restart.

Type: Integer

Default value: 500

Range: Minimum=1; Maximum=5000

Platform: Java, .NET

max-service-end-points-per-node

Description: Maximum total number of service endpoints that can be defined on a single node.
Increasing the value of this property enables more service end points to be defined on a particular
node. This number ensures a maximum limit on overhead due to service endpoints on an agent
such that only the service endpoints that are within the limit are evaluated.

Type: Integer

Default value: 100

Range: Minimum=0; Maximum=N/A

Platform: Java, .NET

https://docs.appdynamics.com/display/PRO40/Monitor+Applications+in+a+Development+Environment
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max-service-end-points-per-thread

Description: Maximum number of service endpoints that can defined on a single thread of
transaction execution. If this property is set to the default value of one and there are two service
endpoints defined that impact one specific transaction, at any point in time only the one service
endpoint will be evaluated. If a second service endpoint is detected in context of the first one, the
second is ignored. But, if the second service endpoint starts after the first one ends, the second
service endpoint will be evaluated. Increase this property to monitor additional service endpoints
on a thread. This number ensures a maximum limit on overhead and number of metrics due to
service endpoints on each thread execution. 

Type: Integer

Default value: 1

Range: Minimum=0; Maximum=N/A

Platform: Java, .NET

max-urls-per-error-code

Description: Increases the number of URLs the agent can track that produced a certain error.
Once the maximum has been reached, all remaining errors are classified as unknown."

Type: Numeric

Default value: 50

Platform: Java

min-duration-for-jdbc-call-in-ms

Description: A JDBC/ADO.NET call taking more time than the specified time (in milliseconds) is
captured in the call graph. The query continues to show up in a transaction snapshot. Setting this
value too low (< 10ms) may affect application response times. Changing the value does not
require a restart

Type: Integer

Default value: 10

Range: Minimum=0; Maximum=N/A

Platform: Java, .NET

min-load-per-minute-diagnostic-session-trigger

Description: Indicates the number of requests per Business Transaction to evaluate before
triggering a diagnostic session. This is useful to prevent diagnostic sessions when there is not
enough load.

Type: Integer

Default value: 10

Range: Minimum=N/A; Maximum=N/A

Platform: Java, .NET
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minimum-age-for-evaluation-in-minutes

Description: Automatic Leak Detection (ALD) tracks all frequently used Collections. For a
Collection object to be identified and monitored it must meet the conditions defined by the ALD
properties. This property is the first criteria that needs to be met. The value is the minimum age of
the Collection in minutes. The property takes effect after node restart.

From the point the collection is captured, it is monitored if it is still available for the specified period
without getting
garbage collected. If it survives then it is evaluated for size checks and if it meets the criteria then
it is monitored for long term growth in size.

 Warning: If you reduce the default there may be a performance hit on the CPU and memory
because AD needs to process more collections.

Type: Integer

Default value: 30

Range: Minimum=5; Maximum=N/A

Platform: Java

minimum-number-of-elements-in-collection-to-deep-size

Description: Automatic Leak Detection (ALD) tracks all frequently used Collections. For a
Collection object to be identified and monitored for it must meet the conditions defined by the ALD
properties. This property sets the number of elements threshold.

 Warning: If you reduce the default there may be a performance hit on the CPU and memory
because AD is processing more collections.

Type: Integer

Default value: 1000

Platform: Java

minimum-size-for-evaluation-in-mb

Description: Automatic Leak Detection (ALD) tracks all frequently used Collections. For a
Collection object to be identified and monitored it must meet the conditions defined by the ALD
properties. This property sets the minimum initial size in megabytes for a collection to qualify for
monitoring. The collection must also survive for the period specified in the
minimum-age-for-evaluation-in-minutes property.

 Warning: If you reduce the default there may be a performance hit on the CPU and memory
because AD is processing more collections.

Type: Integer

Default value: 5

Range: Minimum=1; Maximum,=N/A
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Platform: Java

msmq-correlation-field

Description: By default the .NET agent disables downstream correlation for MSMQ message
queues. Register this node property on both the publishing and receiving tiers to enable
downstream correlation for MSMQ and to specify the field where the agent writes correlation data.

MSMQ supports using "Label" or "Extension." In general, "Extension" is the best choice because it
is a larger field. The NServiceBus implementation of MSMQ uses the "Extension" field, so for
NServiceBus use "Label." See  .Monitor MSMQ Backends for .NET

Type: String

Values:
             None: Disable downstream correlation for MSMQ.
             Label: Store correlation information in the label field.
             Extension: Store correlation information in the extension field.

Default: None

Platform: .NET

msmq-single-threaded

Description: Specify the threading architecture for the MSMQ message queue. The value defaults
to "True." For multi-threaded queue implementations like NServiceBus, change the value to
"False." See Monitor MSMQ Backends for .NET.

Type: Boolean

Default: True

Platform: .NET

on-demand-snapshots

Description: Collect snapshots for all business transactions executed in this node. Does not need
a restart. This property is ignored while in  mode. Development 

Type: Boolean

Default value: false

Platform: Java, .NET

percentile-method-option

Description: You can choose one of two different algorithms to calculate percentiles in
AppDynamics:

P Square algorithm (default): This option consumes the least amount of storage and incurs
the least amount of CPU overhead. The accuracy of the percentile calculated varies
depending on the nature of the distribution of the response times. You should use this option

https://docs.appdynamics.com/display/PRO40/Monitor+MSMQ+Backends+for+.NET
https://docs.appdynamics.com/display/PRO40/Monitor+MSMQ+Backends+for+.NET
https://docs.appdynamics.com/display/PRO40/Monitor+Applications+in+a+Development+Environment
http://www.cs.wustl.edu/~jain/papers/ftp/psqr.pdf
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unless you doubt the accuracy of the percentiles presented.
Quantile Digest algorithm: This option consumes slightly more storage and CPU overhead
but may offer better percentiles depending on how the response times are distributed.

Changes to this property do not require that you restart the agent.

Type: Numeric

Values:

1: P Square

2: Quantile Digest

Default value: 1

Platform: Java, .NET

rest-num-segments

Description: The property, rest-num-segments specifies the   in the first- -segments parametern n
in  . If this property is 0 or less, then the value of this property is ignored.rest-uri-segment-scheme
The value of this property is also ignored if  =full.rest-uri-segment-scheme

Type: String

Default value: 2

Platform: Java

rest-transaction-naming

Description: This node property accepts any or all of the following parameters in string form. Anyt
hing that does not match a parameter is treated as text that is appended to the business
transaction name. Properties can be separated with any character.

The agent takes each parameter and fills in the proper value based on the annotations and
properties of the Java class: 

{class-name}: The app agent will fill in the name of the Java class mapped to the REST
resource
{method-name}: The method being called
{class-annotation}: Path annotation applied to the class
{method-annotation}: Method annotation applied to the method (does not always exist)
{rest-uri}: URI of the REST resource. The REST URI is further configured using the following
properties:

rest-uri-segment-scheme
rest-num-segments

{http-method}: HTTP method

Type: String

Default value: {rest-uri}.{http-method}

Platform: Java

http://www.cs.virginia.edu/~son/cs851/papers/ucsb.sensys04.pdf
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Examples: Using Default Settings and Using rest-transaction-naming Properties

rest-uri-segment-scheme 

Description: The property, rest-uri-segment-scheme has three valid values: first-n-segments,
last-n-segments, and full. This property indicates how many segments of the URI to use for the
URI in {rest-uri}. This option is case-sensitive. If the value of this property is full, then the value of r

 is ignored.est-num-segments

Type: String

Default value: first-n-segments

Platform: Java

rmqsegments

Description: The App Agent for .NET (agent) automatically discovers RabbitMQ remote services.
Use the rmqsegments node property to refine the queue backend name to include some or all
segments of the routing key. You must be familiar with your implementation RabbitMQ exchanges
and routing keys. See  .RabbitMQ Exchanges and Exchange Types

The RabbitMQ routing key is a string. The agent treats dot-separated (".") substrings of the routing
key as segments. Set the value for rmqsegments to an integer that represents the number of
routing key segments to include in the name. For more details, see information on refining
backend naming in .Monitor RabbitMQ Backends for .NET

Type: Numeric

Values: Integer representing the number of routing key segments to include in the name.

Default Value: 0

Platform: .NET

sensitive-data-filters

Description:  Specifies system properties or environment variables on the monitoredNew in 4.0.4
system for which values should not be captured by the Java Agent. This prevents potentially
sensitive information, such as application server passwords or account IDs, from appearing in the
Controller UI or in logs. 

New in 4.0.5 Built-in filters exist for key and password. Filter values are matched in a
case-insensitive fashion. 

To use this property, specify the type of data to filter (a system property or environment variable),
a match condition, and match value. See configuration file comments for usage information.  

Type: String

Default Value: None

Platform: Java

show-packages

Description: For the call graphs captured on this node, show the specified packages or class

https://docs.appdynamics.com/display/PRO40/JAX-RS+Support#JAX-RSSupport-Jax-RSExamples
http://www.rabbitmq.com/tutorials/amqp-concepts.html
https://docs.appdynamics.com/display/PRO40/Monitor+RabbitMQ+Backends+for+.NET
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names in addition to the ones configured in the global call graph configuration. Does not need a
restart.

Type: String

Default value: none

Platform: Java, .NET

slow-request-deviation

Description: The value in milliseconds for the deviation from the current average response time.
This setting is used for evaluation of slow in-flight transactions. Also see the
slow-request-threshold property for more details.

Type: Integer

Default value: 200

Range: Minimum=10; Maximum=3600

Platform: Java, .NET

slow-request-monitor-interval

Description: In-flight requests are checked for slowness in the interval specified by this property.
The value is specified in milliseconds.

Type: Integer

Default value: 100

Range: Minimum=0; Maximum=3600

Platform: Java, .NET

slow-request-threshold

Description: In-flight requests taking more time than this threshold (in ms) with a deviation greater
than the slow-request-deviation property from the current average response time are monitored to
capture hot spots.

Type: Integer

Default value: 500

Range: Minimum=0; Maximum=3600

Platform: Java, .NET

spring-integration-receive-marker-classes

Description: Use this property to specify the class and method you have identified as suitable
POJO entry points for Spring Integration.

Based on the MessageHandler interface, the App Agent for Java by default automatically
discovers exits for all channels except 'DirectChannel.' In cases where a lot of application flow
happens before the first MessageHandler is executed,
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set enable-spring-integration-entry-points=false,
configure suitable  ,POJO entry points
and declare each suitable POJO entry point class/method in this property spring-integration-

.receive-marker-classes

If the application code polls for messages in a loop, the span of each loop iteration is tracked as a
transaction. Tracking begins when the loop begins and end it when the iteration ends. To
safeguard against cases where pollableChannel.receive() is not called inside a loop, specify this
property for each class/method combination that polls messages in a loop.

After setting this property, restart the application server for changes to this property to take effect.

See also .Spring Integration Support

Type: Comma-separated string of fully-qualified class /method name, such as
spring-integration-receive-marker-classes = <fully qualified name of class/method>,<> ....

Example: For example, to enable tracking for the following:

class MessageProcessor
{
void process()
{
   while(true)
   {
          Message message = pollableChannel.receive()
   }
}
}

set this property as follows:

spring-integration-receive-marker-classes = MessageProcesser/process

Platform: Java

thread-correlation

Description: Enable thread correlation for the .NET Agent. See Enable Thread Correlation for
.NET.

Type: Boolean

Default value: false

Platform: .NET

thread-correlation-classes

Description: For multi-threaded applications, use this property to configure classes to be included
in Java thread correlation when simple prefix-matching (matching on STARTSWITH) is sufficient
to identify the classes.

https://docs.appdynamics.com/display/PRO40/POJO+Entry+Points
https://docs.appdynamics.com/display/PRO40/Spring+Integration+Support
https://docs.appdynamics.com/display/PRO40/Enable+Thread+Correlation+for+.NET
https://docs.appdynamics.com/display/PRO40/Enable+Thread+Correlation+for+.NET
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The thread-correlation-classes property specifies the classes to include for thread correlation. This
property can be used together with the thread-correlation-classes-exclude property.

The configured correlation takes effect without requiring a restart of the managed application.
Also see: .Configure Multithreaded Transactions for Java

Type: Comma-separated string of fully-qualified class names or package names

Default value: none

Platform: Java

thread-correlation-classes-exclude

Description: For multi-threaded applications, use this property to configure classes to be excluded
in Java thread correlation when simple prefix-matching (matching on STARTSWITH) is sufficient
to identify the classes. This property specifies the classes to exclude from thread correlation. This
property can be used in conjunction with the thread-correlation-classes node property.

The configured correlation takes effect without requiring a restart of the managed application.
Also see: .Configure Multi-Threaded Transactions (Java only)

Type: Comma-separated string of fully-qualified class names or package names

Default value: none

Platform: Java

thread-cpu-capture-overhead-threshold-in-ms

Description: Determines the timeout allotted for collecting and calculating Thread CPU Time
for 1000 iterations. If the timeout is exceeded, the Java Agent automatically disables CPU time
collection for threads. CPU usage information will then be absent from the BT overview or
snapshots in the Controller UI. In addition, an INFO-level log similar to the following appears in the
logs:

[Thread-0] 22 Oct 2013 14:19:26,346 INFO JVMThreadCPUTimeCalculator - Disabling
BT CPU Monitoring. Time taken to calculate Thread CPU Time for [1000] iterations
is [15 ms] which is greater than the allowed budget of [10 ms].

This issue may particularly affect JDK 1.6 on Linux due to the issue getCurrentThreadCpuTime is
.drastically slower than Windows Linux

You can increase the thread-cpu-capture-overhead-threshold-in-ms property, but it is important to
note that this may result in increased overhead on your application. We recommend you use this J

 instead to speed up the API call itself:ava HotSpot VM option

-XX:+UseLinuxPosixThreadCPUClocks

Restart is needed after changing this value.

Type: Integer

https://docs.appdynamics.com/display/PRO40/Configure+Multithreaded+Transactions+for+Java
https://docs.appdynamics.com/display/PRO40/Configure+Multithreaded+Transactions+for+Java
http://bugs.java.com/bugdatabase/view_bug.do?bug_id=6888526
http://bugs.java.com/bugdatabase/view_bug.do?bug_id=6888526
http://www.oracle.com/technetwork/java/javase/tech/vmoptions-jsp-140102.html
http://www.oracle.com/technetwork/java/javase/tech/vmoptions-jsp-140102.html
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Default: 10 ms

Platform: Java

websocket-entry-calls-enabled

Description: When set to false, no WebSocket entry calls are detected. 

Type: Boolean

Default value: true

Platform: Java

 

App Agent Node Properties Reference by Type

This topic lists the app agent node properties by type.

Type Property

Automatic Leak Detection minimum-age-for-evaluation-in-minutes

  minimum-number-of-elements-in-collection-to-deep-size

  minimum-size-for-evaluation-in-mb

Bytecode injection (BCI) bci-log-config

  enable-interceptors-for-security

  enable-json-bci-rules

  enable-xml-bci-rules

Backend Detection msmq-correlation-field

  msmq-single-threaded 

Object Instance Tracking (OIT ) collection-capture-period-in-minutes

  enable-collection-monitoring

  enable-instance-monitoring

  enable-object-size-monitoring

  leak-diagnostic-interval-in-minutes

JMX Property heap-storage-monitor-devmode-disable-trigger-pct

Transaction Monitoring ado-new-resolvers

https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-minimum-age-for-evaluation-in-minutes
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-minimum-number-of-elements-in-collection-to-deep-size
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-minimum-size-for-evaluation-in-mb
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-bci-log-config
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enable-interceptors-for-security
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enablejsonbcirules
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enable-xml-bci-rules
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-msmq-correlation
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-msmq-single-thread
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-collection-capture-period-in-minutes
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enable-collection-monitoring
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enable-instance-monitoring
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enable-object-size-monitoring
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-leak-diagnostic-interval-in-minutes
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-heap-storage-monitor-devmode-disable-trigger-pct
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-ado-new-resolvers
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  aspdotnet-mvc-naming-controlleraction

  api-thread-activity-timeout-in-seconds

  api-transaction-timeout-in-seconds

  async-tracking

  async-transaction-demarcator

  capture-404-urls

  capture-error-urls

  capture-raw-sql

  capture-set-status

  capture-spring-bean-names

  disable-custom-exit-points-for

  disable-exit-call-correlation-for

  disable-exit-call-metrics-for

  disable-percentile-metrics

  downstream-tx-detection-enabled

  enable-default-http-error-code-reporter

  enable-soap-header-correlation

  enable-spring-integration-entry-points

  enable-transaction-correlation

  end-to-end-message-latency-threshold-millis

  find-entry-points

  jdbc-callable-statements

  jdbc-connections

  jdbc-dbcam-integration-enabled

  jdbc-prepared-statements

  jdbc-resultsets

https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-aspdotnet-mvc-naming-controlleraction
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-apithreadactivitytimeoutinseconds
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-api-transaction-timeout-in-seconds
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-async-tracking
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-async-transaction-demarcator
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-capture-404-urls
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-capture-error-urls
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-capture-raw-sql
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-capture-spring-bean-names
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-disable-custom-exit-points-for
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-disable-exit-call-correlation-for
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-disable-exit-call-metrics-for
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-disable-percentile-metrics
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-downstream-tx-detection-enabled
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enable-default-http-error-code-reporter
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enable-soap-header-correlation
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enable-spring-integration-entry-points
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enable-transaction-correlation
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-end-to-end-message-latency-threshold-millis
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-findentrypoints
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-jdbccallablestatements
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-jdbcconnections
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-jdbc-dbcam-integration-enabled
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-jdbcpreparedstatements
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-jdbc-resultsets
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  jdbc-statements

  jmx-appserver-mbean-finder-delay-in-seconds

  jmx-rediscover-mbean-servers

  jrmp-enable

  log-request-payload

  max-business-transactions

  max-service-end-points-per-node 

  max-service-end-points-per-thread 

  max-urls-per-error-code

  min-load-per-minute-diagnostic-session-trigger

  rmqsegments

  percentile-method-option

  rest-num-segments

  rest-transaction-naming 

  rest-uri-segment-scheme

  slow-request-deviation

  slow-request-monitor-interval

  socket-collection-bci-enable

  spring-integration-receive-marker-classes

  thread-correlation

  thread-correlation-classes

  thread-correlation-classes-exclude

  max-service-end-points-per-node

  max-service-end-points-per-thread

  max-urls-per-error-code

  websocket-entry-calls-enabled 

https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-jdbcstatements
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-jmx-appserver-mbean-finder-delay-in-seconds
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-jmxrediscovermbeanservers
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-jrmp-enable
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-logrequestpayload
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-maxbusinesstransactions
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-max-service-end-points-per-node
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-max-service-end-points-per-thread
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-maxurlspererrorcode
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-minloadperminutediagnosticsessiontrigger
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-rmqsegments
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-percentilemethodoption
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-rest-num
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-rest-transaction
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-rest-uri
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-slowrequestdeviation
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-slowrequestmonitorinterval
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-socket-collection-bci-enable
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-springintegrationreceivemarkerclasses
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-thread-correlation
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-threadcorrelationclasses
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-threadcorrelationclassesexclude
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-max-service-end-points-per-node
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-max-service-end-points-per-thread
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-maxurlspererrorcode
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-websocket-entry-calls-enabled
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Transaction Snapshots adaptive-callgraph-granularity

  callgraph-granularity-in-ms

  dev-mode-suspend-cpm

  dont-show-packages

  enable-startup-snapshot-policy

  force-hotspot-if-diag-session

  hotspot-collect-cpu

  max-call-elements-per-snapshot

  max-concurrent-snapshots

  max-jdbc-calls-per-callgraph

  max-jdbc-calls-per-snapshot

  min-duration-for-jdbc-call-in-ms

  on-demand-snapshots

  show-packages

  slow-request-threshold

  thread-cpu-capture-overhead-threshold-in-ms

Miscellaneous collect-user-data-sync

  sensitive-data-filters

Manage App Server and Machine Agents

On this page:

Requirements
Associate App Agents with a Business Application
Reset App Agents to Purge Data
Enable and Disable App Agents
Delete App Agents
Associate Machine Agents with a Business Application
Reset Machine Agents
Enable and Disable Machine Agents

https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-adaptivecallgraphgranularity
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-callgraphgranularityinms
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-dev-mode-suspend-cpm
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-dontshowpackages
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-enablestartupsnapshotpolicy
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-force-hotspot-if-diag-session
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-hotspot-collect-cpu
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-maxcallelementspersnapshot
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-maxconcurrentsnapshots
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-maxjdbccallspercallgraph
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-maxjdbccallspersnapshot
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-mindurationforjdbccallinms
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-ondemandsnapshots
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-showpackages
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-slowrequestthreshold
http://docs.appdynamics.com/display/PRO39/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-thread-cpu-capture-overhead-threshold-in-ms
https://docs.appdynamics.com/display/PRO40/App+Agent+Node+Properties+Reference#AppAgentNodePropertiesReference-collectuserdatasync
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1.  

2.  

1.  

2.  

You can manage app agents and machine agents connected to the Controller from the App Server
and Machine Agents window. Click  to viewSettings > App Server and Machine Agents 
information, reset agents, disable agents, and more. 

Requirements

You must be a member of a role with the following Account Level Permission:
Administer users, groups, roles, authentication, etc. View License. View
AppDynamics Agents. Use Agent Download Wizard.

By default only Account Owners see the list of the agents in the account. See Configure
Roles.

Associate App Agents with a Business Application

If you start an application server with an app agent without specifying the business application, the
agent appears in the   list as an unassociated agent. You can associate anApp Server Agents
agent with an application manually:

From the agents list in the   panel, select the unassociated app agentApp Server Agents
from the list.

Click  . This button is enabled only for app agents that areAssociate with Application
connected to the Controller but not associated with a business application. 

Reset App Agents to Purge Data

Resetting the app agent purges all existing data for the agent, including metrics and discovered
transactions. You do not need to restart the application server to reset agent data.

Resetting an app agent causes the Controller to:

Purge all data such as gathered metrics, discovered business transactions, etc. for the
selected agent.
Reset the business transaction limit counter to zero for the selected agent.

Resetting an agent flushes the in-memory business transactions, exit calls, and registration
information for the agent. It does not re-instrument or remove existing instrumentation. After a
reset, the agent re-registers business transactions and backends and it creates new metrics. You
may lose a few minutes worth of data between the reset and re-registration operations.

You may need to reset agents after you have reconfigured business transaction or backend
detection and the agent is not applying the updated rules:

Delete all existing transactions and backends.
 "See Delete Old Unwanted Business Transactions" in Refine Business Transaction

.Configuration

In the   menu, click  to filter the View Agents not associated with an Application  Ap
 list.p Server Agents

https://docs.appdynamics.com/display/PRO40/Configure+Roles
https://docs.appdynamics.com/display/PRO40/Configure+Roles
https://docs.appdynamics.com/display/PRO40/Refine+Business+Transaction+Configuration
https://docs.appdynamics.com/display/PRO40/Refine+Business+Transaction+Configuration
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2.  Choose a reset option:
To reset all the app agents for a business application click  .Reset Agents
To disable a individual app agents, select one or more agents and click Reset
Selected App Agent(s).

Enable and Disable App Agents

An app server agent polls the Controller every minute to check whether the agent is enabled or
disabled. Disabling an agent can help you troubleshoot application problems. For example, you
don't need to uninstall the agent to compare the difference in overhead between when the agent is
capturing data versus when it is not. Disabling the agent does not require you to shut down or
restart the application server.

New in 4.0.7, you can enable and disable .NET Agents.

All agents connected to the Controller count against the agent license limits for that Controller.
Even though it only reports minimal app server-related data, a disabled app agent is still
connected to the Controller and consumes an app agent license.

To enable or disable all the app agents for a business application click  orEnable Agents   Di
.sable Agents

Enable or disable app agents individually from the Agents tab on the Node Dashboard:
To disable the agent, click Agent is  .Off
To enable the agent, click Agent is  .On
It takes about a minute for the operation to take effect.

4.0.6 and earlier, when you disable the Java Agent, it stops capturing all data except for
JVM and JMX metrics such as heap memory, memory pools, garbage collection, and thread
count.

, by default turning the agent   completely disables monitoring. Un-check New in 4.0.7 Off Dis
 on the Disable This App Agentable all monitoring including JVM and JMX metrics

window to keep collecting JVM and JMX metrics such as heap memory, memory pools,
garbage collection, and thread count.

Delete App Agents

Deleting an app agent in the Manage App Server Agents and Machine Agents window removes
the agent and any associated data from the Controller database. This does not affect the
instrumentation of the application server. If the application server is still running with an app agent,
or if it is subsequently restarted with an app agent, the agent re-registers and appears again in the
Controller.

You can delete an app agent by clicking   button.Delete Agent from System

To completely remove an app agent completely so that it does not register again, uninstall it. See
the uninstall instructions for your agent's platform under  .Instrument Applications

For all other agent types, always leave the box in the Disable This App Agent
window checked.

https://docs.appdynamics.com/display/PRO40/Instrument+Applications
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Associate Machine Agents with a Business Application

If you start a Standalone Machine Agent without specifying the business application, the agent
appears in the   list as an unassociated agent. You can associate an agent withMachine Agents
an application manually:

From the agents list under  , select the unassociated machine agent fromMachine Agents
the list.

Click  . This button is enabled only for machine agents that areAssociate with Application
connected to the Controller but not associated with a business application. 

Reset Machine Agents

The reset operation purges all existing metrics for a Standalone Machine Agent or .NET Machine
Agent. The machine agent restarts and begins gathering metrics again. 

Enable and Disable Machine Agents

A machine agent, either the Standalone Machine Agent or .NET Machine Agent, polls the
Controller every minute to check whether the agent is enabled or disabled. Disabling a machine
agent does not require you to shut down or restart the application server.

New in 4.0.7, you can enable and disable the .NET Machine Agent.

To enable or disable all the machine agents for a business application click Enable Agents 
or  .Disable Agents
To enable or disable individual machine agents, select one or more agents and right click to
display the contextual menu. Click   or Enable Selected Machine Agent(s) Disable

.Selected Machine Agent(s)

Remove Unused Nodes

On this page:

Node Activity and Agent Licensing
Configuring Node Activity Settings

Related pages:

Access the Administration Console

If a node has been out of contact with the Controller for a certain amount of time, the Controller
marks the node as a historical node. The Controller suspends certain types of processing activities
for the node, such as rule evaluation.

If the node resumes contact with the Controller before the node deletion period expires, the
Controller restores it to an active state. Otherwise, it is permanently removed from the Controller

In the   menu, click  to filter the list.View Agents not associated with an Application 

https://docs.appdynamics.com/display/PRO40/Access+the+Administration+Console
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and the node level data is no longer accessible in the UI. However, the tier- and application-level
historical metric data for the node remain available even after the node is deleted.

By default, the Controller considers a node historical after about 20 days of inactivity and deletes
the node after 30 days. For a highly dynamic application environment in which nodes are created
and destroyed frequently, it usually makes sense to shorten the node activity timeout period. This
allows recycled nodes to be treated as such in the Controller.

Another consideration for historical nodes is that their names can be assigned to new nodes if
node name reuse is enabled.  is an App Agent for Java option that allows theNode name reuse
Controller to present data generated by multiple, short-lived nodes in a given tier as a single
logical node.

Node Activity and Agent Licensing

For licensing purposes, the Controller releases the license for the agent if the Controller has not
received data from the agent in the previous 5 minutes. This license availability behavior is not
affected by the historical node status or node deletion timeout settings.

Configuring Node Activity Settings

The node activity settings are global settings that the root AppDynamics administrator can modify
from the administration console, as follows:

As a user with global administrator administrator privileges, log in to the Controller
administration console. For more information, see .Access the Administration Console
Click .Controller Settings
Set the retention and deletion properties based on the requirements for your environment.
AppDynamics recommends that you set the permanent deletion period at least an hour
more than the retention period. 

node.permanent.deletion.period: Time (in hours) after which a node that has lost
contact with the Controller is deleted permanently from the system. The default is 720
hours.
node.retention.period: Time (in hours) after which a node that has lost contact with
the Controller is deleted. In this case, the AppDynamics UI will not display the node,
however the system will continue to retain it. The default is 500 hours.

Agent Log Files

On this page:

Logging Levels
Log File Locations
Agent Log Naming
Log File Sizes and Life Cycle Details
Proxy Log
Business Transactions Log
Bytecode Transformer Log
JMX Log

https://docs.appdynamics.com/display/PRO40/Java+Agent+Configuration+Properties#JavaAgentConfigurationProperties-ReuseNodeNameProperty
https://docs.appdynamics.com/display/PRO40/Access+the+Administration+Console
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Standalone Machine Agent Log
REST Log

Related pages:

Install the PHP Agent
Install the Node.js Agent
Python Agent Debugging and Logs

Agent log files can help you resolve troublesome agent configuration and application
instrumentation issues. When submitting log files to AppDynamics Support, ensure you send the
entire contents of the agent logs directory available as a zip file for download when you request

.the agent logs

Agents create log files automatically at launch time. The logs available are agent dependent. 

Useful log files include: 

Agent Logs and   for discovering errorsProxy Log
ByteCode Transformer Log for resolving instrumentation problems

Logging Levels

The logging levels, in descending order of amount of information collected, are as follows:

all:  Logs all events.
trace:  Reports finer-grained informational events than the debug level that may be useful to
debug an application.
debug:  Reports fine-grained informational events that may be useful to debug an
application.
info:  Default log level. Reports informational messages that highlight the progress of the
application a coarse-grained level.
warn:  Reports on potentially harmful situations.
error:  Reports on error events that may allow the application to continue running. 

Controlling the Logging Level (Java and PHP)

By default, the logging level for most log files is set to "info". The finer the granularity, the faster the
log file consumes disk space.

You can control the logging level for the Java Agent and PHP Agent by changing the value of the
"level value" parameter in the log4j.xml file in the agent installation\logs directory. 

<logger name="com.singularity" additivity="false">
 <!--  to control the logging level of the agent log files, use the level
attribute below. value="all|trace|debug|info|warn|error"-->
<level value="info"/>
<appender-ref ref="AgentLogger"/>
<appender-ref ref="RESTLogger"/>
</logger>

https://docs.appdynamics.com/display/PRO40/Install+the+PHP+Agent
https://docs.appdynamics.com/display/PRO40/Install+the+Node.js+Agent
https://docs.appdynamics.com/display/PRO40/Python+Agent+Debugging+and+Logs
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Controlling the Logging Level (.NET)

You can control the logging level for the .NET Agent by changing the value of the "min level"
parameter in the AppDynamicsAgentLog.config file in the .NET Agent logs directory. The log
configuration is per server. The .NET Machine Agent and the .NET Agent read the same
configuration file and write to the same set of output files.

<rules>
    <logger name="com.appdynamics.REST.HeartBeatLog" minLevel="Info"
writeTo="RESTHearbeat" final="true" />
    <logger name="*" minLevel="Warn" writeTo="warnfile" />
    <logger name="com.appdynamics.BusinessTransactions" minLevel="Info"
writeTo="btlog" final="true" />
    <logger name="com.appdynamics.bci.*" minLevel="Info" writeTo="bcifile"
final="true" />
    <logger name="com.appdynamics.REST.*" minLevel="Info" writeTo="RESTfile"
final="true" />
    <logger name="AppDynamics.Agent.Coordinator.Recovery.*" minLevel="Info"
writeTo="CoordinatorRecovery" final="true" />
    <logger name="com.appdynamics.METRICS.MetricSender" minLevel="Info"
writeTo="RESTfile" final="true" />
    <logger name="AppDynamics.Winston.*" minLevel="Info" writeTo="Winston"
final="true" />
    <logger name="com.appdynamics.tm.AFastBackendResolver" minLevel="Warn"
writeTo="logfile" final="true" />
    <logger name="com.appdynamics.ManagedAgentAPI.DumpStats" minLevel="Trace"
writeTo=" SamplingInfo" final="true" />
    <logger name="*" minLevel="Info" writeTo="logfile" />
  </rules>

Log File Locations

You can find the logs at the following locations on the machine where the agent runs:

Agent name Log file location

Java Agent <agent_home>/ver<version_number>/logs/<node_name>

.NET Agent Windows Server 2008 and later:
%ProgramData%\AppDynamics\DotNetAgent\Logs

PHP Agent <php_agent_install>/logs/agent.log; see also Logs in .Install the PHP Agent

Node.js Agent In debug mode, agent logs to stdout/stderr. No agent log if debug mode is not
enabled; see also Logs in .Install the Node.js Agent

Python Agent stdout; see Python Agent Debugging and Logs

Windows Server 2003: %AllUsersProfile%\Application
Data\AppDynamics\DotNetAgent\Logs

https://docs.appdynamics.com/display/PRO40/Install+the+PHP+Agent
https://docs.appdynamics.com/display/PRO40/Install+the+Node.js+Agent
https://docs.appdynamics.com/display/PRO40/Python+Agent+Debugging+and+Logs
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Standalone
Machine Agent

< >/logs/agent_home

If direct access to the agent machine is not convenient, you can generate and download the agent
log files through the Controller UI. For details, see .  Request Agent Log Files

Agent Log Naming

App Agent Type Log Name

Java agent .#.logYear_mon_day_hr_min

PHP (PHP extension component) agent.#.log

PHP (Java proxy) proxy .#.logYear_mon_day_hr_min

.NET AgentLog.#.txt

These logs are generated by all app agents and report the activity of the agents as they monitor
your applications. At the beginning of the log file, it shows the start up of the agent monitoring
services and displays configuration settings. The agent log also contains the sequence of agent
runtime activity and exceptions that are encountered. When you are troubleshooting various
issues in an AppDynamics deployment, you can find useful information in this log. 

Examples of information in the log:

Agent version and build date
JVM runtime version (Java only)
Configuration changes
Backend detection
Exceptions 
Output from logging session requests

See the Logs section in  for information about the logs generated by theInstall the Node.js Agent
Node.js Agent.

Log File Sizes and Life Cycle Details

Log File App Agent Type Max Size

Agent Java, .NET 5 MB

Agent PHP (PHP extension module) 20 MB

Proxy PHP (Java proxy) 5 MB

Business Transaction Java, .NET, PHP 5 MB

ByteCode Transformer Java, .NET 20 MB

https://docs.appdynamics.com/display/PRO40/Install+the+Node.js+Agent
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JMX Java 5 MB

Machine Agent Machine 5 MB

REST Java, .NET, PHP 5 KB

When the maximum file size is reached, a new log is created. First file is named ...0.log,
second file is ...1,log, and so on.
Maximum of five files per set.
Maximum of five sets. If the maximum number of sets is reached, when a new set is
created, the oldest set is deleted.
While the agent rotates away old log files, it deliberately retains the first log file. The first log
file contains information that reflects the specific context in which the agent was started,

 along with other information that can be useful for troubleshooting and record keeping. 

Proxy Log

App Agent Type Log Name

PHP (proxy) proxy .#.logYear_mon_day_hr_min

The PHP Agent generates a proxy log., which is useful for determining why snapshots are not
being taken and for diagnosing communication issues with the Controller.

The Node.js agent also generates a proxy log. When the agent component launches the proxy, it
displays in the agent log the directory path to which the proxy is logging.

These proxy logs are relevant only for the dynamic languages application agents, which use a
proxy component to communicate with the Controller.

Business Transactions Log

App Agent Type Log Name

Java BusinessTransactions .#.logYear_mon_day_hr_min

.NET (proxy) BusinessTransactionsLog.#.txt

PHP BusinessTransactions .#.logYear_mon_day_hr_min

The Business Transactions log is generated by all agents and logs the following information:

discovered business transactions 
discovery stack trace for each entry point
dropped business transactions, which show up in the "default BT" when there is business
transaction overflow. Only executed methods show up in the business transaction log. If the
business functionality is not exercised by the application, the code is not executed, and the
methods are not examined as potential entry points.
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Bytecode Transformer Log

App Agent Type Log Name

Java ByteCodeTransformer .logYear_mon_day_hr_min.#

.NET ByteCode.txt

The ByteCode Transformer log is generated by the Java Agent and .NET Agent and contains the
information associated with the AppDynamics platform bytecode instrumentation (BCI) engine.
The BCI engine is used to inject interceptors. The BCI engine logs the classes being loaded in the
application.

This log is useful for troubleshooting everything that depend on bytecode instrumentation
including: Java entry points, exit points, loggers, errors, exceptions, and async threads.
Examples of information in the log:

agent version and build date
each Java class that was examined and whether the methods were considered for bytecode
instrumentation
each method that was instrumented

This log file is useful to:

verify entry point instrumentation
verify backend instrumentation
troubleshoot missing metrics

JMX Log

App Agent Type Log Name

Java JMX .#.log.logYear_mon_day_hr_min

JMX log entries contain information about JMX interactions between the AppDynamics agent and
the monitored server's JMX domains. These log entries are useful for diagnosing problems
associated with JMX metrics, or issues with JVM metrics, which are reliant on JMX.

The JMX entries can be useful in debugging why MBeans don't appear or why metrics created
from MBeans do not appear in the controller UI.

Standalone Machine Agent Log

Agent Log Name

Standalone Machine machine-agent.#.log

The machine agent log captures information from the Standalone Machine Agent as it monitors the
health of the server in terms of the server's usage of CPU, memory, disk, and network interfaces. 
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REST Log

App Agent Type Log Name

Java REST .logYear_mon_day_hr_min.#

.NET RESTCommunications.#.txt

PHP (proxy) REST .logYear_mon_day_hr_min.#

This log contains information about the AppDynamics agent and Controller communication. The
log contains request and response payload data between the agent and the Controller, the raw
details of communications between the agent and the Controller. By default, the REST log
contains INFO level logging for all registration requests up to a limit of 1 MB every five minutes.

You can use this log to troubleshoot issues with detecting and reporting business transactions,
backends, events, and metric reporting.

The communication between the agent and controller consists of the following:

configuration data
node identification
machine registration
business transaction registration
metric registration
event registration
snapshot capture/upload to controller database
metric data upload to controller database
event data upload to controller database
output from Logging Session requests

 

Request Agent Log Files

On this page:

Start an Agent Logging Session
Request and Download Agent Log Files
Request and Download Thread Dump Samples
Submitting Log Files to Support

Related pages:

Agent Log Files

You can generate and download a zip file of the agent logs from the Controller UI. Requesting the
agent logs is a two-step process:

Start an Agent Logging Session. Here you can start a logging session to see specific
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AppDynamics logger information in the agent log files. Once the logging session completes
you can request the agent log files.
Request and Download Agent Log Files. Follow this procedure to download the log files,
download the output from a specified third-party logger you have installed, or download
thread dump samples.

Start an Agent Logging Session

Confirm that you have enough disk space to create the logs before starting a logging
session.  Log file requests fail if there is not enough disk space available.
(.NET Agent) Confirm the agent has the same permissions as your site's application pools.
For more information, see Troubleshooting Log Issues.
On the Agents tab of the Node dashboard, scroll to the Agent Operations panel.

Click Start Agent Logging Session.
From the dropdown list, select the duration for the logging session.
Select the check boxes for the debug logger types to initiate. 
You can select any number of these logger types. The selected loggers control the type of
information the logging session captures. Expand to see the debug logger types available.

Click here to expand...

Logging
Session Type

Type of Information

Application
Wide
Configuration

Application configuration changes

BT
Registration

Transaction, exit identification, self resolution

Current Time Requests to synch up the clock skew between the controller and the
agent

https://docs.appdynamics.com/display/PRO40/Resolve+.NET+Agent+Installation+and+Configuration+Issues#Resolve.NETAgentInstallationandConfigurationIssues-TroubleshootingLogIssues
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Events Changes in application state that are of potential interest

Metric Data Metric data

Metric
Registration

Metric registration

One Way
Agent

For system (machine) agent only, information from the capture
feature

Request
Segment data

Snapshot upload of request segment

System Agent
Registration

System (machine) agent registration

System Agent
Reregistration

System (machine) agent reregistration

System Agent
Polling
Handler

System (machine) agent configuration request

Task
Execution

Relates to the machine agent where you can create a task to execute
on a machine, such as restart application server and run a script

Top Summary
Stats

Request to upload the 'most expensive backend' summary

Application
Configuration

Configuration change requests

Transient
Channel

Activity of transient channel that is used to upload and download
instructions for JMX console live data

Click Start Agent Logging Session.
Each session type that you selected appears in the session panel, with a start time and end
time based on the selected Duration of logging session.  If you don't see the session you

 requested, click Refresh.

Request and Download Agent Log Files

When the End Time of the logging session has been reached, you can request the log files. You
can also manually take  from the Agents tab of the node dashboard. When youthread dumps
request the log files, the agent zips the contents of the logs directory and then sends the logs to
the Controller as a single file for download.

On the Agents tab of the Nodes dashboard, scroll down to the Agent Operations panel.
Click  . Request Agent Log Files
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The Request Agent Log Files window opens.
By default the agent zips all logs in the agent log directory into one zip file. 
For the Java Agent or PHP Agent, you can select one of the other options:

Output from a specific logger at a set level, for a fixed duration: To use this option
contact AppDynamics Support. For a list of supported loggers, see Supported

.Environments and Versions (Java)
Thread dump samples The agent takes a thread dump according to the specified
collection interval and specified number to collect. After the interval elapses the thread

 are uploaded by the agent as a zip file. See dumps Request and Download Thread
Dump Samples

(Optional) Enter a name for your request. 
The name you provide identifies your request in the name of the generated zip file. For
example, the name CurrentTime produces a zip file named similar to
CurrentTime_Node_8000_1390503141046.zip.
After the logging session completes and the log file has been written to disk, click Request

 and the logged request and response output appears in the Controller UI.  Agent Log Files
You must  the log files before you can download them.  See Request Request and Download
Thread Dump Samples

The AppDynamics Controller processes your request, and indicates when it is finished when the
status is SUCCESSFUL. A request may time out for various reasons, including:

The responding server went down.
The Internet connection went down.
The request parameters sent are incorrect.

While the status is PENDING, you can click   button to update the status field. Once theRefresh
request succeeds, as indicated by the status, you can click the file icon to download the zipped
agent log files directory. 

https://docs.appdynamics.com/display/PRO40/Java+Supported+Environments
https://docs.appdynamics.com/display/PRO40/Java+Supported+Environments
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Note: If you accidentally request the logs for a node that is not valid, for example IIS is turned off
for that node, the request eventually changes to IN_PROGRESS, but does not progress to
SUCCESSFUL. You can remove such a request manually by selecting it, right-clicking and
selecting  from the menu.Delete Data

Applies to:

 

Request and Download Thread Dump Samples

You can request log files and manually take thread dumps from the Agents tab of the node
dashboard. Requesting the log files causes the agent log files directory to be zipped up into
one file for download convenience.

On the Agents tab of the Nodes dashboard, scroll down to the Agent Operations panel.
Click  .Request Agent Log Files

The Request Agent Log Files window appears. By default all logs in the agent log
directory for this node are collected into a zip file.
Click  , enter the number of samples to collect and the interval atThread dump samples
which the samples should be collected.



Copyright © AppDynamics 2012-2015 Page 60

3.  

4.  

5.  

6.  
7.  

The agent takes a thread dump according to the specified collection interval and
specified number to collect. After the interval elapses the thread dumps are uploaded by
the agent as a zip file.
(Optional) Enter a name for your request. The name you provide is used to identify your
request in the name of the generated zip file. For example, the name CurrentTime
produces a zip file named similar to CurrentTime_Node_8000_1390503141046.zip.
After the logging session duration has expired and the log file has been written to disk,
click   and the logged request and response output appears inRequest Agent Log Files
the Controller.
The AppDynamics controller processes your request. 
While the status is PENDING, you can click   to update the status indicator.  Refresh
Once the status is SUCCESSFUL, you can double-click a thread dump sample in the list
to download the ZIP file containing the thread dump that you want.

: If you accidentally request the thread dump samples for a node that is not valid,Note
for example IIS is turned off for that node, the request eventually changes to
IN_PROGRESS, but does not progress to SUCCESSFUL. You can remove the request
manually by selecting it, right-clicking and selecting   from the menu.Delete Data

Submitting Log Files to Support

When submitting log files to AppDynamics Support, ensure you send the entire contents of the
agent logs directory available as a ZIP file for download when you request the agent logs.
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