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APPDYNAMICS

Extend AppDynamics

This section describes how you can extend and customize the
AppDynamics Application Performance Management (APM) Platform.

The AppDynamics Community Exchange (https://www.appdynamics.com/comm
unity/exchange/) includes many pre-built extension you can use to customize AppDynamics and integrate it with other systems.

Alternatively, you can use the AppDynamics REST APIs to create custom integrations and custom automation tasks.

AppDynamics REST APIs AppDynamics Extensions

® AppDynamics APIs ® Integration Modules

® Using the Controller APIs ® |ntegrate AppDynamics with Splunk
® Access Swagger and Accounts API ® Integrate AppDynamics with Scalyr
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AppDynamics APIs

On this page:

Related pages:

® Overview of the AppDynamics APIs
® Platform API Index

® Extensions and Custom Metrics
® AppDynamics Exchange

The AppDynamics APIs let you extend and customize various aspects of the AppDynamics Application Performance Monitoring (APM)
Platform. This page gives you an overview of the AppDynamics APIs.

Overview of the AppDynamics APIs

The AppDynamics APM Platform exposes various APIs for customizing and extending its features. Generally speaking, they can be
categorized as platform-side APIs, which are served by the Controller and Events Service, and agent-side APIs.

The AppDynamics platform server components and agents offer the following APlIs:

Controller APIs: Use to administer the Controller, configure, monitor, query metrics, and more. For documentation see the Platf
orm API Index, below.
Analytics Events API: Use to send custom analytics events from your own data sources to the Events Service. For
documentation see the Analytics Events API section in the Platform API Index, below.
Standalone Machine Agent APIs: HTTP APIs available at the machine agent for uploading custom metrics. See Standalone
Machine Agent HTTP Listener.
Database Agent APIs: Use to get, create, update, and delete Database Monitoring database Collectors. See Database Visibility
API.
Application Agent Instrumentation APIs: Use to control and customize transaction detection and correlation, along with exit
point detection. The agent APIs include:

®* PHP Agent API

® Python Agent API

® Node.js Agent AP| Reference

® C/C++ Application Agent

® Java Agent API: Customize agent instrumentation. See the SDK folder in the agent home directory
Mobile RUM: Instrument mobile applications for real user performance monitoring. See Instrument iOS Applications for more
information.

The following section lists the general platform APIs, API's served at the Controller and Events Service, that are documented in this

section.

Platform API Index

Here are all the methods in the AppDynamics Controller and Events Service APIs:

Accounts API
® This APl is documented using Swagger-based REST browser. For more information, see Using the Controller APIs.
® Retrieve Controller Audit History
® Configure Metric Retention by Account
® Configure Metric Retention by Application
Application Model API
® Retrieve All Business Applications
® Retrieve All Business Transactions in a Business Application
® Retrieve All Tiers in a Business Application
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Retrieve All Registered Backends in a Business Application with Their Properties
Retrieve Node Information for All Nodes in a Business Application

Retrieve Node Information by Node Name
Retrieve Node Information for All Nodes in a Tier
Retrieve Tier Information by Tier Name

® Metric and Snapshot API

Retrieve Metric Hierarchy
Retrieve Metric Data
Retrieve Transaction Snapshots

® Alert and Respond API

Retrieve All Health Rule Violations in a Business Application
Retrieve Event Data

Create Events

Create a Custom Event

Create Custom URLS for Notifications

Create and Delete Action Suppressions

Retrieve All Existing Action Suppressions

Retrieve a Specific Action Suppression by ID

® Create a New Action Suppression

Delete a Specific Action Suppression by ID

® Configuration API

Create and Modify AppDynamics Users

Include or exclude a business transaction from monitoring
Retrieve All Controller Settings

Retrieve a Controller Setting by Name

Configure Global Controller Settings

Mark Nodes as Historical

® Configuration Import and Export API

About the Configuration Import/Export APIs

Export Actions from an Application

Import Actions into an Application

Export Email Action Templates from an Account

Import Email Action Templates

Export HTTP Request Action Templates from an Account
Import HTTP Action Templates into an Account

Export Custom Dashboards and Templates

Import Custom Dashboards and Templates

Export Health Rules from an Application

Import Health Rules into an Application

Export Transaction Detection Rules for All Entry Point Types
Import Transaction Detection Rules for All Entry Point Types
Export a Transaction Detection Rule for an Entry Point Type
Import Transaction Detection Rule for an Entry Point Type
Export Policies

Import Policies

Export Application Analytics Dynamic Service Configuration
Import Application Analytics Dynamic Service Configuration

® Database Visibility API

® Ul Collector versus JSON Collector Configuration Field Names

Supported API Calls

® Analytics Events API

About the Analytics Events API
Custom Event Ingestion Limits
Publish Events

Create Event Schema
Retrieve Event Schema
Update Event Schema

® Delete Event Schema

Query Events (Single Query)
Query Events (Multiple Queries)

* RBAC API

Create User
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Get User by ID

Get User by Name

Get All Users

Update User

Delete User

Create Group

Get Group by ID

Get Group by Name
Get All Groups

Update Group

Delete Group

Add User to Group
Remove User from Group
Create Role

Add Role to User
Remove Role from User
Add Role to Group
Remove Role from Group
Get Role by ID

Get Role by Name

Get All Roles

Update Role

Delete Role

® License Rules API

Creates a New License Rule

Returns a Summary of All License Rules for the Current Account
Updates a License Rule

Deletes a License Rule

Retrieve a License Rule via its Id

Retrieves a License Rule by Access Key

Retrieve a License Rule by Name
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API Clients

On this page:

About OAuth Mechanisms

Accessing Authentication Provider Settings
Creating API Clients

Using the Access Token

Managing Access Tokens

You can create and use the identity type, API Clients, to provide secure access to the Controller through AppDynamics Controller REST
API calls. These calls use Open Authorization (OAuth) token-based authentication.

About OAuth Mechanisms

OAuth is an open protocol to allow secure authorization in a simple and standard method from web, mobile, and desktop applications.
See https://oauth.net/ for more information.

OAuth acts as the intermediary on your behalf, providing third-party applications with an access token that authorizes specific account
information to be shared. Using the OAuth protocol with AppDynamics Controller REST APIs is the best way to securely grant access to
your Controller information.

The OAuth authentication process works by first authenticating a request token. This request token is used to obtain an encrypted
access token from your Controller. Once the access token is available, you can use it to make authenticated requests to your Controller
until the token expires or is revoked.

The tokens are based on JSON Web Tokens (JWT) authentication format, which is the industry standard RFC 7519 method for
representing claims securely between two parties.

Accessing Authentication Provider Settings

Users with the Account Owner role or the Administer users, groups, roles ...permission can view API Clients settings
in the Settings > Administration page.

Creating API Clients

You can create new API Client identity types that can be used to generate OAuth tokens.
To create or edit an API Client

1. While logged in to the Controller Ul as an Account Owner (or other role with the Administer users, groups, roles ...permissio

n), click E} (gear icon) > Administration.
2. Click the API Clients tab to view the list of existing clients.

From the tab, you can create new clients and modify or delete older ones.
3. Click + Create to create an API Client or select an existing client to edit.
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Administration
Users Groups Roles
O\
Name |, Description

. Enter the Client Name and Description.
. Click Generate Secret to populate the Client Secret.
This will generate a UUID as the secret of the API Client.

This API Client secret acts as a password. It does not generate the authentication token.

. Set the Default API-generated Token Expiration. This expiration only applies to authentication tokens generated through the ‘/c
ontroller/api/oauth/access_token' REST API, not to Temporary Access Tokens generated from the Ul. See Using the Access
Token for more information.

Every API-generated access token has an expiration. The default is 5 minutes, but you can set it to any second,
minute, or hour limit. The Default APIl-generated Token has a shorter expiration than the authentication token
generated through the Administration Ul.

. Add the Roles you would like to associate with this API Client. You can add or remove roles at any time. See Roles and
Permissions for more information.

The REST APIs will use the identity which the access token represents to pull up RBAC permissions and check
those permissions at the underlying API level.

. Click Save at the top right of the panel to save your API Client.

TestApiClient m

Client Mame Description
TestApiClient Far Dema Purpahe
Chient Secret

------------------------------------------ Genarate Secrat

Dfauir Toker Expiration

5 minuies =

Generate Temporary Access Token

Rindos Q

Showisg ol 8

sl

Acgdurd Owner (Defaui)

Administratar (Default)

Anahytics Administrator [Defau)

Using the Access Token
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You can now generate and use the access token for each API access call into your Controller by generating the token through one of
the following:

® Administration Ul: These tokens are usually long-lived and have a longer expiration time. They can be generated by the
account administrator and distributed to parties/teams who need to access the Controller but do not want to refresh such
tokens too frequently.

® API: These tokens are usually short-lived and have a relatively short expiration time. They are typically generated and
refreshed regularly by a program before expiration. These tokens are visible from the Ul, and are not individually tracked and
managed.

Generate the Token Through the Ul

To generate the access token through the Administration Ul:

1. Click Generate Temporary Access Token when you are ready to use the access token.

Remember that temporary token expirations are usually longer than the Default APIl-generated Token Expiration.

2. Copy and paste the access token from the Temporary Access Token field into the TOKEN portion of your curl command. See
the following example:

curl -H "Authorization: Bearer <AUTH TOKEN>"
"http://master-onpremcontroll er.e2e. appd-test.com 8090/ contr ol
| er/rest/applications"

3. Check that your call is successful. It should look like this:
§ curl -H "Authorization:Bearer eyJrawQiOilxIiwivWanIjoiSFMyNTYifQ.eylpc3MiOilBcHBEeWShEWl jeyIsInFLICI6IkFWcERTOVBIcyTsInvic
I6MTUyNDgIMzeyHinianRpI joibEZ0bHRtbFQzBFBTTFKSWEFyaHpPRSTsInlhdCI6MTUyNDe 2N My NinibmIn] joxNT I8N YIMFAZLCI 2dWI 104 IUZXNBONBpA2xp TWSB T iwldHIWZ S T4 T kFGSVIDTELFTIQILE
PZCI4TRKNDZRY I ¥z LWNKN I ctNGUNCESZ jg3LWE 2ZGF kM QzNT 122515 InFIY3RIZCISI jAzMzeyZ I 1hLThIZmy tNDI LY iREMABL TUZOTdmY ZMLZGVMNS 15 InF Y 3ROVW11 I joiY3VZdE9 tZXIxInd . py kAwdyg
9190A0n1560_Vi732G1i1G02BLEVa-gIRkpe" "http://master-onprem-contraller. e, appd-test.com:BO9R/ /contraller/rest/applications”
<applications»><application>
<ids>Be/fid>
<name>EConmerce-Sales—Demo-Fulfillment</name>
</application=
capplication>
<id>11</id>
<namexAshishTest</names
</application»
capplications
<id>2Be/id>
<namesIbmBpmApp< fnames
</application=
<applications
cids5efids
<name>EConmerce-Sales—Demo</names
cdescriptions</description>
</application>

Generate the Token Through API

You can use REST API to generate a short-lived access token. This default, on-demand token is not tracked on the Ul.

To generate the access token through API:

Use POST /controller/api/oauth/access_token. You will need the API Client name and Client Secret to generate the token:

Example

Copyright © AppDynamics 2012-2019 Page 9
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curl -X POST -H "Content-Type:

application/vnd. appd. cntrl +prot obuf; v=1" "https://<controller
address>/control | er/ api/ oaut h/ access_t oken" -d

"grant _type=client_credential s&lient_i d=Test Api Cl i ent @ust oner &clie
nt _secret =facel0d5-573e-4a75-8396- af a006f d8f 19"

{

"access_token":

"eyJraWQ O | xI'iwi YWnl joi SFMYNTYi f Q eyJpc3M O JBcHBEeVWhbW j cyl sI nF1
ZCl 61 KFwcERf QvBJcyl sl mv4cCl 6MIUzN | 3M | INi wi anRpl j oi T2t wZHVDdnduSDdw
MhrduMnc4MFRt QSI s ml hdCl 6MTUzZN | 3MTKINI wi bmdml j oxNTM2M cxODMRLCIzdW i

QO JUZXNOQXBp@xpZWE0I i wi dH wZSI 61 KFQSVODTE! FTI Q LCIpZCl 61 mFnZTQxMzg5
LTII Nj M NDQy YS1hY2U2LTEY YzUSNGFI OGVROCI s| nFj Y3RIZCI 61 j hl MGQ3Nj | 1LTY4
Yz Et NDE4AM 1hMFLWFhMTY1Mzl | ZDgOOC! sl nfj Y3ROYWLI | j 0i ZTJl LWN1c3RvbWYy
I 0. 95Ey DNV5muTN_4z GOXI PQQHOIVDSi EynKSgkO8UHI h0" ,

"expires_in": 300

}

It is to be noted that:

® For controllers before 4.5.9, authentication header is required in the request as shown below:

curl -X PCOST -H "Content-Type:

appl i cation/vnd. appd. cntrl +prot obuf; v=1" -u

" Test Api i ent @ust oner: facel0d5- 573e- 4a75- 8396- af a006f d8f 19'
"https://<controller address>/controller/api/oauth/access token" -d
"grant _type=client _credential s&lient _id=Test Api Cl i ent @ust oner &cl i
ent _secret =facel0d5-573e-4a75-8396- af a006f d8f 19'

{

"access_token":

"eyJraWQ G | xIiwi YWknl j oi SFMyNTYi f Q eyJpc3M O JBcHBEeWshbW j cyl sl nF
1ZCl 61 KFWcERf QvBJcyl sl miv4acCl 6MTUzN | 3M | INi wi anRpl j oi T2t wZHVDdnmduSD
dwirduVhc4MFRE QS| s| ml hdCl 6MTUz N | 3BMTKINi wi bmImi j oxNTM2M ¢cxODMR2LCJzd
Wi G JUZXNOQXBp@xpZW50! i wi dHI wZSI 61 KFQSVIDTEI FTI Q LCIpZCl 61 nFnZTQX
Mzg5LTIlI Nj M NDQy YS1hY2W2LTEy YZUSNGFI OGVROCI s| nFj Y3RJIZCI 61 ) hl MGQBN |
1LTY4YzEt NDEAM 1hMhFLWFhMTY1Mz| | ZDgOOCI s| nfj Y3ROYWLI | j 0i ZTJI LWN1c3
RvbW/y | n0. 95Ey DNV5NUTN_4z GOXI PQQHOVDSI EynKSgk0O8UH h0",
"expires_in": 300

}

® The token generation API requires both an authentication header with username and password as well as the oAuth
request body to successfully request a token.
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1. Use the generated token to list all applications:

Example

curl -H "Authorization: Bearer <AUTH TOKEN>"
https://master-controller.e2e. appd. com control |l er/rest/applicat
i ons

a. In the case of success: all applications are returned.
b. In the case of failure: HTTP 401 Unauthorized "Failed to authenticate: invalid access token." is returned.

Managing Access Tokens

Access tokens are based on JWT, so even if you decode them, you will not be able to see any sensitive information.

However, if for any reason you believe that your token has become compromised, then you can revoke it by clicking Revoke. Deleting
the API Client will also invalidate the token. Calls using revoked access tokens fail to authenticate with a 401 Unauthorized error HTTP
status code. You can also click Regenerate to refresh a token.

Regenerated tokens do not disable older tokens. The older tokens will remain active until they expire.

When you regenerate a token, you can set the Temporary Token Expiration.

The default is 1 day, but you can set it to any hour, day, or year limit.

Temporary Access Taken Temporary Taken Explratian

ey raW QIO iwiWnljol SFMYNTY FD 1 days = Regenerate Revake

There is currently no way to retrieve all previous or currently valid tokens. Therefore, only the current token can be revoked.

Also, API generated tokens, which have Default API-generated Token Expiration, cannot be viewed nor revoked through the
Ul or REST API.
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Using the Controller APIs

On this page:

Controller API Base URI

Retrieving Data in JSON Format

Authentication

Invalid Characters for Usernames and Passwords
Copying a Metric URL in the Metric Browser

The Controller APIs, which are served by the Controller instance, rather than by the Events Service or by an agent component, consist
of the following:

® Accounts API

® Application Model API

® Metric and Snapshot API

® Alert and Respond API

® Configuration API

® Configuration Import and Export APIs

® Analytics Events API

This page provides general usage information for the APIs.

Controller APl Base URI

Except as indicated in the format listing for a particular method, URIs in the Controller API use the following base URI:

http://<controller_host>:<controller_port>/controller/rest/<REST_URI >

The port that serves the API is the same primary port for the Controller used by Controller Ul and agents.

Retrieving Data in JSON Format

The AppDynamics Controller APIs return data in eXtensible Markup Language (XML) or, for certain calls, in JavaScript Object Notation
(JSON). The default output format is XML.

Any Controller API with a URI in the /controller/rest/ format shown in Controller APl Base URI can return data in JSON format.

To retrieve data in JSON, call the API with the output query parameter set to JSON, as follows:
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curl --user userl@ustonerl:secret
htt p://deno. appdynam cs. conf control | er/ rest/applicati ons?out put =JSON
[
{
"description": "",
"id": 5,
"nanme": "EComrerce_E2E"
}
{
"description": "",
"id": 8,
"nane": "EConmerce_ E2E-Ful fill ment"
},
]

For any of the Controller APIs, you can similarly specify JSON output format for the response.

When a client uses HTTP 1.1 and accepts gzip content encoding, the Controller returns JSON responses using gzip compression.

Authentication

See API Clients for information on using OAuth identity types for authentication.

To invoke the REST APIs using basic HTTP authentication, you must provide the authentication credentials as well as your account
information. These are:

® Account: the AppDynamics tenant account name
® Username: a user in that account
® Password: the password for that account

Pass the credentials in the following form:

<your _user name>@xyour _account name>: <your _passwor d>

For a single-tenant Controller (which is the case for most on-premises Controllers), the account name should be the account name for
the primary default account, which is "customerl”. For example:

<your _user nane>@ust oner 1: <your _passwor d>

If you are using a multi-tenant Controller (most SaaS Controllers), replace customerl with your own, instance-specific account name.
You can find the account name in the License Management page.

Invalid Characters for Usernames and Passwords
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Usernames and passwords that contain the following characters are not authenticated for REST API calls:
\/"[]:]<>+=;,?*, tab space @

If you have already created user credentials that contain any of the disallowed characters, such as "user:customer66", create new
credentials without the disallowed character for the purpose of accessing the REST APIs.

For usernames or passwords containing the "@" symbol, URL encode the "@" character as %40.

Copying a Metric URL in the Metric Browser

When you right-click a metric in the Metric Browser you can copy the full REST URL of the metric. You can then paste the REST URL
into your code or onto the command line.

For security reasons, AppDynamics only supports making API calls programmatically or at the command line. Do not attempt to paste
the REST URL into a browser.
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Access Swagger and Accounts API

On this page:

® Controller REST API Browser
® Accounts API

You can view documentation for the Accounts APIs by accessing the Swagger Ul. This page provides information on accessing and
using Swagger, and a summary of the Accounts APIs.

Controller REST API Browser

Documentation for the Accounts and ACL REST APIs is available via the Controller REST browser, a Swagger-based interactive REST
documentation tool. The browser lets you view and try operations in the API on your own Controller. In addition to reviewing the REST
API reference below, be sure to refer to the Controller REST browser for additional commands.

To access the REST API Browser, in a Web browser, go to:

https://<controller_host>:<prinmary_port>/api-docs/index. htm

In the browser, click Show/Hide to see the APIs. If you have an authenticated session for the Controller Ul active in the browser, you
can view and try the API calls.

The REST Python Client Extension is a tool that you can use with the non-Swagger APIs in the AppDynamics APIl. Among other
functions, it can retrieve the business applications, tiers, and nodes in your AppDynamics model.

If the user is not already logged into the Controller application, an authentication prompt appears in the browser, where the
username and password are to be entered to access the Swagger Ul. The username should be of the format <User
Name>@<Account Name>,

Endpoint Examples

The API entry point is /api, and the URIs are used as shown below:

htt p[s]://<<hostname>>/controller/api/{UR _from swagger}

Here is an example to get the accountlD with name using GET /accounts/myaccount:

curl -v --user adm n@ustonerl:root
http://1 ocal host: 8090/ control | er/api/accounts/ nmyaccount

Here is an example to get all the applicationIDs with name in a given account using GET /accounts/{acctld}/applications:
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curl -v --user adnm n@ustomnerl:root
http://1 ocal host: 8090/ control |l er/api/accounts/2/applications

Here is an example to get all the Health Rule Names with IDs using GET /accounts/{acctld}/applications/{appld}/healthrules:

curl -v --user adni n@ustoner1l:root
http://1 ocal host: 8090/ control |l er/api/accounts/2/applications/5/healt
hrul es

Accounts API

The Accounts APIs let you manage and monitor accounts and users, and other aspects of AppDynamics licensing.
For information about licensing, see License Management.
The Accounts APIs are made up of the following modules:

actionsuppressions
businesstransactions
healthrules
licensemodules
mdsconfig

nodes

policies

users
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Application Model API

On this page:

Retrieve All Business Applications

Retrieve All Business Transactions in a Business Application

Retrieve All Tiers in a Business Application

Retrieve All Registered Backends in a Business Application With Their
Properties

Retrieve Node Information for All Nodes in a Business Application
Retrieve Node Information by Node Name

Retrieve Node Information for All Nodes in a Tier

Retrieve Tier Information by Tier Name

Related pages:

® Metric and Snapshot API
® AppDynamics Application Performance Management Platform Notes

The applications API lets you retrieve information about the monitored environment as modeled in AppDynamics. This information
includes, for example, the names and IDs of the business applications, business transactions, tiers, and nodes in the modeled
environment.

Retrieve All Business Applications
The applications APl method returns the business applications names and internal numeric identifier. Many of the operations in the

Controller APIs occur in the context of a business application, so you can use this method to discover the application names or IDs to
use before invoking other methods.

Format
GET /controller/rest/applications

Input parameters

Parameter = Parameter Value Mandatory
Name Type
output Query HTTP Request parameter included as part of the URL to change the output format. Valid values are No

"XML" (default) or "JSON".
timeRange  Time Time parameter to filter data based on time range options (timeRange, startTime, endTime). If the No
timeRange option is provided, the query returns alive applications in the provided time range only,

otherwise, the query returns all applications. For more information on using time ranges, see Metric and
Snapshot API.

An alive application is an application with at least one node that submits at least one metric to the Controller in the provided
time range.

Example
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curl --user userl@ustonerl:secret
htt p: // deno. appdynam cs. conf control | er/rest/applications

<appl i cati ons>
<application>
<i d>5</i d>
<nanme>ECommer ce_E2E</ nane>
</ application>
<application>
<i d>8</i d>
<nanme>ECommrer ce_E2E- Ful fi | | nent </ nane>
</ application>
<appl i cati on>
<id>11</id>
<nanme>j i m x12110919</ nane>
<descri pti on></descri pti on>
<account Qui d>429c7884- 3f 36- 4b5a- 9412- f df 827e6c86e</ account Gui d>
</ application>
</ applicati ons>

Retrieve All Business Transactions in a Business Application

Format

GET /controller/rest/applications/application_name/business-transactions

Input parameters

Parameter Parameter  Value Mandatory
Name Type

application_name URI The application name or application ID. Yes
exclude Query If false, the query retrieves only the business transactions that are included for monitoring. If true, No

the query retrieves only the excluded business transactions. Excluded business transactions are
those that have been configured to be excluded from monitoring either from the Ul or through the
REST interface. The default is false.

output Query HTTP Request parameter included as part of the URL to change the output format. Valid values No
are "XML" (default) or "JSON".

timeRange Time Time parameter to filter data based on time range options (timeRange, startTime, endTime). If the  No
timeRange option is provided, the query returns alive business transactions in the provided time
range only, otherwise, the query returns all business transactions. For more information on using
time ranges, see Metric and Snapshot API.

An alive business transaction is a transaction that submits at least one metric to the Controller in the provided time range.

Example
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curl --user userl@ustonerl:secret
htt p: // deno. appdynami cs. conf control | er/ rest/applications/5/busi ness-
transacti ons

<busi ness-transacti ons>

<busi ness-transacti on>
<i d>92</i d>
<nanme>/ user/ . POST</ nanme>
<ent r yPoi nt Type>WEB_SERVI CE</ ent r yPoi nt Type>
<i nt er nal Nane>/ user /. POST</ i nt er nal Nane>
<tierld>9</tierld>
<t i er Name>ECommer ce- Ser vi ces</ti er Nane>
<backgr ound>f al se</ backgr ound>

</ busi ness-transacti on>

<busi ness-transacti on>
<i d>184</i d>
<name>0r der Ser vi cel npl Servi ce. creat eOr der </ nane>
<ent r yPoi nt Type>WEB_SERVI CE</ ent r yPoi nt Type>
<i nt er nal Nane>Or der Ser vi cel npl Servi ce. creat eOr der </ i nt er nal Nane>
<tierld>12</tierld>
<ti er Name>l nvent ory- Servi ces</ti er Name>
<backgr ound>f al se</ backgr ound>

</ busi ness-transacti on>

</ busi ness-transacti ons>

Retrieve All Tiers in a Business Application

Format

GET /controller/rest/applications/application_nameltiers

Input parameters

Parameter Parameter  Value Mandatory
Name Type

application_name URI The application name or application ID. Yes

output Query HTTP Request parameter included as part of the URL to change the output format. Valid values No

are "XML" (default) or "JSON".
timeRange Time Time parameter to filter data based on time range options (timeRange, startTime, endTime). If the  No
timeRange option is provided, the query returns alive tiers in the provided time range only,

otherwise, the query returns all tiers. For more information on using time ranges, see Metric and
Snapshot API.

An alive tier is a tier with at least one node in this tier that submits at least one metric to Controller in the provided time range.
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Example

Copyright © AppDynamics 2012-2019 Page 20



APFDYNAMICS

curl --user userl@ustonerl:secret
htt p://deno. appdynami cs. com control | er/rest/applications/5/tiers

<tiers>
<tier>
<i d>8</i d>
<nane>Addr ess- Ser vi ces</ nanme>
<type>Application Server</type>
<agent Type>APP_AGENT</ agent Type>
<numnber O Nodes>1</ nunber O Nodes>
</tier>
<tier>
<i d>16</id>
<name>Cust oner - Sur vey- Ser vi ces</ nane>
<type>Application Server</type>
<agent Type>APP_AGENT</ agent Type>
<numnber Of Nodes>1</ nunber Of Nodes>
</tier>
<tier>
<i d>9</i d>
<nane>ECommer ce- Ser vi ces</ nanme>
<type>Application Server</type>
<agent Type>APP_AGENT</ agent Type>
<nunber O Nodes>2</ nunber Of Nodes>
</tier>
<tier>
<id>12</id>
<name>l nvent ory- Ser vi ces</ nane>
<type>Application Server</type>
<agent Type>APP_AGENT</ agent Type>
<numnber Of Nodes>1</ nunber Of Nodes>
</tier>
<tier>
<id>17</id>
<nanme>QOr der - Pr ocessi ng- Ser vi ces</ nane>
<type>Application Server</type>
<agent Type>APP_AGENT</ agent Type>
<nunber O Nodes>1</ nunber Of Nodes>
</tier>
<tier>
<i d>18</id>
<nanme>Web- Ti er - Ser vi ces</ nane>
<type>Web Server</type>
<agent Type>NATI VE_WEB_SERVER</ agent Type>
<numnber Of Nodes>1</ nunber Of Nodes>
</tier>
</tiers>
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Retrieve All Registered Backends in a Business Application With Their Properties

Format

GET /controller/rest/applications/application_name/backends

Input parameters

Parameter Parameter Value Mandatory
Name Type

application_name URI Provide either the application name or application id. Yes

output Query HTTP Request parameter included as part of the URL to change the output format. Valid values  No

are "XML" (default) or "JSON".

Example

curl --user userl@ustonerl:secret
htt p://deno. appdynami cs. conf control | er/rest/applications/5/backends

<backends><backend>
<i d>10</id>
<name>| NVENTORY- MySQL DB- DB</ nane>
<exi t Poi nt Type>JDBC</ exi t Poi nt Type>
<properties>
<nane-val ue>
<i d>0</i d>
<nanme>HOST</ nane>
<val ue>DB</ val ue>
</ nane- val ue>
<nane-val ue>
<i d>0</i d>
<nanme>MAJOR_VERSI ON</ nane>
<val ue>5. 5. 44- Qubunt u0. 14. 04. 1</ val ue>
</ name- val ue>
<nane-val ue>
<i d>0</i d>
<nane>PORT</ nane>
<val ue>3306</ val ue>
</ name- val ue>
<nane-val ue>
<i d>0</i d>
<nanme>SCHEMA</ nane>
<val ue>l NVENTORY</ val ue>
</ name- val ue>
<nane-val ue>
<i d>0</i d>
<nanme>URL</ nanme>

<val ue>j dbc: nysql : // db: 3306/ i nvent or y?useUni code=t r ue&anp; char act er E
ncodi ng=UTF- 8&anp; aut oReconnect =t r ue</ val ue>
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</ nane-val ue>
<nane-val ue>
<i d>0</i d>
<nanme>VENDOR</ nhane>
<val ue>MySQ. DB</val ue>
</ nane-val ue>
</ properties>
<appl i cati onConponent Nodel d>0</ appl i cat i onConponent Nodel d>
<tierld>0</tierld>
</ backend>
<backend>
<i d>14</id>
<nane>Active MQ O der Queue</ nane>
<exi t Poi nt Type>JMs</ exi t Poi nt Type>
<properties>
<nane- val ue>
<i d>0</i d>
<nanme>DESTI NATI ON_NAME</ nane>
<val ue>Or der Queue</ val ue>
</ nane-val ue>
<nane- val ue>
<i d>0</i d>
<nane>DESTI NATI ON_TYPE</ nane>
<val ue>QUEUE</ val ue>
</ nane-val ue>
<nane- val ue>
<i d>0</i d>
<nane>VENDOR</ nane>
<val ue>Active MX/val ue>
</ nane-val ue>
</ properties>
<appl i cati onConponent Nodel d>0</ appl i cat i onConponent Nodel d>
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<tierld>0</tierld>
</ backend>
</ backends>

Retrieve Node Information for All Nodes in a Business Application

Format

GET /controller/rest/applications/application_name/nodes

Input parameters

Parameter Parameter  Value Mandatory
Name Type

application_name URI Provide either the application name or application id. Yes

output Query HTTP Request parameter included as part of the URL to change the output format. Valid values No

are "XML" (default) or "JSON".

timeRange Time Time parameter to filter data based on time range options (timeRange, startTime, endTime). If the  No
timeRange option is provided, the query returns alive nodes in the provided time range only,
otherwise, the query returns all nodes. For more information on using time ranges, see Metric and
Snapshot API.

An alive node is a node which submits at least one metric to Controller in the provided time range.

Example
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curl --user userl@ustomerl: wel cone
htt p://deno. appdynam cs. com 8090/ control | er/ rest/applications/5/ nodes

<nodes><node>
<id>7</id>
<nane>Node_8000</ nane>
<type>Tontat 5.x</type>
<tierld>12</tierld>
<ti er Name>ECommer ce Server</tier Name>
<machi nel d>3</ machi nel d>
<machi neName>TI ERLTOMCAT</ machi neNane>
<machi neCSType>Li nux</ machi neCSType>
<machi neAgent Present >t r ue</ machi neAgent Pr esent >
<machi neAgent Ver si on>Machi ne Agent v4.2.0.0 GA Build Date
2015-12-18 18:47: 15</ machi neAgent Ver si on>
<appAgent Pr esent >t r ue</ appAgent Pr esent >
<appAgent Ver si on>Server Agent v4.2.0.0 GA #10145
r514d60d3122bd992e7152820d2ca5f b5f f 4e45c1
8409- nast er - bui | d</ appAgent Ver si on>
<agent Type>APP_AGENT</ agent Type>
</ node>
<node>
<i d>10</i d>
<nane>Node_8002</ nane>
<type>Tontat 5.x</type>
<tierld>l4</tierld>
<ti erName>l nventory Server</tierName>
<machi nel d>6</ nmachi nel d>
<machi neNane>T| ER3TOMCAT</ machi neNanme>
<machi neOSType>Li nux</ machi neCSType>
<machi neAgent Pr esent >t r ue</ nachi neAgent Pr esent >
<machi neAgent Ver si on>Machi ne Agent v4.2.0.0 GA Build Date
2015-12-18 18: 47: 15</ machi neAgent Ver si on>
<appAgent Pr esent >t r ue</ appAgent Pr esent >
<appAgent Ver si on>Server Agent v4.2.0.0 GA #10145
r514d60d3122bd992e7152820d2ca5f b5f f 4e45c1
8409- mast er - bui | d</ appAgent Ver si on>
<agent Type>APP_AGENT</ agent Type>
</ node>
</ nodes>

Retrieve Node Information by Node Name

Copyright © AppDynamics 2012-2019 Page 25



APFDYNAMICS

Format

GET /controller/rest/applications/application_name/nodes/node_name

Input parameters

Parameter Parameter Value Mandatory
Name Type

application_name URI The application name or application ID. Yes
node_name URI The node name or ID Yes

output Query HTTP Request parameter included as part of the URL to change the output format. Valid values  No

are "XML" (default) or "JSON".

Example

curl --user userl@ustomnerl: wel cone
http://deno. appdynam cs. com 8090/ control | er/rest/applications/5/ node
s/ 10

<nodes><node>
<i d>10</i d>
<nane>Node_8002</ nane>
<type>Tontat 5.x</type>
<tierld>1l4</tierld>
<ti erName>l nventory Server</tierNanme>
<machi nel d>6</ machi nel d>
<machi neNane>T| ER3TOMCAT</ nachi neNanme>
<machi neOSType>Li nux</ machi neOSType>
<machi neAgent Pr esent >t r ue</ nachi neAgent Pr esent >
<machi neAgent Ver si on>Machi ne Agent v4.2.0.0 GA Build Date
2015-12-18 18: 47: 15</ machi neAgent Ver si on>
<appAgent Present >t r ue</ appAgent Pr esent >
<appAgent Ver si on>Server Agent v4.2.0.0 GA #10145
r514d60d3122bd992e7152820d2ca5f b5f f 4e45c1
8409- mast er - bui | d</ appAgent Ver si on>
<i pAddr esses>
<i pAddr ess>10. 0. 32. 138</i pAddr ess>
</i pAddr esses>
<agent Type>APP_AGENT</ agent Type>
</ node>
</ nodes>

Retrieve Node Information for All Nodes in a Tier

Format

GET /controller/rest/applications/application_namel/tiers/tier_name/nodes
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Input parameters

Parameter Parameter  Value

Name Type

application_name URI The application name or application ID.

tier_name URI The tier name or ID.

output Query HTTP Request parameter included as part of the URL to change the output format. Valid values

are "XML" (default) or "JSON".

timeRange Time Time parameter to filter data based on time range options (timeRange, startTime, endTime). If
timeRange option is provided, the query returns alive nodes in the provided time range only,
otherwise, the query returns all nodes For more information on using time ranges, see Metric and
Snapshot API.

Example

Mandatory

Yes
Yes

No

No

curl --user userl@ustonerl: wel come
rs/ 70/ nodes

<nodes><node>
<i d>81</i d>
<nanme>PHP_Node</ nane>
<type>Qt her </ type>
<tierld>70</tierld>
<ti er Name>PHP_Ti er</ti er Nane>
<machi nel d>65</ machi nel d>
<machi neNanme>232f e50b8f 9c</ nachi neNane>
<machi neCSType>Li nux</ machi neCSType>
<machi neAgent Pr esent >f al se</ machi neAgent Pr esent >
<appAgent Pr esent >t r ue</ appAgent Pr esent >
<appAgent Ver si on>Proxy v4.2.0.0 GA
SHA- 1: . ¢86ec090f 4f f 77195df 065f e56dade4df c3913aa #9909
8869- nmast er - bui | d</ appAgent Ver si on>
<i pAddr esses>
<i pAddr ess>f €80: 0: 0: 0: 42: acff:fell: 2%t hO</i pAddr ess>
<i pAddr ess>172. 17. 0. 2</i pAddr ess>
</i pAddr esses>
<agent Type>PHP_APP_AGENT</ agent Type>
</ node>
</ nodes>

htt p:// deno. appdynami cs. com 8090/ control | er/rest/applications/25/tie

Retrieve Tier Information by Tier Name

Format

GET /controller/rest/applications/application_namel/tiers/tier_name

Input parameters
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Parameter Parameter Value Mandatory
Name Type
application_name URI The application name or application ID. Yes
tier_name URI Tier name or ID. Yes
output Query HTTP Request parameter included as part of the URL to change the output format. Valid values  No
are "XML" (default) or "JSON".
Example
curl --user userl@ustomerl: wel cone
htt p:// deno. appdynamni cs. com 8090/ control | er/rest/applications/5/tier
s/ 14

<tiers><tier>
<i d>14</id>
<nane>l nvent ory Server </ nane>
<type>Application Server</type>
<agent Type>APP_AGENT</ agent Type>
<numnber Of Nodes>1</ nunber Of Nodes>
</tier>
</[tiers>

Copyright © AppDynamics 2012-2019 Page 28



APPDYNAMICS

Metric and Snapshot API

On this page:

Retrieve Metric Hierarchy

Retrieve Metric Data

Retrieve Transaction Snapshots

Retrieve Controller Audit History
Configure Metric Retention by Account
Configure Metric Retention by Application

The Controller Metrics and Events API allows you to retrieve metric data information and information on various types of activities in
your monitored environment, including Controller events. Additionally, you can configure how long you retain metrics.

The AppDynamics Dexter Data Extraction Enhanced Reporting extension provides an alternative to using a REST client to
get metric data. The tool makes AppDynamics data queryable in the manner of a data warehouse. See the extension page on
the AppDynamics Community Exchange for more information.

Retrieve Metric Hierarchy

Returns information about the metric tree structure. In the response, if a child element is a container item, its t ype value is f ol der .
Otherwise, the t ype tag for the child elementis | eaf .

The API retrieves the first generation of child elements. You can expand only the children of the folder type.

Format

GET /controller/rest/applications/application_name/metrics

Input parameters

Parameter Parameter  Value Mandatory
Name Type
application_name URI The name or ID of the business or EUM (browser/mobile/loT) application. Use the call to get the Yes

application ID in the Application Model API.

output Query HTTP Request parameter included as part of the URL to change the output format. No
Valid values are "XML" (default) or "JSON".

Example
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curl --user userl@ustonerl:secret
"http://denp. appdynam cs. conlcontrol |l er/rest/applications/ EConmerce_
E2E/ netrics”

<netric-itenms><netric-itenp
<type>fol der</type>
<nane>Backends</ nane>
</metric-itenp
<netric-itenp
<type>f ol der</type>
<nane>Ser vi ce Endpoi nt s</ nane>
</metric-itenp
<netric-itenp
<t ype>f ol der</type>
<nanme>End User Experi ence</nane>
</nmetric-itenp
<netric-itenp
<type>f ol der</type>
<name>Er r or s</ nane>
</nmetric-itenp
<netric-itenp
<t ype>f ol der </ type>
<nanme>Busi ness Transacti on Performance</ nane>
</nmetric-itenp
<nmetric-itens
<t ype>f ol der </ type>
<name>| nf or mati on Poi nt s</ nanme>
</metric-itenpr
<metric-itens
<t ype>f ol der </ type>
<name>Overal | Application Performance</ nane>
</metric-itenp
<metric-itens
<type>f ol der</type>
<nanme>Application Infrastructure Performance</ nane>
</metric-itenp
<netric-itenp
<type>f ol der</type>
<nane>Mbbi | e</ nane>
</metric-itenp</netric-itens>

Retrieve Metric Data

The metric data method lets you get values generated for metrics. To use the method, you need to specify these parameters to the API:

® The path of the metric to retrieve.
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® The time frame for the data.
The easiest way to learn how to construct the metric path and time range-related parameters is by using the Controller Ul. When you

right-click on the metric in the Metric Browser, a menu option appears for copying the full REST URL for the metric. The copied URL
includes the path to this metric and time range selected in the UI.

Metric Browser - ECommerce_E2E-Fulfillment

= + X o° =
t (|
Metric Tree Add Clear Configure Actions Scale Plot Points
» 8 Mobile

+ [ Overall Application Performance
» @ Fulfillment-Client-Services

» @ Fulfillment-Services

Average End to End Latency (ms)

Average Response Time (ms)
Copy Full Path

Calls per Minute

Copy REST URL
1. End to End Messages per Minute ‘&E‘?

Error Page Redirects per Minute

Certain clients, such as most web browser, can also accept and properly encode the full path value as the metric path parameter. You
can see the full path by hovering over the metric in the tree or copy it using the Copy Full Path option in the right-click menu. For
reading clarity, certain examples below are shown with the full path value rather than the fully encoded URL value. If you test calls with
the full path yourself, be sure to avoid having a pipe character appear at the start or end of the path.

The following sections provide additional details and examples for the metric data method:
® Metric Response Values
® Using Wildcards
® Using Time Ranges
® Retrieving All Other Traffic Business Transaction Metrics
Format
GET /controller/rest/applications/application_name/metric-data

Input Parameters

Parameter Parameter Value

Mandatory
Name Type
metric-path  Query The path to the metric in the metric hierarchy. Yes
rollup Query By default, the values of the returned metrics are rolled up into a single data point (rollup=true). To get No

separate results for all values within the time range, set the rollup parameter to false in the query.
Additional mandatory parameters for specifying time ranges are described in Using Time Ranges.
Example

Retrieve metric values for a metric at an absolute path:
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curl --user userl@ustonerl:secret

"http://denp. appdynam cs. conlcontrol |l er/rest/applications/ EConmerce_
E2E/ et ri c-dat a?nmetri c- pat h=0Over al | %20Appl i cati on¥20Per f or mance% CAv
er age20Response%20Ti me%20%28nms%29&t i me- r ange-t ype=BEFORE_NOMdur at
on-in-m ns=15"

<metric-datas><netric-data>
<nmetricld>2339</netricld>
<metri cPat h>Overal | Application Performance| Aver age Response Tine
(ms) </ netrickPat h>
<met ri cName>BTM Appl i cati on Sunmary| Aver age Response Ti ne
(ms) </ metricNanme>
<frequency>ONE_M N</fr equency>
<netricVal ues>
<netric-val ue>
<startTinelnM | 1is>1450562160000</startTinmelnMI|is>
<val ue>302</ val ue>
<m n>0</ m n>
<max>15212</ max>
<current >15212</ current >
<sunr97800</ sunp
<count >324</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</occurrences>
<useRange>t r ue</ useRange>
</netric-val ue>
</ metricVal ues>
</ metric-data>
</nmetric-datas>

Metric Response Values

Metrics results include the following fields:

Name Definition

current Value for the current minute. Used only when the time rollup type used by the Controller is current.

count Number of times the agent collected the metric over the selected time period.

min, max The minimum and maximum values reported across the selected time period. These are not used for all metric
types.

occurrences Number of data samples taken by the Controller to calculate the standard deviation.

standardDeviation Intermediate values calculated by the Controller during time rollup used to calculate standard deviation. See Dyn

startTimelnMillis

amic Baselines for information on how this value is calculated.

time.

Copyright © AppDynamics 2012-2019

The startTimelnMillis is the start time of the time range to which the result metric data applies, in UNIX epoch

Page 32


https://docs.appdynamics.com/display/PRO45/Dynamic+Baselines
https://docs.appdynamics.com/display/PRO45/Dynamic+Baselines

APFDYNAMICS

sum Total accumulated value for the metric over the selected time period.

useRange Used internally by the Controller to process the metric.

value The "value" value is one of the following for all metric values reported across the configured evaluation time
length:

® arithmetic average, if the metric time rollup type is average
® sum, if the metric time rollup type is sum
® |atest, if the metric time rollup type is current

m n and max values are not available for any count- or sum-based metric except when the metric is rolled up to hourly or
daily data points. Count- and sum-based metrics include errors per minute, calls per minute, and so on.

Using Wildcards

When you copy the REST URL in the Metric Browser, you get the path to a specific metric within a specific application and
tier. Alternatively, you can use wildcard characters in one or more the steps in the URL path get metric data for entities, including
multiple business transactions, tiers, or nodes.

The following format examples show where to put wildcard characters in various metric paths to achieve particular results. For reading
clarity, these format examples use the "full path” for the metric (rather than the REST URL). For a full working example, click the
expanding link under each format listing:

® Retrieve the app agent availability time for all tiers in the application using a wildcard for the tier name:

/control ler/rest/applications/EComrerce E2E-Ful fill nent/netric-
dat a?nmetri c- pat h=Application Infrastructure

Per for mance| *| Agent | App| Avai | abi [ i ty&ti ne-range-type=BEFORE_NOW
&dur ation-in-m ns=15

~ Click to view a full example...

curl --user userl@ustonerl: secret

“http://deno. appdynani cs. com control |l er/rest/applications/ECo
nmer ce_E2E-Ful fill nment/ netric-data?nmetric-pat h=Applicati on%0
I nfrastructure¥R0Per f or mance% Cr % CAgent % CApp%’ CAvai | ability
&t i me-range-type=BEFORE_NOMdur at i on-i n- m ns=15"

<nmetric-datas><netric-data>
<metricld>2329</netricld>
<nmetricPat h>Application Infrastructure
Per f or mance| Ful fil | ment - Servi ces| Agent | App| Avai | abi lity</nmetr
i cPat h>
<met ri cName>Agent | App| Avai | abi | i ty</metri cName>
<frequency>ONE_M N</ f r equency>
<metricVal ues>
<netric-val ue>
<startTimelnM | Iis>1450562460000</startTinelnM I 1i s>
<val ue>1</val ue>
<m n>0</ m n>
<max>0</ max>
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<current >1</current>
<sumrl15</ sune
<count >15</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
<netricld>2329</netricld>
<nmetricPat h>Application Infrastructure
Performance| Ful fillnent-Client-Services| Agent| App| Avai l abilit
y</ nmetricPat h>
<met ri cNane>Agent | App| Avai | abi | i ty</metri cName>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | 1is>1450562460000</startTinelnMI1is>
<val ue>1</val ue>
<m n>0</ m n>
<max>0</ max>
<current >1</current>
<sumrl15</ sune
<count >15</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</nmetric-val ue>
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</ metricVal ues>
</ metric-data>
</nmetric-datas>

® Retrieve the CPU % Busy metric for all the nodes in all tiers using a wildcard for the tier and node names:

/controller/rest/applications/ ECormerce E2E-Ful fillnment/metric-
dat a?netric-path=Application Infrastructure

Per f or mance| *| | ndi vi dual Nodes| *| Har dwar e

Resour ces| CPU| %Busy&t i me-r ange-t ype=BEFORE_NOW&dur at i on-i n-m ns
=15

~ Click to view a full example...

curl --user userl@ustomerl:secret

"http://deno. appdynani cs. conicontroller/rest/applications/ECo
mrer ce_E2E-Ful fill ment/ netric-data?metri c-pat h=Applicati on%20
I nfrastructure¥R0Perfor mance% Cr %/ Cl ndi vi dual 20Nodes % C* %/ CH
ar dwar e%20Resour ces % CCPW CY¥25Busy&t i me- r ange- t ype=BEFORE_NO
Wdur at i on-i n-m ns=15"

<metric-datas><netric-data>
<nmetricld>2231</netricld>
<nmetricPat h>Application Infrastructure
Per formance| Ful fill nent-Cient- Services| | ndividual
Nodes| Ful fill ment Cl i ent| Har dwar e
Resour ces| CPU| %Busy</ net ri cPat h>
<nmetri cNane>Har dwar e Resour ces| CPU| ¥Busy</ netri cNane>
<frequency>ONE_M N</ f r equency>
<nmetricVal ues>
<netric-val ue>
<startTimelnM | Iis>1450563000000</startTinelnM I 1is>
<val ue>10</val ue>
<m n>2</ m n>
<max>82</ max>
<current >6</current >
<sunp4474</ sune
<count >450</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>
</ nmetric-val ue>
</ netricVal ues>
</metric-data>
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<metric-data>
<netricld>2231</netricld>
<nmetricPat h>Application Infrastructure
Per f or mance| Ful fil | nent - Servi ces| | ndi vi dua
Nodes| Ful fill ment | Har dwar e Resour ces| CPU| %Busy</ netri cPat h>
<met ri cNane>Har dwar e Resour ces| CPU| ¥Busy</ net ri cNane>
<frequency>ONE_M N</ f r equency>
<nmetricVal ues>
<nmetric-val ue>
<startTinelnMI|I|is>1450563000000</startTinelnMIIlis>
<val ue>10</ val ue>
<m n>2</ m n>
<max>82</ max>
<current >6</current >
<sunp4478</ sune
<count >450</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>
</metric-val ue>
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</ metricVal ues>
</ metric-data>
</nmetric-datas>

® Retrieve the Calls per Minute metric for all the business transactions on the ECommerce tier using a wildcard for the business
transaction name:

/controller/rest/applications/ ACME Book Store
Application/nmetric-data?netric-pat h=Busi ness Transacti on

Per f or mance| Busi ness Transacti ons| EConmrerce Server|*| Calls per
M nut e&t i me-r ange-t ype=BEFORE_NOM\&dur at i on-i n-m ns=15

~ Click to view a full example...

curl --user userl@ustonerl:secret
“http://deno. appdynani cs. coml control |l er/rest/applications/ECo
nmer ce_E2E/ netri c-dat a?netri c- pat h=Busi ness%0Tr ansact i on%20P
erformance% CBusi ness%?0Tr ansact i ons% CEConmrer ce- Ser vi ces%/ C*
%/ CCal | s%20per ¥20M nut e&t i me-r ange-t ype=BEFORE_NOWdur ati on- i
n- m ns=15"
<netric-datas><netric-data>
<netricld>4042</netricld>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EConmer ce- Servi ces|/json/cart/all.CGET| Calls per
M nut e</ netri cPat h>
<met ri cName>BTM BTs| BT: 125| Conponent : 9| Cal | s per
M nut e</ et ri cNane>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | |is>1450563420000</startTinelnMI1is>
<val ue>0</ val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</current >
<sumpb</ sunm
<count >30</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</nmetric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
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<metricld>9784</netricld>
<metri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Ser vi ces| / appdynani cspi | ot / \EB- | NF| Cal
| s per Mnute</netricPath>
<met ri cName>BTM BTs| BT: 183| Conponent: 9| Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</ f r equency>
<nmetricVal ues>
<metric-val ue>
<startTimelnM | |is>1450563420000</startTinelnM I 1is>
<val ue>0</val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ max>
<current >0</ current >
<sunr0</ sune
<count >0</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</nmetric-val ue>
</ nmetricVal ues>
</nmetric-data>
<metric-data>
<metricld>5574</netricl d>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EComrer ce- Servi ces| / appdynami cspi |l ot/ 404. ] sp| Ca
| s per Mnute</netricPath>
<met ri cName>BTM BTs| BT: 140| Conponent: 9| Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</f r equency>
<nmetricVal ues>
<metric-val ue>
<startTimelnM | lis>1450563420000</startTinelnM I 1is>
<val ue>0</val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ max>
<current >0</ current>
<sunr0</ sune
<count >0</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</ metric-val ue>
</ nmetricVal ues>
</nmetric-data>
<metric-data>
<netricld>4033</netricld>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces|/json/itens/all.GET| Calls per
M nut e</ netri cPat h>
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<met ri cName>BTM BTs| BT: 124| Conponent: 9| Cal | s per
M nut e</ et ri cNane>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<nmetric-val ue>
<startTinelnM | 1is>1450563420000</startTinelnMI1|is>
<val ue>0</ val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</current >
<sumpb</ sunm
<count >30</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</nmetric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
<netricld>4060</netricld>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces| /user/ | ogi n. POST| Cal | s per
M nut e</ netri cPat h>
<met ri cNane>BTM BTs| BT: 127| Conponent : 9] Cal | s per
M nut e</ et ri cNane>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<nmetric-val ue>
<startTinelnM | 1is>1450563420000</startTinelnMI1|is>
<val ue>0</val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</current >
<sunP5</ sunr
<count >30</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
<netricld>5592</netricld>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EComrmer ce- Servi ces|/cart/{id}. DELETE| Cal | s per
M nut e</ netri cPat h>
<nmet ri cNane>BTM BTs| BT: 142| Conponent : 9] Cal | s per
M nut e</ et ri cNane>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
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<nmetric-val ue>
<startTinelnM | 1is>1450563420000</startTinelnMI[1is>
<val ue>0</val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ max>
<current >0</current >
<sunr0</ sune
<count >0</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-dat a>
<netricld>5583</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces|/cart/{id}. GET| Cal | s per
M nut e</ netri cPat h>
<met ri cNane>BTM BTs| BT: 141| Conponent : 9] Cal | s per
M nut e</ net ri cNanme>
<frequency>ONE_M N</ f r equency>
<nmetricVal ues>
<nmetric-val ue>
<startTinmelnM I 1is>1450563420000</startTinelnMI1is>
<val ue>0</val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ max>
<current >0</ current >
<sun®0</ sune
<count >0</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</metric-data>
<netric-dat a>
<netricld>4024</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EComer ce- Servi ces|/json/cart/co. GET| Cal | s per
M nut e</ netri cPat h>
<met ri cNane>BTM BTs| BT: 123| Conponent : 9] Cal | s per
M nut e</ net ri cNanme>
<frequency>ONE_M N</ f r equency>
<nmetricVal ues>
<nmetric-val ue>
<startTinelnM I 1is>1450563420000</startTinelnMI1is>
<val ue>0</val ue>
<m n>0</ m n>
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<max>0</ max>
<current >0</ current >
<sun®5</ sune
<count >30</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</netric-data>
<netric-dat a>
<nmetricld>2477</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces|/ user/.POST| Cal | s per
M nut e</ et ri cPat h>
<met ri cNane>BTM BTs| BT: 92| Conponent: 9| Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<nmetric-val ue>
<startTinmelnM | 1is>1450563420000</startTinelnMI1is>
<val ue>5</val ue>
<m n>0</ m n>
<max>0</ max>
<current >3</current >
<sunmp71</ sune
<count >30</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</netric-data>
<netric-dat a>
<netricld>5601</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECormer ce- Servi ces|/cart/co. GET| Cal | s per
M nut e</ et ri cPat h>
<met ri cNane>BTM BTs| BT: 143| Conponent : 9] Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinelnMI1|is>1450563420000</startTinelnMI11Iis>
<val ue>0</val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ nax>
<current >0</ current >
<sun®0</ sune
<count >0</ count >
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<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</ netric-val ue>
</ netricVal ues>
</metric-data>
<netric-data>
<nmetricld>4099</netricl d>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces| User Logi n. menber Logi n| Cal | s
per M nute</netricPat h>
<met ri cNane>BTM BTs| BT: 129| Conponent : 9] Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnMI|1is>1450563420000</startTinmelnMIIlis>
<val ue>0</ val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ max>
<current >0</ current >
<sunr0</ sune
<count >0</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</ netric-val ue>
</ nmetricVal ues>
</metric-data>
<metric-dat a>
<nmetricld>4138</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces| / appdynami cspil ot/ | Calls per
M nut e</ et ri cPat h>
<nmet ri cNane>BTM BTs| BT: 132| Conponent : 9] Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<nmetric-val ue>
<startTinmelnMI|Ilis>1450563420000</startTinmelnMIIlis>
<val ue>0</ val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</ current >
<sunp4</ sunp
<count >30</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</nmetric-val ue>
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</ metricVal ues>
</nmetric-data>
<netric-data>
<netricld>4108</netricld>
<met ri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EConmmer ce- Servi ces| View tens. getAl |l ltenms| Calls
per M nute</netricPat h>
<nmet ri cNane>BTM BTs| BT: 130| Conponent : 9] Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | |is>1450563420000</startTinelnMI1is>
<val ue>0</val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</ current >
<sunp4</ sune
<count >30</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
<netricld>4129</netricld>
<met ri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EConmmer ce- Servi ces| ViewCart.sendl tens| Cal | s per
M nut e</ net ri cPat h>
<nmetri cNane>BTM BTs| BT: 131| Conponent: 9] Cal | s per
M nut e</ net ri cNanme>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | |is>1450563420000</startTinelnMI1is>
<val ue>0</ val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</ current >
<sunp2</ sune
<count >30</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
<netricld>4051</netricld>
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<met ri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces|/json/cart/{id}. GET| Cal |l s per
M nut e</ net ri cPat h>
<nmetri cNane>BTM BTs| BT: 126| Conponent : 9] Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTimelnM | Iis>1450563420000</startTinelnM I 1i s>
<val ue>1</val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</current >
<sunp13</ sune
<count >30</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</nmetric-val ue>
</ metricVal ues>
</nmetric-data>
<metric-data>
<metricld>4156</nmetricl d>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EConmmer ce- Servi ces| Vi ewCart . addToCart| Cal | s per
M nut e</ net ri cPat h>
<nmetri cNane>BTM BTs| BT: 134| Conponent : 9] Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</ f r equency>
<metricVal ues>
<netric-val ue>
<startTimelnM I |is>1450563420000</startTinelnM I 1i s>
<val ue>0</ val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</current >
<sunk3</ sune
<count >30</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ nmetricVal ues>
</nmetric-data>
<metric-data>
<metricld>4147</metricl d>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces|/json/fault/getfaul ts. GET| Ca
I s per Mnute</netricPath>
<nmetri cNane>BTM BTs| BT: 133| Conponent: 9| Cal | s per

Copyright © AppDynamics 2012-2019 Page 44



APFDYNAMICS

M nut e</ net ri cNanme>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | 1is>1450563420000</startTinelnMI1is>
<val ue>9</ val ue>
<m n>0</ m n>
<max>0</ max>
<current >9</ current >
<sun>130</ sune
<count >30</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</metric-data>
<netric-data>
<nmetricld>2630</netricld>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces|/itens/all.CET| Calls per
M nut e</ netri cPat h>
<netri cNane>BTM BTs| BT: 93| Conponent: 9| Cal | s per
M nut e</ et r i cNane>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | 1is>1450563420000</startTinelnMI1is>
<val ue>5</ val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</ current >
<sunp76</ sune
<count >30</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</metric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
<nmetricld>4090</netricld>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Ser vi ces| User LogQut . menber LogQut | Cal | s
per M nute</netricPat h>
<nmetri cNane>BTM BTs| BT: 128| Conponent: 9| Cal | s per
M nut e</ et ri cNane>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
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<startTinmelnM | 1is>1450563420000</startTinelnMI1is>
<val ue>0</ val ue>
<m n>2147483647</ m n>
<nmax>-2147483648</ nax>
<current >0</ current >
<sumr0</ sunm
<count >0</ count >
<st andar dDevi ati on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>

</nmetric-val ue>
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</ metricVal ues>
</ metric-data>
</nmetric-datas>

® Retrieve data for multiple metrics for the ViewCart.addToCart transaction on the ECommerce-Services server:

/controller/rest/applications/ ECormerce E2E/ netri c-data?metric-
pat h=Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce

Server | ViewCart.addToCart| *&t i me-range-type=BEFORE_NOM\&dur at i on
-in-m ns=15

~ Click to view a full example...

curl --user userl@ustomerl:secret

"http://deno. appdynani cs. conicontroller/rest/applications/ECo
nmer ce_E2E/ met ri c- dat a?netri c- pat h=Busi ness%0Tr ansact i on%20P
erf or mance% CBusi ness%0Tr ansact i ons% CEConmrer ce- Ser vi ces% CV
i ewCart.addToCart %/ C*&t i me-range-t ype=BEFORE_NOMdur at i on-i n-
m ns=15"

<metric-datas><netric-data>
<nmetricld>4155</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces| Vi enCart . addToCart | Aver age
Response Time (ns)</netricPat h>
<met ri cNane>BTM BTs| BT: 134| Conponent : 9] Aver age Response
Time (ns)</metri cName>
<frequency>ONE_M N</ f r equency>
<metricVal ues>
<netric-val ue>
<startTimelnM | Iis>1450566420000</startTinelnM I 1i s>
<val ue>28</val ue>
<m n>0</ m n>
<max>32</ nax>
<current >0</current >
<sunmp»84</ sune
<count >3</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>
</ nmetric-val ue>
</ metricVal ues>
</ nmetric-data>
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<metric-data>
<netricld>4159</netricl d>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EConmer ce- Servi ces| Vi ewCart . addToCart | Nunber of
Very Slow Cal | s</netricPat h>
<nmet ri cNane>BTM BTs| BT: 134| Conponent : 9] Nunber of Very Sl ow
Cal | s</ netri cNanme>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<metric-val ue>
<startTinmelnMI|1is>1450566420000</startTinelnMI1is>
<val ue>0</ val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ max>
<current >0</ current >
<sun»0</ sune
<count >0</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</nmetric-val ue>
</ nmetricVal ues>
</netric-data>
<netric-data>
<netricld>4157</netricl d>
<nmetri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces| Vi ewCart . addToCart | Errors per
M nut e</ net ri cPat h>
<met ri cNane>BTM BTs| BT: 134| Conponent : 9| Errors per
M nut e</ net ri cNanme>
<frequency>ONE_M N</ f r equency>
<nmetricVal ues>
<metric-val ue>
<startTinmelnM I 1is>1450566420000</startTinelnMI1is>
<val ue>0</val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ max>
<current >0</ current >
<sunmr0</ sune
<count >0</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</nmetric-val ue>
</ nmetricVal ues>
</netric-data>
<netric-data>
<netricld>4161</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces| Vi ewCart . addToCart | Aver age
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CPU Used (ns)</netricPat h>
<met ri cNane>BTM BTs| BT: 134| Conponent : 9] Aver age CPU Used
(ms) </ nmetri cNane>
<frequency>ONE_M N</ f r equency>
<nmetricVal ues>
<netric-val ue>
<startTinmelnM I 1is>1450566420000</startTinelnMI1is>
<val ue>18</val ue>
<m n>0</ m n>
<max>20</ max>
<current >0</ current >
<sunpb54</ sune
<count >3</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>tr ue</ useRange>
</ metric-val ue>
</ netricVal ues>
</nmetric-data>
<netric-data>
<nmetricld>4160</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EComrer ce- Servi ces| Vi ewCart. addToCart | St al
Count </ netri cPat h>
<met ri cNane>BTM BTs| BT: 134| Conponent : 9| St al
Count </ net ri cNanme>
<frequency>ONE_M N</ f r equency>
<nmetricVal ues>
<netric-val ue>
<startTinmelnM|1is>1450566420000</startTimelnMIIis>
<val ue>0</ val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ max>
<current >0</ current >
<sunm,0</ sune
<count >0</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</nmetric-val ue>
</ netricVal ues>
</nmetric-data>
<netric-data>
<nmetricld>4411</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EComrer ce- Servi ces| Vi ewCart . addToCart | 95t h
Percentil e Response Tine (ns)</netricPath>
<nmet ri cNane>BTM BTs| BT: 134| Conponent : 9] 95t h Percentil e
Response Tinme (ns)</netricNane>
<frequency>ONE_M N</ f r equency>
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<metricVal ues>
<metric-val ue>
<startTimelnM | Iis>1450566420000</startTinelnM I 1i s>
<val ue>28</val ue>
<m n>0</ m n>
<max>32</ nax>
<current >0</ current >
<sunm»84</ sune
<count >3</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>
</ nmetric-val ue>
</ metricVal ues>
</ nmetric-data>
<netric-data>
<nmetricld>4335</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Ser vi ces| Vi enCart . addToCar t | Nor mal
Aver age Response Tine (ns)</netricPath>
<met ri cName>BTM BTs| BT: 134| Conponent : 9] Nor mal Aver age
Response Tinme (ns)</netricNane>
<frequency>ONE_M N</ f r equency>
<nmetricVal ues>
<netric-val ue>
<startTimelnM I Iis>1450566420000</startTinelnM I 1i s>
<val ue>28</val ue>
<m n>0</ m n>
<max>32</ nax>
<current >0</current >
<sunm»84</ sune
<count >3</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>
</ netric-val ue>
</metricVal ues>
</ nmetric-data>
<metric-dat a>
<nmetricld>4162</netricl d>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces| Vi enCart . addToCart | Aver age
Bl ock Tinme (ms)</netricPkPath>
<nmetri cNane>BTM BTs| BT: 134| Conponent : 9| Aver age Bl ock Ti ne
(ms) </ metri cNane>
<frequency>ONE_M N</ f r equency>
<metricVal ues>
<netric-val ue>
<startTimelnM I Iis>1450566420000</startTinelnM I 1i s>
<val ue>0</ val ue>
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<m n>0</ m n>
<max>0</ max>
<current >0</ current >
<sun»0</ sune
<count >3</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>
</metric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
<netricld>4163</netricld>
<netri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces| Vi ewCart . addToCart | Aver age
Wait Tinme (ms)</netricPath>
<met ri cName>BTM BTs| BT: 134| Conponent : 9] Average Wait Ti ne
(ms) </ nmetri cNane>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | 1is>1450566420000</startTinelnMI1is>
<val ue>0</val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</ current >
<sun»0</ sune
<count >3</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>
</metric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
<netricld>4156</netricl d>
<met ri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EConmmer ce- Servi ces| Vi ewCart. addToCart| Cal | s per
M nut e</ net ri cPat h>
<nmetri cNane>BTM BTs| BT: 134| Conponent : 9] Cal | s per
M nut e</ net ri cName>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | 1is>1450566420000</startTinelnMI1is>
<val ue>0</val ue>
<m n>0</ m n>
<max>0</ max>
<current >0</ current >
<sun»3</ sune
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<count >30</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
</ netric-val ue>
</ metricVal ues>
</nmetric-data>
<netric-data>
<netricld>4331</netricld>
<met ri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| ECommer ce- Servi ces| Vi ewCart . addToCart | Aver age
Request Size</netricPat h>
<netri cNane>BTM BTs| BT: 134| Conponent : 9| Aver age Request
Si ze</ et ri cNane>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | 1is>1450566420000</startTinelnMI1is>
<val ue>740</ val ue>
<m n>0</ m n>
<max>1057</ max>
<current >0</ current >
<sunp2221</ sunp
<count >3</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>
</ netric-val ue>
</ metricVal ues>
</metric-data>
<netric-data>
<nmetricld>4158</netricld>
<met ri cPat h>Busi ness Transacti on Performance| Busi ness
Transacti ons| EConmer ce- Servi ces| Vi enCart . addToCart | Nunber of
Sl ow Cal | s</ metri cPat h>
<netri cNane>BTM BTs| BT: 134| Conponent : 9] Nunber of S| ow
Cal | s</ netri cName>
<frequency>ONE_M N</ f r equency>
<netricVal ues>
<netric-val ue>
<startTinmelnM | 1is>1450566420000</startTinelnMI1is>
<val ue>0</ val ue>
<m n>2147483647</ m n>
<max>- 2147483648</ max>
<current >0</ current >
<sunm»0</ sunp
<count >0</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>f al se</ useRange>
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</nmetric-val ue>
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</ metricVal ues>
</ metric-data>
</nmetric-datas>

Disabling Data Rollup

By default, metric data is rolled up for the time frame you request. You can set the rollup parameter to false to get all data points within
the time frame. For example:

curl --user userl@ustonerl:secret

"http://denp. appdynam cs. conml control |l er/rest/applications/ EConmerce_
E2E/ et ri c-dat a?rol | up=f al se&nretri c- pat h=Over al | %20Appl i cati on¥20Per
f or mnce% CAver age%20Response%20Ti me%20%28ns%29&t i me- r ange- t ype=BEFO
RE_NOW&dur at i on-i n-m ns=15"

<metric-datas><netric-data>
<nmetricld>2339</netricld>
<metri cPat h>Overal | Application Performance| Aver age Response Tine
(ms) </ netricPkPat h>
<met ri cName>BTM Appl i cati on Sunmary| Aver age Response Ti ne
(ms) </ metricNanme>
<frequency>ONE_M N</fr equency>
<netricVal ues>
<netric-val ue>
<startTinelnM | 1is>1450503540000</startTinmelnM I |is>
<val ue>334</ val ue>
<m n>0</ m n>
<nmax>3340</ max>
<current>2</current>
<sunr6678</ sune
<count >20</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</occurrences>
<useRange>t r ue</ useRange>
</netric-val ue>
<netric-val ue>
<startTinelnMI1is>1450503600000</startTinmelnMI1lis>
<val ue>771</ val ue>
<m n>1</m n>
<max>11235</ max>
<current >4113</current>
<sunm15424</ sune
<count >20</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</occurrences>
<useRange>t r ue</ useRange>
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</nmetric-val ue>

<metric-val ue>
<startTinelnMI|1is>1450503660000</startTinelnMI1is>
<val ue>215</ val ue>
<m n>0</ m n>
<max>4249</ max>
<current >3</current >
<sunp4306</ sume
<count >20</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi at i on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>

</nmetric-val ue>
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</ nmetricVal ues>
</ metric-data>
</netric-datas>

Calling metric data with rollups disabled can result in a considerable number of results.

It is important to note that a limit exists on the amount of data that can be returned for the metric data method. The maximum result is
200 metrics.

Using Time Ranges

You can fetch metric data for any time range, including for a range between specific points (for example, from 2:00 to 2:15 pm Monday)
or for a relative time range (the last 15 minutes).

Time-based input parameters for the metric data APl method let you specify a time range in several ways, as described in the following
table.

Time Range Input Parameters

Parameter Parameter  Value Mandatory
Name Type
time-range-type = Query Possible values are: Yes

* BEFORE_NOW: To use this value, you must also specify the
"duration-in-mins" parameter.

® BEFORE_TIME: To use this value, you must also specify the
"duration-in-mins" and "end-time" parameters.

* AFTER_TIME: To use this value, you must also specify the "duration-in-mins"
and "start-time" parameters.

® BETWEEN_TIMES: To use this value, you must also specify the "start-time"
and "end-time" parameters. The "BETWEEN_TIMES" range includes the
start- time and excludes the end-time.

duration-in-mins  Query Duration (in minutes) to return the metric data. If time-range-type is BEFORE
_NOW, BEFORE_TIME, or A
FTER_TIME
start-time Query Start time (in milliseconds) from which the metric data is returned in UNIX epoch If time-range-type is AFTER_
time. TIME or BETWEEN_TIMES
end-time Query End time (in milliseconds) until which the metric data is returned in UNIX epoch If time-range-type is BEFORE
time. _TIME or BETWEEN_TIMES
Examples

Most examples on this page use the past 15 minutes as the request time range. The following format examples show other ways you
can define the time range for the request.

® Time range of the 15 minutes after December 19, 2015 5:40:00 AM GMT:

?ti me-range-type=AFTER Tl ME&st art -ti me=1450532400000&dur at i on-i
n- m ns=15

® Time range of the 15 minutes before December 19, 2015 6:00:00 AM GMT.
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?ti me-range-type=BEFORE_TI ME&end-ti ne=1450533600000&dur ati on-in
-m ns=15

® Time range between December 19, 2015 6:00:00 AM GMT and December 19, 2015 6:30:00 AM GMT:

?ti me-range-type=BETVEEN Tl MES&st art -ti me=1450533600000&end-ti m
€=1450535400000

Retrieving All Other Traffic Business Transaction Metrics

The All Other Traffic business transaction is a type of business transaction that aggregates traffic for new transactions once the
business transaction registration limits are reached. See Business Transactions for more about the All Other Traffic business
transactions.

The All Other Traffic business transaction uses a special identifier in APl URI paths, _APPDYNAMICS_DEFAULT_TX_ The following
example shows an example of retrieving the average CPU used by the All Other Traffic business transaction:
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curl --user userl@ustonerl:secret

"http://denp. appdynam cs. com 8090/ control |l er/rest/applicati ons/ ACVEY%
20Book%20St or e%20Appl i cati on/ metri c-dat a?nmetri c- pat h=Busi ness%20Tr an
sacti on%20Per f or mance% CBusi ness%?0Tr ansact i ons% CEConmrer ce%20Ser ver
%’ C_APPDYNAM CS DEFAULT TX % CAver age%20CPUYR20Used%20%28ns%29&t i me- r
ange-t ype=BEFORE_NOWdur at i on-i n-m ns=15"

<netric-datas><netric-dat a>
<netricld>4000</netricld>
<netri cPat h>Busi ness Transacti on Perfornmance| Busi ness
Transacti ons| ECormer ce Server| _APPDYNAM CS_DEFAULT_TX | Aver age CPU
Used (ns)</netricPkPat h>
<met ri cName>BTM BTs| BT: 78| Conponent : 12| Aver age CPU Used
(ms) </ nmetri cNanme>
<frequency>ONE_M N</ frequency>
<netricVal ues>
<netric-val ue>
<startTinmelnM I 1is>1450570800000</startTinelnM | |i s>
<val ue>22</val ue>
<m n>0</ m n>
<max>50</ max>
<current >20</ current >
<sunm3140</ sumnp
<count >146</ count >
<st andar dDevi at i on>0. 0</ st andar dDevi ati on>
<occurrences>0</ occurrences>
<useRange>t r ue</ useRange>
</metric-val ue>
</ metricVal ues>
</metric-data>
</metric-datas>

Retrieve Transaction Snapshots
Snapshots contain details on transactions, by request segment. The time range parameters are the same for snapshots as for retrieving

metrics. You can similarly specify a relative time range or a specific range. See Using Time Ranges for more information on using time
range parameters.

Format

GET /controller/rest/applications/application_name/request-snapshots

Input parameters

Parameter Name Parameter  Value Mandatory
Type
application_name URI Provide either the application name or application id. Yes
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time-range-type

duration-in-mins

start-time

end-time

guids

archived

deep-dive-policy

application-component-ids

application-component-node-ids

business-transaction-ids

user-experience

first-in-chain

Query

Query

Query

Query

Query

Query
Query

Query

Query

Query

Query

Query
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Possible values are:

® BEFORE_NOW: To use this value, you must also specify the
"duration-in-mins" parameter.

® BEFORE_TIME: To use this value, you must also specify the
"duration-in-mins" and "end-time" parameters.

®* AFTER_TIME: To use this value, you must also specify the
"duration-in-mins" and "start-time" parameters.

* BETWEEN_TIMES: To use this value, you must also specify the
"start-time" and "end-time" parameters. The "BETWEEN_TIMES"
range includes the start- time and excludes the end-time.

Duration (in minutes) to return the data.

Start time (in milliseconds) from which the data is returned.

End time (in milliseconds) until which the data is returned.

Array of comma-separated guids for the transaction snapshots. If not
specified, retrieves all snapshots in the specified time range.

True to retrieve archived snapshots. Default is false.

Array of comma-separated snapshot policy filters to apply. Valid values
are:

® SLA_FAILURE

* TIME_SAMPLING
ERROR_SAMPLING
OCCURRENCE_SAMPLING
ON_DEMAND
APPLICATION_STARTUP
SLOW_DIAGNOSTIC_SESSION
ERROR_DIAGNOSTIC_SESSION
POLICY_FAILURE_DIAGNOSTIC_SESSION
DIAGNOSTIC_SESSION
INFLIGHT_SLOW_SESSION

Array of comma-separated tier IDs to filter. Default is all the tiers in the
application.

Array of comma-separated node ID filters. Default is all the nodes in the
application

Array of comma-separated business transaction ID filters. Default is all
the business transactions in the application.

Array of comma-separated user experiences filters. Valid values are:

* NORMAL

* SLOW

* VERY_SLOW
* STALL

* ERROR

If true, retrieve only the first request from the chain. Default is false.

Yes

If time-range-type is

BEFORE_NOW, BE
FORE_TIME, or AF

TER_TIME

If time-range-type is

AFTER_TIME or BE
TWEEN_TIMES

If time-range-type is

BEFORE_TIME or B
ETWEEN_TIMES

No

No

No

No

No

No

No

No
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need-props

need-exit-calls

execution-time-in-milis

session-id
user-principal-id
error-ids
starting-request-id,
ending-request-id
error-occurred
diagnostic-snapshot
bad-request
diagnostic-session-guid

data-collector-name

data-collector-value

data-collector-type

output

maximum-results

Query

Query
Query

Query
Query

Query

Query

Query
Query
Query
Query

Query

Query

Query

Query

Query

Copyright © AppDynamics 2012-2019

If true, the values of the following snapshot properties are included in
the output. These values correspond to the values of the
data-collector-type parameter. If false, the default, these values are
empty in the output.

® errorDetails

® errorlDs

® httpParameters
® businessData

® cookies

® httpHeaders
sessionKeys
responseHeaders
® logMessages

® transactionProperties
® transactionEvents
® dotnetProperty

If true, exit calls are included in the result. Default is false.

If set, retrieves only data for requests with execution times greater than
this value.

If set, retrieves data only for this session id.
If set, retrieves data only for this user login.

Array of comma-separated error codes to filter by. Default is to retrieve
all error codes.

If set, retrieves data only for this range of request IDs.

If true, retrieves only error requests. Default is false.

If true, retrieves only diagnostic snapshots. Default is false.

If true, retrieves only slow and error requests. Default is false.
Array of comma-separated diagnostic session guids to filter.

Used with data-collector-value to filter snapshot collection based on the
value of a data collector.

Used with data-collector-name to filter snapshot collection based on the
value of a data collector.

Used with data-collector-name and data-collector-value to filter
snapshot collection based on the value of a data collector. Some of the
values contain spaces. All are case-sensitive and where indicated the
spaces are required. Valid values are:

® Error IDs

Stack Traces

Error Detail

Http Parameter
Business Data (This type is a method invocation data collector.)
Cookie

Http Header

Session Key
Response Header
Log Message
Transaction Property
® Transaction Event

® Dotnet Property

® isProtoBuf

* EUM Request GUID

HTTP Request parameter included as part of the URL to change the
output format Valid values are "XML" (default) or "JSON".

A number, if specified, this number of maximum results will be returned.
If not specified, default 600 results can be returned at most.

No

No

No

No
No

No

No

No
No
No
No

No

If

data-collector-name

is set.

No

No
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Examples

® Retrieve list of transaction snapshots for the ACME Book Store:

/control ler/rest/applications/EComerce E2E-Ful fill nent/request
-snapshot s?ti me-range-t ype=BEFORE_NOW&dur at i on-i n-m ns=5

~ Click to view full example...

curl --user userl@ustonerl:secret

"http://deno. appdynani cs. coml control |l er/rest/applications/ECo
nmer ce_E2E- Ful fil |l nent/request - snapshot s?ti ne-range-type=BEFO
RE_NOWdur ati on-i n- m ns=5"

<r equest - segnent - dat as><r equest - segnent - dat a>
<i d>0</i d>
<ar chi ved>f al se</ ar chi ved>

<request GUI D>18a9ael7- 33a8- 4d24- b3f a- 558f e42b98b5</ r equest GU
D>

<busi nessTransacti onl d>113</ busi nessTransacti onl d>

<appl i cati onl d>8</ appl i cati onl d>

<appl i cati onConponent | d>14</ appl i cat i onConponent | d>

<appl i cati onConponent Nodel d>13</ appl i cati onConponent Nodel d>

<async>f al se</ async>

<t hr eadl D>58</t hr eadl| D>

<t hr eadNanme>ht t p- ni o- 8080- exec- 8</t hr eadNane>

<l ocal Start Ti mne>1450574075422</1 ocal St art Ti ne>

<server Start Ti ne>1450574075422</ server Start Ti ne>

<firstlnChai n>true</firstlnChain>

<cal | Chai n>Conponent : 14</ cal | Chai n>

<l ocal | D>0</ | ocal | D>

<error Cccur ed>f al se</ errorQccur ed>

<hasDeepDi veDat a>t r ue</ hasDeepDi veDat a>

<user Experi ence>NORMAL</ user Experi ence>

<timeTakenlnM || i Secs>3693</tineTakenlnM I 1i Secs>

<cpuTi neTakenl nM | | i Secs>19</ cpuTi neTakenInM | | i Secs>

<war ni ngThr eshol d>5318 ns. 3.0x of standard deviation
[453.7 ns] for noving average [3956.8 ns] (m ni mum basel i ne:
200 ns) for the last 11617 m nutes. </ warni ngThreshol d>

<critical Threshol d>5772 nms. 4.0x of standard deviation
[453.7 ns] for noving average [3956.8 ns] (m ni mum basel i ne:
600 ns) for the last 11617 mnutes.</critical Threshol d>

<summar y>Schedul ed Snapshots: one every 10
m nut es. </ summar y>

<error Summar y></ err or Sunmary>

<di agnosti cSessi onGUl D></ di agnosti cSessi onGUl D>
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<deepDi vePol i cy>TI ME_SAMPLI NG</ deepDi vePol i cy>
<del ayedDeepDi ve>f al se</ del ayedDeepDi ve>

<del ayedDeepDi vef f Set >0</ del ayedDeepDi veOf f Set >
<exi t Cal | sDat aTr uncat ed>f al se</ exi t Cal | sDat aTr uncat ed>
<URL>/ appdynami cspil ot/ rest/ful fill nent </ URL>
<errorlDs/>

<errorDetails/>

<htt pPar anet er s/ >

<busi nessDat a/ >

<cooki es/ >

<ht t pHeader s/ >

<sessi onKeys/ >

<r esponseHeader s/ >

<l ogMessages/ >

<transacti onProperties/>

<transacti onEvents/ >

<unresol vedCal | I nCal | Chai n>f al se</ unr esol vedCal | I nCal | Chai n>
<dot net Property/ >
<endToEndLat ency>- 1</ endToEndLat ency>

</ request - segnent - dat a>

<r equest - segnent - dat a>
<i d>0</i d>
<ar chi ved>f al se</ ar chi ved>

<r equest QU D>bf ce5066- 2409- 4a4b- a869- 6af cc06614d6</r equest GU
D>

<busi nessTransacti onl d>113</ busi nessTransacti onl d>

<appl i cati onl d>8</appl i cationl d>

<appl i cati onConponent | d>14</ appl i cati onConponent | d>

<appl i cati onConponent Nodel d>13</ appl i cati onConponent Nodel d>

<async>f al se</ async>

<t hr eadl D>60</t hr eadl D>

<t hr eadNane>ht t p- ni 0- 8080- exec- 10</t hr eadNane>

<l ocal Start Ti ne>1450574082926</ | ocal St art Ti ne>

<server Start Ti ne>1450574082926</ server Start Ti ne>

<firstlnChai n>true</firstlnChain>

<cal | Chai n>Conponent : 14</ cal | Chai n>

<l ocal | D>0</ | ocal | D>

<error Cccur ed>f al se</ error Cccur ed>

<hasDeepDi veDat a>t r ue</ hasDeepDi veDat a>

<user Experi ence>NORMAL</ user Experi ence>

<timeTakenlnM || i Secs>3634</tineTakenlnM I 1i Secs>

<cpuTi meTakenl nM | | i Secs>16</ cpuTi neTakenlnM | | i Secs>

<war ni ngThr eshol d>5318 ns. 3.0x of standard deviation
[453.7 ns] for noving average [3956.8 ns] (m ni mum basel i ne:
200 ms) for the last 11617 mi nutes. </ warni ngThreshol d>

<critical Threshol d>5772 nms. 4.0x of standard deviation
[453.7 ns] for noving average [3956.8 ns] (m ni mum basel i ne:
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600 ns) for the last 11617 mnutes.</critical Threshol d>
<summar y>[ nul | ] </ summar y>
<error Sunmmar y></ err or Sunmary>
<di agnosti cSessi onGUl D></ di agnosti cSessi onGUl D>
<deepDi vePol i cy>CROSS _APP_POLI CY</ deepDi vePol i cy>
<del ayedDeepDi ve>f al se</ del ayedDeepDi ve>
<del ayedDeepDi veO f Set >0</ del ayedDeepDi veOf f Set >
<exi t Cal | sDat aTr uncat ed>f al se</ exi t Cal | sDat aTr uncat ed>
<URL>/ appdynanmni cspi |l ot/rest/ful fill nent </ URL>
<errorlDs/>
<errorDetails/>
<htt pPar anet er s/ >
<busi nessDat a/ >
<cooki es/ >
<ht t pHeader s/ >
<sessi onKeys/ >
<r esponseHeader s/ >
<l ogMessages/ >
<transacti onProperties/>
<transacti onEvents/ >

<unr esol vedCal | | nCal | Chai n>f al se</ unresol vedCal | | nCal | Chai n>
<dot net Property/ >
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<endToEndLat ency>- 1</ endToEndLat ency>
</ request - segnent - dat a>
</ request - segnment - dat as>

® Retrieve list of transaction snapshots including the snapshot fields that are associated with an HTTP parameter data collector:

/controller/rest/applications/ECormerce_ E2E-Ful fill ment/request
-snapshot s?ti nme-range-t ype=BEFORE_NOMdur at i on-i n- m ns=5&dat a- ¢
ol l ector-type=Http

Par anet er &dat a- col | ect or - name=par anl&dat a- col | ect or - val ue=%%B10
0% D&need- props=true

~ Click to view full example...

curl --user userl@ustomerl:secret

"http://deno. appdynani cs. conicontroller/rest/applications/ECo
nmer ce_E2E- Ful fil |l ment/request - snapshot s?ti ne-range-type=BEFO
RE_NOW&dur at i on-i n-m ns=5&dat a- col | ect or -t ype=Ht t p%20Par anet e
r &lat a- col | ect or - nane=par amlL&dat a- col | ect or - val ue=%%B100%%D&n
eed- props=true"

<r equest - segnent - dat as><r equest - segnent - dat a>
<i d>0</i d>
<ar chi ved>f al se</ ar chi ved>

<r equest GUI D>07532d68- 42b8- 4a79- 877a- dedf 2912a2cf </ r equest GU
D>

<busi nessTransact i onl d>128</ busi nessTransacti onl d>

<appl i cationl d>2</ applicationl d>

<appl i cati onConponent | d>5</ appl i cati onConponent | d>

<appl i cati onConponent Nodel d>4</ appl i cat i onConmponent Nodel d>

<async>f al se</ async>

<t hr eadl D>60</t hr eadl D>

<t hr eadNane>ht t p- 8000- Pr ocessor 24</ t hr eadNane>

<l ocal Start Ti me>1389164292752</ 1| ocal Start Ti ne>

<serverStartTi ne>1389164292752</ server Start Ti ne>

<firstlnChai n>true</firstlnChain>

<cal | Chai n>Conponent : 5</ cal | Chai n>

<l ocal | D>0</ | ocal | D>

<error Cccured>true</error Cccur ed>

<hasDeepDi veDat a>t r ue</ hasDeepDi veDat a>

<user Experi ence>ERROR</ user Experi ence>

<ti meTakenlnM | I i Secs>105</ti meTakenl nM || i Secs>

<cpuTi meTakenl nM | | i Secs>3839000</ cpuTi meTakenl nM | | i Secs>
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<summar y>[ Manual Di agnostic Session] -
org. hi bernate. util.JDBCExcepti onReporter : Cannot create
Pool abl eConnecti onFact ory (Unknown dat abase 'appdy')
</ summar y>

<error Sunmary/ >

<di agnost i cSessi onGJl D>d70a41d9- a96f - 46e8- 9f bc- 31061c6e452f </
di agnosti cSessi onGUI D>
<deepDi vePol i cy>0ON_DEMAND</ deepDi vePol i cy>
<del ayedDeepDi ve>f al se</ del ayedDeepDi ve>
<del ayedDeepDi veOf f Set >0</ del ayedDeepDi veOf f Set >
<exit Cal | sDat aTr uncat ed>f al se</ exi t Cal | sDat aTr uncat ed>
<URL>/ appdynani cspi | ot/ 1. booksl i st </ URL>

<htt pSessi onl D>088B2A2DDOEF77424DDOEB3346A441F9</ ht t pSessi on
D>

<errorl Ds>

<l ong>29</ | ong>

</errorlDs>

<errorDetail s>

<nane-val ue>

<i d>0</i d>

<nane>1. org. hi bernate.util.JDBCExcepti onReporter</nane>

<val ue>org. hi bernate. util.JDBCExcepti onReporter : Cannot
creat e Pool abl eConnecti onFactory (Unknown dat abase
"appdy' ) </ val ue>

</ name- val ue>

</errorDetail s>

<ht t pPar anet er s>

<nane-val ue>

<i d>0</i d>

<nane>par anl</ name>

<val ue>[ 100] </ val ue>

</ nane- val ue>

</ htt pPar anet er s>

<busi nessDat a/ >

<cooki es/ >

<ht t pHeader s/ >

<sessi onKeys/ >

<r esponseHeader s/ >

<l ogMessages/ >

<transacti onProperties>

<nane- val ue>

<i d>0</i d>

<nanme>Ser vl et URI </ nanme>

<val ue>/ appdynani cspi | ot / V\EB- | NF/ pr esent at i on/ booksl i st. j sp</
val ue>

</ name- val ue>

<nane-val ue>
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<i d>0</i d>
<name>Pr ocessl| D</ nane>
<val ue>65331</ val ue>

</ name- val ue>
</transacti onProperties>
<transacti onEvent s/ >
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<unr esol vedCal | I nCal | Chai n>f al se</ unresol vedCal | | nCal | Chai n>
<dot net Property/ >

</ request - segnent - dat a></ r equest - segnment - dat as>

Retrieve Controller Audit History

The Controller audit history is a record of the configuration and user activities in the Controller configuration. The ControllerAuditHistory
API method returns the audit log for the time range specified. The output format can be JSON or CSV. This information is the same as
that found in the audi t . | og file. See Platform Log Files for more information.

Format

GET /controller/ ControllerAuditHistory?startTime=<start-time>&endTime=<end-time>&include=<field>:<value>&exclude=<field>:<valu
e>

Input parameters

Parameter Name  Parameter Type Value Mandatory
start-time Query Start time in the format: "yyyy-MM-dd'T'HH:mm:ss.SSSZ"  Yes
end-time Query End time in the format: "yyyy-MM-dd'T'"HH:mm:ss.SSSZ"  Yes
time-zone-id Query Time zone No
include Query Restricted information in the Controller audit history No
exclude Query Restricted information in the Controller audit history No

To control the size of the output, the range between the start-time and end-time cannot exceed twenty-four hours. For periods longer
than 24 hours, use multiple queries with consecutive time parameters.

Multiple filters of the same type are allowed. The backend API treats include filters with the same <field> with relationship "OR", and
filters with different <field> with relationship "AND". There is no direct interaction between include and exclude filters.

Each filter needs to be a parameter, e.g. include=filterNameZl:filterValuel&include=filterName2:filterValue2. See the below examples.

Examples

http://1 ocal host: 8080/ controller/Controll erAuditH story?startTi ne=yy
yy- MM dd9%27T9R7HH: mm ss. SSSZ&endTi ne=yyyy- MM dd9%27T%27HH: nm ss. SSSZ?
include=filterNanel:filterVal uel& nclude=filterNanel:filterValuel&ex
clude=filterNanel:filterValuel&exclude=filterNanel:filterVal uel
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http://1 ocal host: 8080/ controller/ControllerAuditH story?startTi ne=yy
yy- M dd9%27T927HH: mm ss. SSSZ&endTi me=yyyy- M} dd9%27T%27HH: mm ss. SSSZ?
i nclude=filterNanel:filterVal uel& nclude=filterNanel:filterVal uel&ex
clude=filterNanel:filterVal uel&excl ude=filterNanmel:filterValuel

curl --user userl@ustonerl: wel conme

"http://denp. appdynam cs. com 8090/ control |l er/ Controll er AuditHi story?
start Ti mne=2015-12- 19T10: 50: 03. 607- 0700&endTi me=2015- 12- 19T17: 50: 03. 6
07-0700&t i neZonel d=Aneri ca%?FSan%20Fr anci sco& ncl ude=user Nane: user 1&
i ncl ude=acti on: LOd N&excl ude=account Nane: syst en&excl ude=acti on: OBJEC
T_UPDATE"

[{"timeStanmp": 1450569821811, "audi t Dat eTi me": "2015- 12- 20T00: 03: 41. 811
+0000", "account Nanme": "cust onmer 1", "securi tyProvi der Type": " | NTERNAL", "
user Nane": "user1","action":"LOG@ N'}, {"ti neStanp": 1450570234518, "aud

t Dat eTi me": " 2015- 12- 20T00: 10: 34. 518+0000", "account Nane": "cust onmer 1",
"securityProviderType": "I NTERNAL", "user Nane": "user 1", "action":"LOd N
"}, {"timeStanp": 1450570273841, "audi t Dat eTi ne": "2015- 12- 20T00: 11: 13. 8
41+0000", "account Nane": "cust oner 1", "securi tyProvi der Type": " | NTERNAL"
, "user Nane": "user 1", "action": " OBJECT_CREATED", "obj ect Type": " AGENT_CO
NFI GURATI ON'"},

{"timeStanp": 1450570675345, "audi t Dat eTi me": " 2015- 12- 20T00: 17: 55. 345+
0000", "account Nane": "cust onmer 1", "securi t yProvi der Type": " | NTERNAL", "u
ser Nane": "user 1", "action":"OBJECT _DELETED', "obj ect Type": "BUSI NESS TR
ANSACTI ON'}, {"ti nmeStanp": 1450570719240, "audi t Dat eTi ne": " 2015- 12- 20T0
0: 18: 39. 240+0000", "account Nanme": "cust onmer 1", "securi t yProvi der Type": "
| NTERNAL", "user Nanme": "user 1", "acti on": " APP_CONFI GURATI ON', "obj ect Typ
e": " APPLI CATI ON', "obj ect Nane": " ACME Book Store
Application"},{"tineStanp": 1450571834835, "audi t Dat eTi ne": "2015-12- 20
TOO: 37: 14. 835+0000", "account Name": "cust onmer 1", "securit yProvi der Type"
: "I NTERNAL", "user Nanme": "user 1", "acti on

curl --user userl@ustomnerl: wel cone
"http://127.0.0.1:8080/controller/ControllerAuditH story?startTi ne=2
019- 05-28T08: 00: 03. 607-0700&endTi me=2019- 05- 28T11: 32: 03. 607- 0700&t i m
eZonel d=Aneri ca¥%®?FSan%20Fr anci sco& ncl ude=appl i cati onNane: ACVE"
[{"timeStanp": 1559066415823, "audit Dat eTi ne": " 2019- 05-28T18: 00: 15. 823
+0000", "account Nane": "cust oner 1", "securi tyProvi der Type": " | NTERNAL", "
user Nane": "user 1", "action":"LOd N', "objectld": 0, "applicati onName":"A
CVE'} ]

Configure Metric Retention by Account

You can configure the Controller to purge stale metrics once a day based on account. Stale metrics are metrics that have not had new
data reported based on the number of days configured. This only deletes EUM and SIM metrics that are more than two days old.
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To configure this option, you must be the account owner.

Format

POST /controller/api/accounts/<account_id>/metricstaleduration/<number_of_days>
Input Parameters

Parameter Name Parameter Type Value

account_id URI The account ID.
number_of days Integer The number of days you want to retain stale metrics.
Example

curl -X POST -u userl@ustonerl: secret
"http://deno. appdynam cs. com 8090/ control | er/api/accounts/ 2/ netricst
al eduration/ 3"

Configure Metric Retention by Application

You can configure the Controller to purge stale metrics once a day based on application. Stale metrics are metrics that have not had
new data reported based on the number of days configured. This only deletes EUM and SIM metrics that are more than two days old.

To configure this option, you must have administrator permissions or higher.

Format

POST /controller/api/accounts/<account_id>/applications/<application_name>/metricstaleduration/<number_of_days>
Input Parameters

Parameter Name Parameter Type Value

account_id URI The account ID.

application_id URI The application ID.

number_of_days Integer The number of days you want to retain stale metrics.
Example

curl -X POST -u userl@ustonerl: secret
"http://deno. appdynani cs. com 8090/ control | er/ api/account s/ 2/ appl i cat
ions/ 12/ metricstal eduration/3"
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Alert and Respond API

On this page:

Retrieve All Health Rule Violations in a Business Application
Retrieve Event Data

Create Events

Create a Custom Event

Create Custom URLS for Notifications

Create and Delete Action Suppressions

Retrieve All Existing Action Suppressions

Retrieve a Specific Action Suppression by 1D

Create a New Action Suppression

[ ]
L]
L]
L]
[ ]
[ ]
L]
L]
L]
® Delete a Specific Action Suppression by ID

The Alert and Respond APIs let you manage and monitor events, health rules and other aspects of the AppDynamics alert and respond

features.

For information about the alert and response features, see Alert and Respond.

Retrieve All Health Rule Violations in a Business Application
Returns all health rule violations that have occurred in an application within a specified time frame.

URI

/controller/rest/applications/application_id/problems/healthrule-violations

Input parameters

Parameter Parameter  Value

Name Type

application_id URI Provide either the application name or application id.
time-range-type = Query Possible values are:

BEFORE_NOW

To use the "BEFORE_NOW" option, you must also specify the
"duration-in-mins" parameter.

BEFORE_TIME

To use the "BEFORE_TIME" option, you must also specify the
"duration-in-mins" and "end-time" parameters.

AFTER_TIME

To use the "AFTER_TIME" option, you must also specify the "duration-in-mins"

and "start-time" parameters.
BETWEEN_TIMES
To use this option, you must also specify the "start-time" and "end-time"

parameters. The "BETWEEN_TIMES" range includes the start- time and
excludes the end-time.

duration-in-mins = Query Duration (in minutes) to return the metric data.

start-time Query Start time (in milliseconds) from which the metric data is returned.

end-time Query End time (in milliseconds) until which the metric data is returned.

output Query HTTP Request parameter included as part of the URL to change the output

format. Valid values are "XML" (default) or "JSON".

Copyright © AppDynamics 2012-2019

Mandatory

Yes

Yes

If time-range-type is BEFORE_N
OW, BEFORE_TIME, or AFTER
_TIME

If time-range-type is AFTER_TIM
E or BETWEEN_TIMES

If time-range-type is BEFORE_TI
ME or BETWEEN_TIMES

No
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= Click here to view a full example...

http://deno. appdynani cs. com control | er/rest/applications/7/probl ens/heal t hrul e-viol ati ons?ti me-r
ange-t ype=BEFORE_NOW&dur at i on-i n- m ns=15

<pol i cy-viol ati ons><pol i cy-vi ol ati on>
<i d>266</id>
<nanme>CPU utilization is too high</nane>
<startTimelnM | 1is>1452630655000</startTimelnM I 1is>
<detectedTimel nM | | i s>0</detectedTinelnM | 1i s>
<endTi mel nM | 11 $>1452630715000</ endTinelnM | | i s>
<i nci dent St at us>RESOLVED</ i nci dent St at us>
<severit y>WARNI NG</ severity>
<triggeredEntityDefinition>
<entityType>POLI CY</entityType>
<entityl d>30</entityld>
<name>CPU utilization is too high</name>
</triggeredEntityDefinition>
<af fect edEnti tyDefinition>
<entityType>APPL| CATI ON_COVPONENT_NODE</ ent it yType>
<entityld>16</entityld>
<nanme>Ful fil | ment </ name>
</ affectedEntityDefinition>

<deepLi nkUr | >htt p: // denp. appdynani cs. coni control | er/ # ocati on=APP_| NCI DENT_DETAI L&anp; i nci dent =2
66</ deepLi nkUr | >
<descri pti on>AppDynam cs has detected a probl em <br><b>error Abhi </b> is violating.

</ descri ption>
</ policy-violation>
<policy-viol ati on>
<i d>268</id>
<nanme>CPU utilization is too high</nane>
<startTimelnM | 1is>1452630655000</startTinmelnM I 1is>
<detectedTimelnM | | i s>0</ detectedTimelnM I | i s>
<endTi mel nM | | i $>1452630715000</ endTi mel nM I | i s>
<i nci dent St at us>RESOLVED</ i nci dent St at us>
<severity>WARNI NG</ severity>
<triggeredEntityDefinition>
<entityType>POLI CY</entityType>
<entityld>30</entityld>
<nane>CPU utilization is too high</nane>
</triggeredEntityDefinition>
<af fect edEnti tyDefinition>
<entityType>APPL| CATI ON_COVPONENT_NODE</ ent it yType>
<entityl d>20</entityl d>
<name>Ful fill ment d i ent </ nane>
</ affectedEntityDefinition>
<deeplLi nkUr| >htt p:// denmo. appdynani cs. conif control | er/ # ocati on=APP_| NCl DENT_DETAI L&anp; i nci dent
=268</ deepLi nkUr | >
<descri pti on>AppDynani cs has detected a probl em wi th Node
& t;b&gt; FulfillmentCient& t;/b&gt;. & t;bré&gt; & t;b&gt; CPU utilization is too high&t;/b&gt;
started violating and is now & t; b&gt;warning& t;/b&gt;. & t;br&gt; All of the follow ng
conditions were found to be violating&t;br&gt; For Node
& t;b&gt; FulfillmentCient& t;/b&gt;: & t;bré&gt;1) Hardware Resources| CPUl %Busy
Condition&t; bré&gt; & t;b&gt; ¥Busy' s& t;/b&gt; value & t;b&gt; 76.0& t;/b&gt; was & t; b&gt; greater
than& t;/b&gt; the threshold & t; bé&gt; 75.0& t;/b&gt; for the last & t;b&gt;30& t;/b&gt;
m nut es&l t; br &gt ; </ descri pti on>
</ policy-violati on>
</ policy-viol ati ons>

Retrieve Event Data

You can capture data for the event types listed in the event-types parameter.
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URI

/controller/rest/applications/application_id/events

Input Parameters

Parameter
Name

application_id
summary
comment
eventtype

time-range-type

duration-in-mins

start-time
end-time
event-types

severity

output
tier

Example

Parameter
Type

URI

Query
Query
Query

Query

Query

Query

Query

Query

Query

Query

Query

Value

Provides either the application name or application id.
Provides the summary for the event.

Provides the comments (if any) for the event.
APPLICATION_DEVELOPMENT

Possible values are:
BEFORE_NOW

To use the "BEFORE_NOW" option, you must also specify the "duration-in-mins"

parameter.
BEFORE_TIME

To use the "BEFORE_TIME" option, you must also specify the "duration-in-mins"

and "end-time" parameters.

AFTER_TIME

To use the "AFTER_TIME" option, you must also specify the "duration-in-mins"
and "start-time" parameters.

BETWEEN_TIMES

To use the "BETWEEN_TIMES" option, you must also specify the "start-time" and

"end-time" parameters. The "BETWEEN_TIMES" range includes the start- time
and excludes the end-time.

Specify the duration (in minutes) to return the metric data.

Specify the start time (in milliseconds) from which the metric data is returned.

Specify the end time (in milliseconds) until which the metric data is returned.

Specify the comma-separated list of event types for which you want to retrieve
event information. See the Events Reference for the valid event types.

Provides the severity level. Specify the comma-separated list of severities for
which you want to retrieve event information.
Allowed values are:

* INFO
* WARN
* ERROR

In the Ul these values become "Info", "Warning", and "Critical".

HTTP Request parameter included as part of the URL to change the output
format. Valid values are "XML" (default) or "JSON".

Name of the tier in the application

Mandatory

Yes
Yes
No

Yes

Yes

If time-range-type is BEFORE
_NOW, BEFORE_TIME, or A
FTER_TIME

If time-range-type is AFTER_
TIME or BETWEEN_TIMES

If time-range-type is BEFORE
_TIME or BETWEEN_TIMES

Yes

Yes

No

No

Retrieve the list of events of type "APPLICATION_ERROR" or "DIAGNOSTIC_SESSION" of any severity that occurred in the specified

time range:

curl

--user

user l@ust oner 1: secr et
htt p://deno. appdynami cs. conf/control | er/rest/applications/6/events?t
i me-range-type=BEFORE_NOW &dur ati on-i n- m ns=30\ &vent -t ypes=%20APPLI
CATI ON_ERROR, DI AGNCOSTI C_SESSI O\\ &severi ti es=I NFO, WARN, ERROR
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<event s><event >
<i d>44658</i d>
<t ype>DlI AGNOSTI C_SESSI ON</ t ype>
<subType>ERROR_DI AGNOSTI C_SESSI ON</ subType>
<event Ti me>1451343453085</ event Ti ne>
<severity>WARN</ severity>
<summary>Starting Di agnostic Session after series of errors for a
Busi ness Transaction 18% (2/11) of requests had errors in the |ast
m nute starting 12/28/15 10:57 PM | ocal tine</sumrary>
<affectedEntities>
<entity-definition>
<entityType>APPLI CATI ON</ entityType>
<entityld>6</entityl d>
<name>ECommer ce</ nanme>
</entity-definition>
<entity-definition>
<entityType>APPLI CATI ON_COVPONENT</ entityType>
<entityld>ll</entityld>
<name>EComer ce- Ser vi ces</ nane>
</entity-definition>
<entity-definition>
<entityType>APPLI CATI ON_COVPONENT_NODE</ entityType>
<entityld>19</entityld>
<nane>ECommer ce_\V\EB2</ nane>
</entity-definition>
<entity-definition>
<entityType>BUSI NESS TRANSACTI ON</ entityType>
<entityld>35</entityld>
<nane>/itens/al|l.GET</ nane>
</entity-definition>
<entity-definition>
<entityType>MACH NE_| NSTANCE</ entityType>
<entityld>8</entityld>
<nanme>EConmer ce- webl</ nane>
</entity-definition>
</affectedEntities>
<triggeredEntity>
<entityType>APPLI CATI ON_COVPONENT_NODE</ enti tyType>
<entityld>19</entityl d>
<name>EComer ce_WEB2</ nanme>
</triggeredEntity>
<mar kedAsRead>f al se</ mar kedAsRead>
<mar kedAsResol ved>f al se</ mar kedAsResol ved>
<ar chi ved>f al se</ ar chi ved>

<deepLi nkUr| >htt p:// deno. appdynani cs. com 8090/ control | er/ #l ocati on=A
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PP_EVENT_VI EMER_MODAL &anp; event Summar y=44658</ deepLi nkUr | >
</ event >
</ event s>

Create Events

Application deployment events notify AppDynamics when you upgrade your application, push new code, etc. This lets you correlate
these application deployment activities with other data inside AppDynamics. This is useful for regression analysis, root cause analysis,
and performance studies. A useful practice is to include injection of your application deployment event into AppDynamics as part of the
build process for deploying a new version of your application.

The AppDynamics REST API lets you integrate events of type "APPLICATION_DEPLOYMENT" with other systems.

For example, suppose you want to create an event automatically in your AppDynamics monitored system for every new release. To
integrate these systems, use the following REST API to create an event of type "APPLICATION_DEPLOYMENT" in your managed
environment.

You should receive the event ID after the successful invocation of the request.

Roles and Permissions

Creating events requires the Create Events permission. See Application Permissions for more information.

URI

POST /controller/rest/applications/application_id/events

Input parameters

Parameter Name  Parameter Type Value Mandatory
application_id URI Provide either application name or application id. Yes
summary Query Provide the summary for the event. Yes
comment Query Provide the comments (if any) for the event. No
eventtype Query APPLICATION_DEPLOYMENT Yes
severity Query Provide a severity level. Allowed values Yes

* "INFO"
* "WARN"
* "ERROR"

In the UI, these become "Info", "Warning", and "Critical"

Create a Custom Event

You can create custom events to be reported in the AppDynamics event viewer and in the events panels on the AppDynamics
dashboards. See Monitor Events to learn how to filter on your custom events so that you can find them. Then you can create alerts
triggered by these events as you do for AppDynamics standard events.

You should receive the event ID after the successful invocation of the request.

Roles and Permissions

Creating a custom event requires the Create Events permission. See Application Permissions for more information.

URI
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POST /controller/rest/applications/application_id/events

Input parameters

Parameter Parameter
Name Type

application_id URI

summary Query
comment Query
severity Query
eventtype Query

customeventtype Query

node Query
tier Query
bt Query

propertynames  Query

propertyvalues  Query

Example

Value

Provide either application name or application id.

Provide a summary describing the event.
Provide a comment for the event.

Provide a severity level. Allowed values
* "INFO"
* "WARN"
* "ERROR"

In the Ul, these become "Info", "Warning", and
"Critical"

CUSTOM

Provide a name for the "type"; for example, the
source, like "nagios"

Provide the affected node name
Provide the affected tier name
Provide the affected business transaction name

Provide a property name as a pair, i.e., the "key"

Provide the property value as a pair, i.e., the "value"

Mandatory

Yes
Yes
No

Yes

Yes

No

No
Yes, if node and bt are specified
No

No, but if one element of the pair is defined, the other
must be defined also

No, but if one element of the pair is defined, the other
must be defined also

curl -X PCST --user

user l@ust oner 1: secr et

"http://deno. appdynamni cs. confcontroll er/rest/applications/5/ events?s
everity=l NFO&summar y=t est 1&event t ype=CUSTOVEcust omrevent t ype=nycust om
event &pr oper t ynanmes=key1&pr opert ynanes=key2&pr opertyval ues=val uelé&pr
opertyval ues=val ue'

Note the pattern for custom properties: propertynames and propertyvalues get matched up by order position, so to set N property
values, you need N occurrences of propertynames and N occurrences of propertyvalues.

Create Custom URLS for Notifications

Single tenants in a multi-tenant Controller instance should use this APl method to specify a custom "vanity" URL for notification
purposes. So instead of a URL such as paid8.appdynamics.com being displayed as the host, the custom URL can be displayed as
something like "mycompany.appdynamics.com" in the notification.

URI

POST /controller/rest/accounts/customer_name/update-controller-url
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Input parameters
Parameter Name  Parameter Type  Value Mandatory

customer_name URI The customer account name = Yes

Body Parameter

As Application/JSON content:

"controllerURL": "http://<ny-custom hostnane: port>"

If the URL in the alerts is invalid, you can set it using the following curl command:

curl -k --basic --user root@ystem --header "Content-Type:
application/json" --data '{ "controllerURL":
"http://<controller>:<port>" }'
http://<controller>:<port>/controller/rest/accounts/ <ACCOUNT-N

AME>/ updat e-control | er-url

For example:

curl -k --basic --user root @ystem --header "Content-Type:
application/json" --data '{ "controllerURL":

"https://myVl P; 443" }'

https:// myhost: 8181/ control |l er/rest/accounts/custonerl/ updat e-
control l er-url

There is no need to reset the controller. Upgrading the controller will reset the deeplink URL settings.

Create and Delete Action Suppressions

By default any response is in JSON, although XML can be requested by using the following header:

Name : Accept
Value : application/vnd.appd.cntrl+xml;v=1

Retrieve All Existing Action Suppressions

Gets a list of all existing action suppressions.
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URI

GET /controller/api/accounts/account_id/applications/application_id/actionsuppressions

Input parameters

Parameter Name  Parameter Type Value Mandatory
account_id URI The account ID Yes
application_id URI The application ID  Yes

Example request to get all action suppressions:

/control |l er/api/accounts/?2/applications/9/actionsuppressions

Example response:

Status : 200 ok

Qutput Data :

{"actionSuppressions": [{"id": "15","nane": "App-ASW, "tineRange":
{"startTimeMI1is": "2014-10-25T04: 16: 30+0000", "endTi meM | i s":
"2014-10- 25T06: 16: 30+0000"}, "affects": {"type": "APP"}},{"id":
"16","nanme": "Node-ASW,"tineRange": {"startTinmneMIlis":

"2014- 10- 25T04: 16: 57+0000", "endTineM | | i s":

"2014-10- 25T05: 16: 57+0000"}, "heal t hRul el ds": [ 60, 61], "affects":
{"type": "NODE", "nodeAffectedEntities": {"type":

"SPECI FI C', "nodeType": "ALL","nodes": [17,18]}}}],"actions":
[{"href":

"http://denp. appdynam cs. com 8090/ control | er/ api/accounts/ 2/ applicat
i ons/ 9/ acti onsuppressi ons/ %/Bact i onsuppr essi ons. i d%D/ %/Bact i ons. nam
e% D', "met hod": ["POST", "DELETE"], "nane": "enabled"}],"links":
[{"href":

"http://ec2-54-80-163-175. conput e- 1. anazonaws. com 8090/ control | er/ ap
i /account s/ 2/ appl i cations/ 9/ acti onsuppressi ons/ %’Bacti onsuppr essi ons
.1d%D', "nanme": "actionsuppressions"}]}

Retrieve a Specific Action Suppression by ID
Get the action suppression by specified ID.

URI

/controller/api/accounts/account_id/applications/application_id/actionsuppressions/actionsuppression_id

Input parameters
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Parameter Name Parameter Type Value Mandatory
account_id URI The account id Yes
application_id URI The application id Yes
actionsuppressions_id URI The action suppression id Yes

Example request:

/control |l er/api/accounts/ 2/ applications/9/actionsuppressions/15

Example response:

Status : 200 ok
Qut put Dat a

"2014- 10- 25T04: 16: 30+0000", "endTineM I i s":
"2014-10-25T06: 16: 30+0000"}, "af fects": {"type": "APP"'}}

{"id": "15","nanme": "App-ASW, "tinmeRange": {"startTineMIIlis":

Create a New Action Suppression
This is a POST request. Should return a 201 - created response.

URI

POST /controller/api/accounts/account_id/applications/application_id/actionsuppressions

Input parameters

Parameter Name  Parameter Type Value
account_id URI The account id
application_id URI The application id
name body key The name of the action suppression window
timeRange body key The start and end time of the window
Includes:

startTimeMillis, eg 2014-10-25T04:16:57+0000
endTimeMillis, eg 2014-10-25T05:16:57+0000

healthRulelds body key The ids of the affected health rules. If not provided, all rules affected

affects body key Type of entity and corresponding ids (see below)

Content of "affects"

Scope Type Value Example
Application =~ APP Covers the entire "affects": {"type": "APP"}
application
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Yes

Yes

Yes

Yes
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Business
Transaction

Tier

Node

Machine

Example request

BT

TIER

NODE

Covers one or more
Business
Transactions

All Business
Transactions

Business
Transactions from
specific tiers

Specific Business
Transactions by id

Business
Transactions that
match criteria

Covers one or more
tiers

All tiers

Specific tiers
Covers one or more
nodes

All nodes

Nodes belonging to
specific tiers

Specific nodes

Nodes that match
criteria

MACHINE Covers one or more

machines

"affects": {"type": "BT","btAffectedEntities": {"type": "ALL"}}

"affects": {"type": "BT","btAffectedEntities": {"type": "WITHIN_TIERS","tiers": [11,12]}} where 11,12
are Tier Ids

"affects": {"type": "BT","btAffectedEntities": {"type": "SPECIFIC","bts": [1,2]}} where 1,2 are BT Ids

"affects": {"type": "BT","btAffectedEntities": {"type": "CRITERIA","matchesOperator":
"CONTAINS","matchesValue": "pojo"}}
where "matchesOperator” can be:

* CONTAINS

* EQUALS

¢ STARTS

* ENDS

¢ REGEX_VALUE

"affects": {"type": "TIER","tierAffectedEntities": {"type": "ALL"}}

"affects": {"type": "TIER","tierAffectedEntities": {"type": "SPECIFIC","tiers": [11,12]}} where 11,12
are Tier Ids

"affects": {"type": "NODE","nodeAffectedEntities": {"type": "ALL","nodeType": "ALL"}}

"affects”: {"type": "NODE","nodeAffectedEntities": {"type": "WITHIN_TIERS","nodeType":
"ALL","tiers": [11,12]}} where 11,12 are Tier Ids

"affects": {"type": "NODE","nodeAffectedEntities": {"type": "SPECIFIC","nodeType": "ALL","nodes":
[9,10]}} where 9,10 are Node Ids

"affects": {"type": "NODE","nodeAffectedEntities": {"type": "NAME_CRITERIA","nodeType":
"ALL","nameMatchesOperator": "EQUALS","nameMatchesValue": "Node"}} - String match
"affects": {"type": "NODE","nodeAffectedEntities": {"type": "PROPERTY_CRITERIA","nodeType":
"ALL","metalnfoProperties": [{"name": "ProcessID","value": "12343"}]}} - Meta Info Properties
match

where "matchesOperator” can be:

CONTAINS
EQUALS
STARTS

ENDS

e REGEX_VALUE

"affects": {"type": "MACHINE","machineAffectedEntities": {"type": "SPECITIC","machines": [4,5]}}
where 4,5 are Machine Ids

o note you must spell the value as "SPECITIC" due to a typo in the underlying code.

/control |l er/api/accounts/?2/applications/9/actionsuppressions

Header

® Name: Content-Type

Copyright © AppDynamics 2012-2019

Page 79



APFDYNAMICS

® Value: application/vnd.appd.cntrl+json;v=1

Body

{"name": "App-ASW2","tinmeRange": {"startTimeMIlis":
"2014- 10- 25T04: 16: 30+0000", "endTimeM | | i s":
"2014- 10- 25T06: 16: 30+0000"}, "affects": {"type": "APP'}}

or

{"name": "Node-ASW 1", "tineRange": {"startTineMIlis":

"2014- 10- 25T04: 16: 57+0000", "endTi reM | I i s":

"2014-10-25T05: 16: 57+0000"}, "heal t hRul el ds": [60, 61],"affects":
{"type": "NODE","nodeAffectedEntities": {"type":

"SPECI FI C', "nodeType": "ALL","nodes": [17,18]}}}

Delete a Specific Action Suppression by ID
This is a DELETE request. Should return a 204 - No Content.

URI

DELETE /controller/api/accounts/account_id/applications/application_id/actionsuppressions/actionsuppression_id

Input parameters

Parameter Name Parameter Type  Value Mandatory
account_id URI The account id Yes
application_id URI The application id Yes

actionsuppression_id = URI The id of the action suppression to be deleted Yes
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Configuration API

On this page:

Create and Modify AppDynamics Users

Include or Exclude a Business Transaction from Monitoring
Retrieve All Controller Settings

Retrieve a Controller Setting by Name

Configure Global Controller Settings

Mark Nodes as Historical

The configuration API enables you read and modify selected Controller configuration settings programmatically. You can use the API to
script or automate tasks that need to be performed frequently or in large batches, such as adding users.

The Configuration Export and Import API provides the ability to perform select configuration changes using an API as well
since you can edit and import Controller configuration definition files.

Create and Modify AppDynamics Users

Creates or modifies user accounts in the Controller.
You pass the user configuration settings as query parameters to the API call. The format of the create and modify user calls are

identical except for the user-id parameter, which is not passed for the create operation. The user-id is generated by the create
operation.

Format

POST /controller/rest/users

Input Parameters

Parameter Name  Parameter Type Value Mandatory
user-name Query user name Yes
user-id Query user id No for a create; yes for an update
user-display-name  Query display name Yes
user-roles Query comma-separated list of roles No
user-password Query user password Yes for create; optional for update
user-email Query user email Yes
Example

curl -X POST --user userl@ustonerl:secret

htt p:// deno. appdynami cs. com control | er/ rest/users?user-nane=user 2\ &u
ser - di spl ay- nane=User %20Two\ &user - passwor d=wel cone\ &user - enai | =user 2
\ @xanpl e. com

Include or Exclude a Business Transaction from Monitoring
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You can exclude or include business transaction for monitoring bypassing the exclude parameter to the business-transactions retrieval
API described in Application Model API.

To exclude a business transaction, pass the XML-represented ID of the business transaction to be excluded with the exclude parameter
set to true. To turn on monitoring for a currently excluded business transaction, set the exclude parameter to false.

Send the list of business transactions to be excluded or re-included as the XML-formatted POST payload. A sample
business-transaction list is:

<busi ness-transacti ons>
<busi ness-transacti on>
<i d>15</id>
</ busi ness-transacti on>
<busi ness-transacti on>
<i d>16</id>
</ busi ness-transacti on>
</ busi ness-transacti ons>

Make sure the Content-Type header is set to "application/xml".
Format
POST /controller/rest/applications/application_id/business-transactions

Input Parameters

Parameter Name  Parameter Type  Value

Mandatory
application_id URI Provide either the application name or application id. Yes
exclude Post true|false Yes
Example
curl -X POST -H "Content-Type:text/xm" --user userl@ustonerl:secret

http://deno. appdynam cs.com control | er/rest/applications/6/business-
transacti ons\ ?excl ude=true -d @usi nesstransaction. xn

Retrieve All Controller Settings

The Controller global configuration values are made up of the Controller settings that are presented in the Administration Console.

Format

GET /controller/rest/configuration
Input Parameters

Parameter Parameter Value Mandatory
Name Type
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output Query HTTP Request parameter included as part of the URL to change the output format. Valid values are  No
"XML" (default) or "JSON".

Example

curl --user adm n@ustonerl:secret
htt p://deno. appdynami cs. conf control |l er/rest/configuration

<configuration-itenms><configuration-iten
<nanme>event svc. request. segnent . data. max. retri eval . si ze</ name>
<val ue>5000</ val ue>
<descri pti on>Max nunber of request segnent data that can be
retrieved fromevent service in a query</description>
<updat eabl e>t r ue</ updat eabl e>
<scope>cl ust er </ scope>
</configuration-itenp
<configuration-itenp
<nanme>nmachi ne. agent . max. new. act i ons. per. m n</ nane>
<val ue>15</val ue>
<descri pti on>Maxi nrum nunber of new actions di spatched per mnute
for each machi ne agent </ description>
<updat eabl e>t r ue</ updat eabl e>
<scope>cl ust er </ scope>
</configuration-itenp

<configuration-itenp
<nane>t ss. retention. peri od</ nane>
<val ue>336</ val ue>
<description>Tinme (in hours) to retain 12 hour tss data val ues
before they are purged fromthe system </description>
<updat eabl e>t r ue</ updat eabl e>
<scope>cl ust er </ scope>
</configuration-itenp
<configuration-itenp
<nanme>snapshots. retention. peri od</ nane>
<val ue>336</ val ue>
<description>Time (in hours) to retain snapshots before they are
purged fromthe system </description>
<updat eabl e>t r ue</ updat eabl e>
<scope>cl ust er </ scope>
</configuration-itenr
<configuration-itenp
<name>netrics.mn.retention. peri od</ nanme>
<val ue>4</ val ue>
<description>Time (in hours) to retain mnute nmetric data val ues
before they are purged fromthe system </description>
<updat eabl e>t r ue</ updat eabl e>
<scope>cl ust er </ scope>
</configuration-itenp
<configuration-itenp
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<nanme>system notification. event.types</ nane>

<val ue>L| CENSE, DI SK_SPACE, CONTROLLER AGENT_VERSI ON_| NCOVPATI BI LI TY, C
ONTROLLER_EVENT_UPLQAD LI M T_REACHED, CONTROLLER RSD UPLQAD LI M T_REA
CHED, CONTROLLER_METRI C_REG LI M T_REACHED, CONTROLLER _METRI C_DATA BUFF
ER_OVERFLOW CONTROLLER_ERROR _ADD REG LI M T_REACHED, CONTROLLER ASYNC _
ADD REG LI M T_REACHED, AGENT_ADD BLACKLI ST_REG LI M T_REACHED, AGENT_ME
TRI C_BLACKLI ST_REG LI M T_REACHED, CONTROLLER STACKTRACE _ADD REG LIM T
_REACHED, CONTROLLER_SEP_ADD REG LI M T_REACHED, CONTROLLER MEMORY_ADD _
REG LI M T_REACHED, CONTROLLER_TRACKED OBJECT_ADD REG LI M T_REACHED, CO
NTROLLER_COLLECTI ONS_ADD REG LI M T_REACHED</ val ue>

<descri pti on>Comma separated |ist of Event Types (with no spaces
bet ween each) that will shown as System Notifications in the
Ul . </ descri pti on>

<updat eabl e>t r ue</ updat eabl e>
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<scope>cl ust er </ scope>
</configuration-itenr
</configuration-itens>

Retrieve a Controller Setting by Name

Gets the value of a given Controller configuration setting.

Format

GET /configuration?name=controller_setting_name

Input Parameters

Parameter Name  Parameter Type Value Mandatory
name Query Name of the Controller setting to retrieve Yes
output Query HTTP Request parameter included as part of the URL to change the output format. No

Valid values are "XML" (default) or "JSON".

Example

curl --user adm n@ustomnerl:secret
htt p://deno. appdynamni cs. conf control | er/rest/configuration?nane=netr

cs\.mn\.retention\.period

<configuration-itenms><configuration-iten
<name>netrics.mn.retention. peri od</ nanme>

<val ue>4</ val ue>
<description>Tinme (in hours) to retain mnute netric data val ues

before they are purged fromthe system </description>
<updat eabl e>t r ue</ updat eabl e>
<scope>cl ust er </ scope>

</configuration-itenp

</configuration-itens>

Configure Global Controller Settings

Set a Controller setting to a specified value.

You cannot use this REST API to modify Controller settings on SaaS.

Format

POST /controller/rest/configuration
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Input Parameters

Parameter Name  Parameter Type Value Mandatory
name Query Name of the Controller setting to get. Yes
value Query Value to set. Yes

Mark Nodes as Historical

Mark nodes as historical, which directs AppDynamics to stop collecting metrics for the nodes. By default AppDynamics marks as
historical (soft deletes) a node that has lost contact with the Controller for the number of hours configured in the node.retention.period
controller setting. The default is 500 hours.

Pass one or more identifiers of the node to be marked as historical, up to a maximum of 25 nodes. Multiple IDs should be
comma-separated.

Format

POST /controller/rest/mark-nodes-historical?application-component-node-ids=value

Input Parameters

Parameter Name Parameter Type  Value Mandatory
application-component-node-ids  Query Comma-separated list of node IDs = Yes
Example

curl -X POST --user adni n@ustonerl: secret
htt p: // deno. appdynam cs. conf control | er/ rest/ mar k- nodes- hi stori cal ?ap
pli cation-conponent - node-i ds=44, 45

<appl i cati on- conponent - node-i d>
<44/ >

<45/ >

</ appl i cati on- conponent - node-i d>
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Configuration Import and Export API

On this page:

About the Configuration Import/Export APIs

Export Actions from an Application

Import Actions into an Application

Export Email Action Templates from an Account

Import Email Action Templates

Export HTTP Request Action Templates from an Account
Import HTTP Action Templates into an Account

Export Custom Dashboards and Templates

Import Custom Dashboards and Templates

Export Health Rules from an Application

Import Health Rules into an Application

Export Transaction Detection Rules

Import Transaction Detection Rules

Export Policies

Import Policies

Export Application Analytics Dynamic Service Configuration
Import Application Analytics Dynamic Service Configuration

This page describes the AppDynamics API methods you can use to import and export various types of configuration settings in the
Controller.

About the Configuration Import/Export APIs

The Configuration Import/Export APIs enables you to migrate configuration settings across Controller accounts, business applications,
or Controller instances. You can also use it to add configuration artifacts—such as transaction detection rules, health rules or custom
dashboards—to an existing configuration programmatically.

An exported configuration is an XML or JSON representation of the configuration artifact. After exporting the file, you can upload it to
another account or application, optionally modifying the configuration.

Export Actions from an Application

Exports all actions in the specified application to a JSON file.

To be able to export actions, the user account you use to make the API call must have permissions to view an action or action template
in the application you are exporting from.

Format

GET /controller/actions/application_id

Input parameters

Parameter Name  Parameter Type Value Mandatory
application_id URI The application name or application ID. = Yes
Example
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curl --user userl@ustonerl:secret
htt p://deno. appdynam cs. conf control |l er/actions/7

actionType: "Enmil Action",

name: "6DA8942B- DF4A- 417A- ELNF- 59F14231D670",
priority: 1,

description: null,

t oAddress: "userl@xanpl e. cont,

subject: "",

ti meZone: nul |

actionType: "Di agnosticSessionAction",
name: "M/Di agnotic",

priority: O,

description: null,

busi nessTransactionTenpl ates: [ ],
nunber Of Snapshot sPer M nute: 5,
durationlnM nutes: 10,

adj udi cate: fal se,

adj udi catorEmai |l : nul |

Import Actions into an Application

After you have exported actions, you can import them to a different application passing the JSON file created by the export operation as
the payload to a POST request.

The user account you use to make the API call must have permissions to create an action or action template in the account.

Actions in the import file that have conflicting names with actions in the existing configuration are not imported. The import for those
actions fails, while new actions are imported successfully.

This call takes data as multipart/form-data content. Use UTF-8 URL encoding of the URI before posting; for example, do not replace a
space (" ") with "%20" in the URI.

Format

POST /controller/actions/application_id

Input parameters

Parameter Name  Parameter Type Value Mandatory
application_id URI The application name or application ID.  Yes
Example
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curl -X POST --user userl@ustonerl:secret
htt p://deno. appdynami cs. confcontrol |l er/actions/38 -F
file=@xportActions.json

{"success":true,"errors":[],"warnings":[]}

If there are actions in the file with the same name as ones in the configuration, those actions are not imported, and the response
indicates the success of the request as false, as follows:

{"success":fal se,"errors":["Not inporting Action w th namne:
Dupl i cat eExport edDi agnosti cAction, since it already
exists."],"warnings":["Inported 1 out of 2 actions"]}

Export Email Action Templates from an Account
This API exports all the email action templates in the current account in JSON format.

Format

GET /controller/actiontemplate/email

Example
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curl --user userl@ustonerl:secret
htt p: // deno. appdynami cs. conf control | er/acti ontenpl at e/ emai |

[ {
"actionPl anType" : "emmil",
"name" : "MCustonEmail Tenpl at e"
"oneEnai | Per Event™ : true,
"eventd anpLimit" : 100,
"defaul t Cust onProperties” : [ {
"id" 0,
"version" : 0,
"name" : "env",
"val ue" : "%0S"
Pl
"al | onCust onReci pi ents" : true
"toRecipients" : [ ],
"ccRecipients" : [ ],
"bccRecipients” : [ ],
"headers" : [ ],
"subject" : "W've got a situation...",
"incl udeText Body" : true,
"textBody" : "<hl1>Summary of events occurring during the

${policy.digestDurati onl nM ns}+ mnute(s) prior to
${action.triggerTinme}:</hl> <table> #foreach(${eventList} in
${ful |l Event sByTypeMap. val ues()}) #foreach(${event} in ${eventList})

<tr> <td> <!-- Event icon --> <ing
src="${event. severityl mage. m neContent Ref}" alt="${event.severity}"
/> </td> <td> <!-- Event nane with event link --> <a

hr ef =" ${ event . deepLi nk}">${ event . di spl ayNane} </ a> </td> <td> <!--
Event nessage --> ${event.event Message} </td> </tr> #end #end

</table>"",
"incl udeHt m Body" : true,
"ht m Body" : "<p>Please |look into it.</p>",
"testLoglLevel " : "DEBUG',
"testPropertiesPairs" : [ ],

"test ToRecipients" : [ ],
"t est CcReci pi ents" [ 1,
"testBccRecipients" : [ ],
"event TypeCount Pai r s" [

bl

]

Import Email Action Templates

Enables you to import email action templates to an account as JSON file. The import fails if you attempt to import a template with the

same name as an existing template of the same type in the destination account.
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Data for this call should be in the form of multipart/form-data. Use UTF-8 URL encoding of the URI before posting; for example, do not
replace a space (" ") with "%20" in the URI.

Format

POST /controller/actiontemplate/email

Example
curl -X POST --user userl@ustonerl:secret
htt p://deno. appdynami cs. comf control | er/actiontenpl ate/email -F

file=@nuil actiontenpl ate.json

{"success":true,"errors":[],"warnings":[]}

Export HTTP Request Action Templates from an Account
This API exports all the HTTP request action templates in the current account to a JSON file.

Format

GET /controller/actiontemplate/httprequest/

Example:
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curl --user userl@ustonerl:secret
htt p:// deno. appdynam cs. conf control | er/acti ontenpl at e/ htt prequest

[ {
"actionPl anType" : "httprequest",
"name" : "MyCust onHTTPTenpl at e",
"oneRequest Per Event" : fal se,
"eventd anpLimt" : -1,
"defaul t CustonProperties” : [ 1],
"met hod" : "CET",
"schene" : "HITP",
"host" : "http",
"port" : O,
"pat h"

"/ / deno. appdynani cs. comi/control l er/rest/applications/${l at est Event.
appl i cation. nane}/ nodes/ ${I at est Event . node. nane}",
"query" @ "",
"url Charset" : "UTF_8",
"aut hType" : "BASIC',
"aut hUser nane" : "userl",
"aut hPassword" : "secret",
"headers" : [ ],
"payl oadTenpl ate" : {
"htt pRequest Acti onMedi aType" : "text/plain",
"charset" : "UTF_8",
"fornDataPairs" : [ ],
"payl oad" : ""
1
"connect TineoutInM I lis" : 5000,
"socket TineoutInM I 1is" : 15000,
"maxFol | owRedi rects" : O,
"responseMat chCriteri aAnyTenpl ate" : [ ],
"responseMat chCriteri aNoneTenpl ate" : [ ],
"testLoglLevel " : "DEBUG',
"testPropertiesPairs" : [ ],
"event TypeCount Pai r s" [ 1]

H]

Import HTTP Action Templates into an Account

After you have exported HTTP request action templates, you can import them to a different account by logging into the destination

account and passing the JSON file created by the export operation as the payload to the POST request.

You can modify the exported file before you import it. You might want to do this to remove one or more template configurations or to
change their names. The import will fail if you attempt to import a template with the same name as an existing template of the same

type in the destination account.

Use UTF-8 URL encoding of the URI before posting; for example, do not replace a space (" ") with "%20" in the URI.
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Format

GET /controller/actiontemplate/httprequest

Example

curl -X POST --user userl@ustonerl: secret

http://deno. appdynam cs. confcontrol |l er/acti ontenpl ate/ httprequest -F
file=@ttpactiontenplate.json

{"success":true,"errors":[],"warnings":[]}

Export Custom Dashboards and Templates

You can export and import custom dashboards and custom dashboard templates interactively from the Controller Ul or using this API
call.

See Import and Export Custom Dashboards and Templates Using the Ul for information on importing and exporting custom dashboards
and dashboard templates from the AppDynamics UI.

To export the dashboard, the user making the API call must have permissions to view the custom dashboard.

In the export call, you need to identify the dashboard to export by ID. You can discover the ID of a dashboard in the Controller Ul. When
you open the dashboard in the Ul, the ID appears as the dashboard parameter at the end of the URL.

For example, in this URL snippet, the custom dashboard ID is
3: location=CDASHBOARD_DETAIL&mode=MODE_DASHBOARD&dashboard=3.

Format

GET /controller/CustomDashboardimportExportServliet?dashboardld=dashboard_id

Input Parameters

Parameter Name  Parameter Type Value Mandatory
dashboardld Query The numeric ID of the custom dashboard. Yes
Example
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curl --user userl@ustonerl:secret

rvl et 7dashboar dl d=8

{
"schemaVersion" : null,
"dashboar dFor mat Ver si on" : "3.0",
"nane" "Anal yti cs- Browser Dat a",
"war Roont' : fal se,
"tenplate" : false

}

htt p: // deno. appdynam cs. conf control | er/ Cust onDashboar dl npor t Export Se

View a complete response example:
~ Click to view dashboard export sample...

{
"schemaVersion" : null,
"dashboar dFor mat Ver si on" : "3.0",
"name" @ "Anal ytics-BrowserData",
“description" : null,
“properties” : null,
“"tenpl ateEntityType" : "APPLI CATI ON_COVPONENT_NODE",
"associ atedEntityTenplates” : null,
"m nut esBef oreAnchor Ti ne" : 15,
"startDate" : null,
"endDate" : null,
"refreshinterval™ : 120000,

"backgroundCol or" : 15395562,
"color" : 15395562,
“height" : 768,
"wi dth" : 1024,
"canvasType" : "CANVAS TYPE GRI D',
"l ayout Type" : "",
"wi dget Tenpl ates” : [ {
"wi dget Type" : "Anal yti csWdget",
"title" : "Browser_data",
"hei ght" : 4,
"width" : 4,
"x" 0,
"y" o0,
"l abel ™ : """,
"description” : "",
“drill DownUrl"™ : "",
"useMetricBrowser AsDril | Down" : false,
"backgroundCol or" : 16777215,
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"border Thi ckness" : 0,
“borderCol or" : O,
"backgroundAl pha" : 1.0,
"showval ues" : fal se,
"conpact Mode" : fal se,
"showTi neRange" : fal se,
"render | n3D" : fal se,
"showLegend" : fal se,

"l egendPosi tion" : null,
"l egendCol umCount” : nul I,
"startTinme" : null,
"endTine" : null,

"is@obal" : true,
“propertieshap” : null,
"dat aSeri esTenpl ates" : null,

browser _records LIMT 100, 100" ],
"anal yti csW dget Type"
"maxAl | onedYAxi sFi el ds" : 3,
"maxAl | onedXAxi sFi el ds" : 2,
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"backgroundCol ors" : null,
"backgroundCol orsStr™ : null,
"col or" 4210752,

"fontSize" : 12,

"useAut omat i cFont Si ze" : fal se,
"border Enabl ed" : fal se,

"m nut esBef oreAnchor Ti ne" : O,

"adqgl Queries" : [ "SELECT appkey, pageexperience,
di stinctcount (pageurl) AS \"URL (Count Distinct)\" FROM

" COLUMN",

"mn" @ null,
“interval" : 98,
"max" nul |,
"interval Type" "By Fi xed Nunber",
"showM nExtrenmes" : null,
"showivaxExtremes” : null,
"di spl ayPercenti | eMar kers" nul I,
“percentileValuel” : null,
"percentil eValue2" : null,
"percentil eValue3" : null,
"percentileValued4" : null,
"resolution" : "1ni,
"dat aFet chSi ze" : null,
"percentileLine"” : null,
"timeRangel nterval” : null,
"pollinglnterval™ : null,
"unit" : null

Pl
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"war Roont : fal se,
"tenpl ate" : false

}o

Import Custom Dashboards and Templates

You can import custom dashboard and templates based on a previously exported JSON definition, which has optionally been modified.
Import the definition as an application/json content type.

Data for this call should be in the form of multipart/form-data. Use UTF-8 URL encoding of the URI before posting; for example, do not
replace a space (" ") with "%20" in the URI.

To import a dashboard, the user making the API call must have create dashboard permissions in the Controller.

Prior to version 4.1, exported custom dashboards were in XML format. You can import custom dashboards previously
exported as XML data into the current Controller; however, custom dashboards can only be exported as JSON data.

Format

POST /controller/CustomDashboardImportExportServiet

Example

curl -X POST --user userl@ustonerl:secret
http://deno. appdynam cs. coni control | er/ Cust onDashboar dl nport Export Se
rvlet -F file=@ustondashboards.json

{"success":true,"errors":[],"warnings":[], "creat edDashboar dNane": " Up
| oaded- Anal yti cs- Browser Dat a"}

Export Health Rules from an Application

Returns all health rules in XML format.

The user account you use to make the API call must have permissions to view the health rule.

Format

GET /controller/healthrules/application_id?name=health_rule_name

Input parameters

Parameter Name  Parameter Type Value Mandatory
application_id URI The application name or application ID. Yes

name Query The name of the health rule to export. If not specified, exports all health rules. No
Example
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curl --user userl@ustonerl:secret
htt p: // deno. appdynam cs. conf control | er/ heal t hrul es/ 38?nane=MyCust onH
eal t hRul e

<heal th-rul es controller-versi on="004-002-000- 000" >
<heal t h-rul e>
<nanme>MyCust onHeal t hRul e</ nane>
<t ype>BUSI NESS_TRANSACTI ON</ t ype>
<descri ption/ >
<enabl ed>t r ue</ enabl ed>
<i s-defaul t>fal se</is-defaul t>
<al ways- enabl ed>t r ue</ al ways- enabl ed>
<dur at i on- m n>30</ dur ati on-m n>
<wai t-time-mn>30</wait-tinme-mn>
<affected-entities-match-criteria>
<affected-bt-match-criteria>
<type>ALL</type>
</ affected-bt-match-criteria>
</affected-entities-match-criteria>
<war ni ng- execution-criteria>
<entity-aggregation-scope>
<t ype>ANY</type>
<val ue>0</val ue>
</ entity-aggregation-scope>
<pol i cy-condition>
<type>| eaf </ type>
<di spl ay- name>CPU</ di spl ay- nanme>

<condi ti on-val ue-type>BASELI NE_STANDARD DEVI ATl ON</ condi ti on-val ue-t
ype>
<condi ti on-val ue>2. 0</ condi ti on-val ue>
<oper at or >GREATER_THAN</ oper at or >
<condi ti on- expressi on/ >
<use-active-basel i ne>true</use-active-basel i ne>
<metri c-expression>
<type>| eaf </ type>
<function-type>VALUE</ functi on-type>
<val ue>0</ val ue>

<is-literal -expression>fal se</is-literal-expression>
<di spl ay- nane>nul | </ di spl ay- nane>
<metric-definition>
<type>LOG CAL_METRI C</ t ype>
<l ogi cal - netri c- name>Aver age CPU Used
(ms) </l ogical -nmetric-nane>
</metric-definition>
</ nmetric-expressi on>
</ policy-condition>
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</ war ni ng- execution-criteria>
</ heal th-rul e>
</ heal t h-rul es>

Import Health Rules into an Application

You can import health rules defined in an XML file into a business application.

Data for this call should be in the form of multipart/form-data. In the POST request, use UTF-8 URL encoding for the URI; for example,
do not replace a space (" ") with "%20" in the URI.

By default, a health rule in the posted data with an identical name to one in the existing configuration does not overwrite the existing
health rule. If you want to overwrite an existing health rule of the same name, use the overwrite parameter.

The syntax is the same for importing one health rule configuration or several. All the health rule configurations in the posted XML file
are imported.

Format

POST /controller/healthrules/application_id?overwrite=true_or_false

Input parameters

Parameter Parameter Value Mandatory
Name Type

application_id  URI The application name or application ID. Yes
overwrite Query Set to true to have health rules in the posted data overwrite existing health rules with the same No

name. The default is false.

Example

curl -X PCST --user userl@ustonerl: secret

http://deno. appdynam cs.com control | er/healthrul es/38 -F
file=@pl oadheal t hrul e. xm

I nported 1 health rules successfully.

If the health rule exists and you have not enabled the overwrite parameters, you will get the following response:

Not inporting the health rule: healthrul enane since it already
exi sts.

Export Transaction Detection Rules

Gets all transaction detection rules in XML format. This call returns different types of detection rule configurations when MDS is
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enabled.

You can get transaction detection rules from a number of different configurations, including the configuration for a specific scope by
name.

The URI used by clients for this call should be UTF-8 encoded

Format

GET /controller/transactiondetection/application_id/[scope_name]/rule_type/[entry_point_type]/[rule_name] >> xml_name.xml

Input parameters

Parameter Parameter  Value Mandatory
Name Type
application_id URI The application name or application ID. It can be found in the URL in the address bar if you click the = Yes

specified application. It is an Integer value.
It will return an error if you do not specify.

scope_name URI The name of the scope from which you are exporting the entry point configuration. No
The scope name cannot be "custom" and "auto". If the scope name contains a space, type "%20"
instead of space. Example: curl -X GET --user userl@customerl:welcome http://localhost:8080/co
ntroller/transactiondetection/10/default%20scope/custom >> result.xml
It will export all the rules under all the scopes if you do not specify.

rule_type URI The type of rule to export, from these options: Yes

® auto: Automatic detection rules
® custom: Custom detection rules in the configuration
® exclude: Custom exclude rules for transaction detection

It will return an error if you do not specify.

entry_point_type URI The POJO, Servlet, EJB, Spring Bean, etc. No
It will export the rules which belong to all the entry point types if you do not specify.

rule_name URI The name of the rule which you are exporting. No

It will export all the rules under a scope or all the scopes if you do not specify.

® The order of the parameters cannot be change. The order of the parameters should be: application_id/[scope_name]
/rule_type/[entry_point_type]/[rule_name].

® |t will return an xml file with error content if you use the wrong name(s) in all the parameters.

® Tier information is provided in the scope list.

® |If you do not specify the scope when exporting, then you should also not specify it when importing.

® Please check server.log if you do not get the expected result after exporting.

Scenarios:

® Export the rules from all the scopes.

curl -X GET --user userl@ustonerl:welcone
http://1 ocal host: 8080/ controller/transacti ondetection/applicati
onl D {rule_type} >> {xnm _nane}.xnl

Example:
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curl -X GET --user
user 1@ust oner 1: wel cone http://1 ocal host: 8080/ controller/transa
ctiondetection/ 10/ custom >> result. xn

If you do not include scope_name then the output is divided into three parts under <mds-config-data>: scope-list,
rule-list, and scope-rule-mapping-list.

~ Click to view complete response...

<nds- dat a>
<nds- confi g- dat a>
<scope-|list>
<scope scope-description="" scope-name="scope0"
scope-type="ALL_TI ERS_| N_APP"
scope-version="0"/>
<scope scope-description="" scope-nane="scopel"
scope-type="SELECTED TI ERS"
scope-version="0"/>
</ scope-list>
<rule-list>
<rul e agent-type="APPLI CATI ON_SERVER'
enabl ed="true"
priority="1"
rul e-description="rul el nScopel_SERVLET"
rul e- nane="rul el nScopel SERVLET"
rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xaut odi scoveryrul e": {"aut od
i scoveryconfigs":[]},"txcustonrule":{"type": "I NCLUDE", "t xentr
ypoi nttype": " SERVLET", "mat chcondi tions": [{"type":"HTTP", "http
match": {"uri":{"type": "I S_NOT_EMPTY","matchstrings":[""]}, "pa
raneters":[],"headers":[],"cookies":[]}}],"actions":[],"prope
rties":[]1},"agenttype": " APPLI CATI ON_SERVER'} </t x- mat ch-rul e>
</rul e>
<rul e agent-type="DOT_NET_APPLI CATI ON_SERVER'
enabl ed="true" priority="0"
rul e-descripti on="ASP. NET MVC5 Resource
Handl er"
rul e- nane="ASP. NET WC5 Resource Handl er"
rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xcustonrul e": {"type":"EXCLU
DE", "t xentrypoi nttype":"PQJIO', "mat chcondi tions":[{"type":"HTT
P',"httpmatch": {"paraneters":[], "headers":[],"classmatch": {"t
ype": " MATCHES CLASS", "cl assnanecondi tion": {"type": " EQUALS", "m
atchstrings":["System Web. Opti m zati on. Bundl eHandl er"], "i snot
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":false}},"cookies":[]}}],"actions":[{"type":"HTTP_SPLIT", "ht
tpsplit":{}}],"properties":[]},"agenttype":"DOT_NET_ APPLI CATI
ON _SERVER'} </t x- mat ch-rul e>
</rul e>
<rul e agent-type="APPLI CATI ON_SERVER'
enabl ed="true" priority="0"
rul e-description="test PQIO'
rul e- nane="t est PQJO'
rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xcustonrul e": {"type": " EXCLU
DE", "t xentrypoi nttype":"PQJO', "mat chcondi tions":[{"type":"HIT
P',"httpmatch": {"paranmeters":[],"headers":[],"classmatch":{"t
ype": "MATCHES CLASS", "cl assnanecondi tion": {"type":"EQUALS", "m
atchstrings":["System Wb. Opti m zati on. Bundl eHandl er"], "i snot
":false}},"cookies":[]}}],"actions":[{"type":"HTTP_SPLIT", "ht
tpsplit":{}}],"properties”:[]}, "agenttype": " APPLI CATI ON_SERVE
R'}</tx-match-rul e>
</rul e>
<rul e agent-type="APPLI CATI ON_SERVER'
enabl ed="true" priority="0"
rul e-descri pti on="what ever _SERVLET"
rul e- nane="what ever SERVLET"
rul e-type="TX_ MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xcust onrul e": {"type": " EXCLU
DE", "t xentrypoi nttype": " SERVLET", "mat chcondi tions":[{"type":"
HTTP", "httpmat ch": {"paraneters":[], "headers":[], "cl assmat ch":
{"type":"MATCHES CLASS", "cl assnanmecondi tion": {"type": " EQUALS"
,"matchstrings":["System Web. Opti m zati on. Bundl eHandl er"],"is
not":fal se}},"cookies":[]}}],"actions":[{"type":"HTTP_SPLIT",
"httpsplit":{}}],"properties":[]},"agenttype": " APPLI CATI ON_SE
RVER'} </t x- mat ch-rul e>
</rul e>
</rule-list>
<scope-rul e- mappi ng-1ist>
<scope-rul e- mappi ng scope- nane="scopel" >
<rul e rul e-description="rul el nScopel SERVLET"
rul e-nanme="rul el nScopel_SERVLET"/>
</ scope-rul e- mappi ng>
<scope-rul e- mappi ng scope- nane="scope0" >
<rul e rul e-description="ASP. NET MWC5 Resource
Handl er” rul e- name="ASP. NET MWWC5 Resource Handl er"/>
<rul e rul e-description="what ever _SERVLET"
rul e- nane="what ever _SERVLET"/ >
<rul e rul e-description="test PQIO'
rul e-nane="test PAJO'/ >
</ scope-rul e- mappi ng>
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</ scope-rul e- mappi ng-1ist>
</ nds-confi g- dat a>
</ nds- dat a>

® Export the rules under the specified scope:

curl -X CET --user userl@ustonerl:wel cone
http://1 ocal host: 8080/ control |l er/transacti ondetection/applicati
onl D/ scope_nane/{rul e_type} >> {xm _nane}.xnl

Example:

curl -X CET --user
user l@ust oner 1: wel come http://| ocal host: 8080/ controller/transa
ctiondetection/ 10/ scope0O/ custom >> resul t. xnl

If you include scope_name then only rule-list is included in the output.

w Click to view complete response...

<nds- dat a>
<nds- confi g- dat a>
<rule-list>
<rul e agent-type="DOT_NET_APPLI CATI ON_SERVER'

enabl ed="true" priority="0"
rul e-descri ption="ASP. NET MVC5 Resource

Handl er "
rul e- nane="ASP. NET MWC5 Resource Handl er"
rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xcustonrul e": {"type": " EXCLU
DE", "t xentrypoi nttype": " ASP_DOTNET", "mat chcondi tions": [{"type
"CUHTTP', "httpmatch”: {"paraneters":[], "headers":[],"classmatc
h": {"type":"MATCHES CLASS", "cl assnhanecondition":{"type": " EQUA
LS", "matchstrings":["System Web. Opti m zati on. Bundl eHandl er"],
"isnot":false}},"cookies":[]}}],"actions":[{"type":"HITP_SPLI
T ,"httpsplit":{}}],"properties":[]}, "agenttype": " DOT_NET_APP
LI CATI ON_SERVER'} </ t x- mat ch-rul e>

</rul e>

<rul e agent-type="APPLI CATI ON_SERVER'
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enabl ed="true" priority="0"

rul e-descri pti on="what ever SERVLET"

rul e- nane="what ever _SERVLET"

rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xcustonrul e": {"type": " EXCLU
DE", "t xentrypoi nttype": " SERVLET", "mat chconditions":[{"type":"
HTTP", "httpmat ch": {"paraneters":[], "headers":[],"cl assmatch":
{"type":"MATCHES CLASS", "cl assnanecondition": {"type":" EQUALS"
,"matchstrings":["System Web. Opti m zation. Bundl eHandl er"],"is
not":fal se}},"cookies":[]}}],"actions":[{"type":"HITTP_SPLI T",
"httpsplit":{}}],"properties":[]},"agenttype":"APPLI CATI ON_SE
RVER'} </t x- mat ch-rul e>
</rul e>
<rul e agent-type="APPLI CATI ON_SERVER'
enabl ed="true" priority="0"
rul e-description="test PQIO'
rul e- nane="t est PQJO'
rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xcustonrul e": {"type":"EXCLU
DE", "t xentrypoi nttype":"PQJO', "mat chcondi tions":[{"type":"HTT
P',"httpmatch": {"paranmeters":[],"headers":[],"classnmatch": {"t
ype": " MATCHES _CLASS", "cl assnanecondi ti on": {"type":"EQUALS","m
atchstrings":["System Web. Opti m zati on. Bundl eHandl er"], "i snot
":false}},"cookies":[]}}],"actions":[{"type":"HTTP_SPLIT", "ht
tpsplit":{}}],"properties":[]}, "agenttype":"APPLI CATI ON_SERVE
R'}</tx-match-rul e>

</rul e>
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</rule-list>
</ nds-confi g- dat a>
</ nds- dat a>

® Export the rules belonging to the specified entry point under all the scopes.

curl -X CET --user userl@ustonerl:wel cone
http://1 ocal host: 8080/ control |l er/transacti ondetection/applicati
onl D {rule_type}/{entry point_type} >> {xm nane}.xmn

Example:

curl -X CET --user
user l@ust oner 1: wel come http://| ocal host: 8080/ controller/transa
ctiondetection/ 10/ custonf servlet >> {xnl _nane}. xn

If you do not include scope_name then the output is divided into three parts under <mds-config-data>: scope-list,
rule-list, and scope-rule-mapping-list.

~ Click to view complete response...

<nds- dat a>
<nds- confi g- dat a>
<scope-|list>
<scope scope-description="" scope-nane="scope0"
scope-type="ALL_TI ERS | N_APP"
scope-version="0"/>
<scope scope-description= scope- hanme="scopel"
scope-type="SELECTED TI ERS"
scope-versi on="0"/>
</ scope-list>
<rule-list>
<rul e agent-type="APPLI CATI ON_SERVER'
enabl ed="true"

priority="1"
rul e-description="rul el nScopel_SERVLET"
rul e-nane="rul el nScopel_SERVLET"

rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xaut odi scoveryrul e": {"aut od
i scoveryconfigs":[]},"txcustonrule": {"type": "I NCLUDE", "t xentr
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ypoi nttype": " SERVLET", "mat chcondi tions":[{"type":"HTTP", "http
match": {"uri":{"type": "I S_NOT_EMPTY", "mat chstrings":[""]}, "pa
rameters":[],"headers":[],"cookies":[]}}],"actions":[], " prope
rties":[]},"agenttype": " APPLI CATI ON_SERVER'} </t x- mat ch-rul e>
</rul e>
<rul e agent-type="APPLI CATI ON_SERVER'
enabl ed="true" priority="0"
rul e-descri pti on="what ever _SERVLET"
rul e- nane="what ever SERVLET"
rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xcust onrul e": {"type": " EXCLU
DE", "t xentrypoi nttype": " SERVLET", "mat chcondi tions":[{"type":"
HTTP", "httpmat ch": {"paraneters":[], "headers":[], "cl assmatch":
{"type":"MATCHES CLASS", "cl assnanmecondition": {"type": " EQUALS"
,"matchstrings":["System Web. Opti m zation. Bundl eHandl er"],"is
not":fal se}},"cookies":[]}}],"actions":[{"type":"HTTP_SPLIT",
"httpsplit":{}}],"properties":[]},"agenttype":"APPLI CATI ON_SE
RVER'} </t x- mat ch-rul e>
</rul e>
</rule-list>
<scope-rul e- mappi ng-1i st >
<scope-rul e- mappi ng scope- nane="scopel" >
<rul e rul e-description="rul el nScopel_ SERVLET"
rul e-nane="rul el nScopel SERVLET"/>
</ scope-r ul e- mappi ng>
<scope-rul e- mappi ng scope- nane="scope0" >
<rul e rul e-description="what ever SERVLET"
rul e- nane="what ever SERVLET"/ >
</ scope-rul e- mappi ng>
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</ scope-rul e- mappi ng-1ist>
</ nds-confi g- dat a>
</ nds- dat a>

® Export the rules belonging to the specified entry point under the specified scope.

curl -X CET --user userl@ustonerl:wel cone
http://1 ocal host: 8080/ control |l er/transacti ondetection/applicati
onl D/ scope_nane/{rul e _type}/{entry_point_type} >> {xm _nane}. xmn

Example:

curl -X CET --user
user l@ust oner 1: wel come http://| ocal host: 8080/ controller/transa
ctiondetection/ 10/ scope0O/ custonil servlet >> {xn _nane}. xn

~ Click to view complete response...

<nds- dat a>
<nds- confi g- dat a>
<rule-list>
<rul e agent-type="APPLI CATI ON_SERVER'
enabl ed="true"
priority="1"
rul e-description="rul el nScopel_SERVLET"
rul e- nane="rul el nScopel SERVLET"
rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xaut odi scoveryrul e": {"aut od
i scoveryconfigs":[]},"txcustonmrule": {"type": "I NCLUDE", "t xentr
ypoi nttype": " SERVLET", "mat chcondi tions": [{"type":"HTTP", "http
match": {"uri":{"type": "1 S_NOT_EMPTY","matchstrings":[""]},"pa
raneters":[],"headers":[],"cookies":[]}}],"actions":[], "prope
rties":[1},"agenttype": " APPLI CATI ON_SERVER"'} </t x- mat ch-rul e>
</rul e>
</rule-list>
</ nmds-confi g- dat a>

</ nds- dat a>
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® Export the single rule belonging to the specified entry point under the specified scope.

curl -X GET --user userl@ustonerl:wel come

http://1 ocal host: 8080/ controller/transacti ondetection/applicati
onl D/ scope_nane/{rul e _type}/{entry point type}/{rul e _nane} >>
{xm _nane}.xmn

Example:

curl -X CET --user userl@ustonerl:wel cone
http://1 ocal host: 8080/ controll er/transacti ondetecti on/ 10/ scope0
/custoni servlet/rul e nane >> {xnl _nane}. xni

~ Click to view complete response...

<nds- dat a>
<nds- confi g- dat a>
<rule-list>
<rul e agent-type="APPLI CATI ON_SERVER'

enabl ed="true"

priority="1" rul e-description=""

rul e- nane="rul el nScopel"
rul e-type="TX MATCH RULE" version="0">

<tx-match-rul e>{"type": " CUSTOM', "t xaut odi scoveryrul e": {"aut od
i scoveryconfigs":[]},"txcustonrule":{"type": "I NCLUDE", "t xentr
ypoi nttype": " SERVLET", "mat chcondi tions":[{"type":"HTTP", "http
match":{"uri":{"type":"1 S _NOT_EMPTY","matchstrings":[""]}, "pa
raneters”:[],"headers":[],"cookies":[]}}],"actions":[], "prope
rties":[1},"agenttype": " APPLI CATI ON_SERVER'} </t x- mat ch-rul e>
</rul e>
</rule-list>
</ mds- confi g- dat a>

</ nds- dat a>

Import Transaction Detection Rules

Imports automatic detection rules in XML format. This call returns different types of detection rule configurations when MDS is enabled.
Importing action will overwrite a rule or add the new rule to the all/specified scopes.

Data for this call should be in the form of multipart/form-data. The URI for this call should be UTF-8 encoded.
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Format

POST /controller/transactiondetection/application_id/[scope_name]/rule_type/[entry_point_type]/[rule_name] -F file=@exported_file_na
me.xml

Input parameters

Parameter Parameter Value Mandatory
Name Type
application_id URI The application name or application ID. It can be found in the URL in address bar if you click the Yes

specified application. It is an Integer value.
It will return an error if you do not specify.

scope_name URI The name of the scope from which you are importing the entry point configuration. No
It will import the rules to all the scopes if you do not specify.

rule_type URI The type of rule to import, from these options: Yes

® auto: Automatic detection rules
® custom: Custom detection rules in the configuration
® exclude: Custom exclude rules for transaction detection

It will return an error if you do not specify.
entry_point_type URI The POJO, Servlet, EJB, Spring Bean, etc No
rule_name URI The name of the rule which you are importing. No

It will import all the rules under a scope or all the scopes if you do not specify.

® When you import, if the XML file does not have <scope-list>, then you should type the scope name, otherwise, it will
fail, and vice versa.

® |t will return an error if you use the wrong name(s) in all the parameters.

® If you do not specify the scope when importing, then you should not specify it when exporting.

® Please check server.log if you do not get the expected result after exporting.

Examples

® Import the rule(s) to the application without scopes specified:

curl -X POST --user userl@ustonerl: wel cone
http://1 ocal host: 8080/ controller/transacti ondetection/{applicat
ion_id}/ {rule_type} -F file=@exported_fil e_nane}.xm

® Import the rules to the application with scope specified:

curl -X POST --user userl@ustonerl: wel cone

http://1 ocal host: 8080/ controller/transacti ondetection/{applicat
ion_id}/{scope_nane}/{rul e_type}

-F file=@exported file_nane}.xm

® Please refer to Export Transaction Detection Rules for more scenarios to import.
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Export Policies

You can export policies to a JSON file. Before you export policies, export any actions or health rules with their respective APIs.

Format

GET /controller/policies/application_id

Input Parameters

Parameter Name  Parameter Type Value Mandatory
application_id URI The application name or application ID.  Yes
Example

curl --user userl@ustonerl:secret

htt p:// deno. appdynami cs. confcontrol |l er/policies/application_id

[ {
"applicationNane" : "EConmmer ce- Books",
"name" : "My Policy",
"reactorType" : "I MVED ATE",
"enabl ed" : true,
"bat chActi onsPer M nute" : true,
"durationlnMn" : 1,
"eventFilterTenplate" : {

"appl i cati onNane" : "EConmerce- E2E",
"heal t hRul eNanmes" : null,
"event Types" : [ "POLI CY_OPEN WARNI NG', "POLICY_OPEN CRI TI CAL"
"POLI CY_CONTI NUES_WARNI NG', "POLI CY_CONTI NUES _CRI TI CAL" 1,
"rsdTypes" : null,
"custonkEventFilters” : null,
"specificEntityNamesByType" : null
},
"entityFilterTenplates" : [ ],
"acti onW apper Tenpl ates"” : [ {

"actionTag" : "ops_viewer @cne. cont',

"type" : null,

"val ue" : 0,

"notes" : "Policy: My Policy",

"entityldentifierTenplates" : [ ]
bl

Import Policies

You can import policies that you exported with the Export Policies API. Before you import policies, import any actions or health rules

with their respective APIs.
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You can import a policy after modifying the defined parameter(s) and overwrite the existing policy with the updated one.
Format

POST /controller/policies/application_id ?overwrite=true_or_false

Input Parameters

Parameter Parameter Value Mandatory
Name Type

application_id URI The application name or application ID. Yes
overwrite Query Set to true to have updates to a policy overwrite the existing policy with the same name. The No

default is false.

Example

curl -X POST --user userl@ustonerl:secret
htt p://deno. appdynami cs. confcontrol l er/policies/38 -F
file=@nportPolicies.json

{"success":true,"errors":[],"warnings":[]}

Example to overwrite a policy

curl -X PCST --user userl@ustonerl:secret

http://deno. appdynamni cs. conf control | er/ policies/38\?overwite\=true
-F file=@nportPolicies.json

{"success":true,"errors":[],"warnings":[]}

Export Application Analytics Dynamic Service Configuration

The Analytics Dynamic Service is an AppDynamics app agent plugin that performs Analytics client functions for the agent. Enabling the

Dynamic Service enables AppDynamics Analytics for an app agent type. You can export the Dynamic Service configuration to back up
the configuration or for later import into another Controller.

Format

GET /controller/analyticsdynamicservice/application_id
Input Parameters

Parameter Name  Parameter Type Value

Mandatory
application_id URI The application name or application ID. Yes
filename Query The name of a file to which the configuration will be exported. No
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Example

curl -i --user userl@ustonerl:secret
htt p: // deno. appdynami cs. conf control | er/ anal yti csdynamni cservi ce/ 10

<anal yti cs-dynam c-servi ce-configurations
controll er-versi on="004- 003-000- 000" >
<anal yti cs-dynam c-servi ce-configuration>
<override>true</override>
<agent -t ype>APP_ACENT</ agent - t ype>
<enabl ed>t r ue</ enabl ed>
</ anal yti cs-dynam c-servi ce-configuration>
<anal yti cs-dynam c-servi ce-configuration>
<override>true</override>
<agent -t ype>DOT_NET_APP_AGENT</ agent - t ype>
<enabl ed>t r ue</ enabl ed>
</ anal yti cs-dynam c-servi ce-configuration>
<anal yti cs-dynam c-servi ce-configuration>
<override>true</override>
<agent -t ype>NODEJS APP_AGENT</ agent -t ype>
<enabl ed>t r ue</ enabl ed>
</ anal yti cs-dynam c-servi ce-confi guration>
</ anal yti cs-dynam c-servi ce-configurati ons>

Import Application Analytics Dynamic Service Configuration

The Analytics Dynamics Service configuration determines whether AppDynamics Analytics is enabled for an app agent type. You use
this API to import a previously exported configuration to another Controller.

Data for this call should be in the form of multipart/form-data.
Format
POST /controller/analyticsdynamicservice/application_id

Input Parameters

Parameter Parameter Value Mandatory
Name Type

application_id URI The name or ID identifier of the application to which the Analytics Dynamic Service configuration  Yes
should be applied.

Example
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curl -i -X POST --user userl@ustonerl:secret
htt p: // deno. appdynam cs. conf control | er/ anal yti csdynami cservice/ 10 -F
fil e=@ynam cservi ce. xm

The following listing shows sample contents of the dynamicservice.xml file. Notice that the agent-type element indicates the type of app
server agent to which the enabled state of the dynamics service applies. The APP_AGENT type represents the Java Agent, the
DOT_NET_APP_AGENT the .NET Agent, and so on.

<anal yti cs-dynam c-servi ce-configurations
controll er-versi on="004- 003- 000- 000" >
<anal yti cs-dynam c-servi ce-configuration>
<override>true</override>
<agent -t ype>APP_AGENT</ agent -t ype>
<enabl ed>f al se</ enabl ed>
</ anal yti cs-dynam c-servi ce-confi guration>
<anal yti cs-dynam c-servi ce-configuration>
<override>true</override>
<agent -type>DOT_NET_APP_AGENT</ agent -t ype>
<enabl ed>f al se</ enabl ed>
</ anal yti cs-dynam c-servi ce-confi guration>
<anal yti cs-dynam c-servi ce-configuration>
<override>true</override>
<agent -t ype>NODEJS APP_AGENT</ agent -t ype>
<enabl ed>t r ue</ enabl ed>
</ anal yti cs-dynani c-servi ce-confi guration>
</ anal yti cs-dynam c-servi ce-confi gurations>
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Database Visibility API

On this page:

Get all Collectors

Get a Specific Collector

Create a Collector

Update a Collector

Delete a Specific Collector

Batch Delete Multiple Collectors

Get All Monitored Database Servers

Get Database Server Details

Get all Database Agent Events

Get all Database Monitoring Application Nodes
Ul Collector versus JSON Collector Configuration Field Names

Related pages:

® Add Database Collectors
® Configure the Database Agent to Monitor Server Hardware
® AppDynamics APIs

Use the Database Visibility API to get, create, update, and delete Database Visibility Collectors.

Include the following headers for all Database Visibility API requests:

Accept: application/json; Content-type: application/json

JSON is currently the only supported format.

Get all Collectors

CET /control |l er/rest/dat abases/coll ectors

Get a Specific Collector

CGET /control l er/rest/dat abases/col | ectors/{configurationld}

Create a Collector
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POST /control | er/rest/ databases/col | ectors/create

The JSON you send must contain the relevant Collector information. The required fields describing the Collector vary based on the type
of database. See the table in the "Ul Collector versus JSON Collector Configuration Field Names" section that follows for more
information.

Below is a sample JSON request payload:

{
"type":"MYSQL",
"nanme": "l ocal docker dbagent- MySQ.Col | ector",
"host nane": "nysql ",
"port":"3306",
"usernane":"root",
"passwor d": "appdynam cs_redact ed_password",
"“enabl ed": true,
"excl udedSchenmas": nul |,
"dat abaseNane": nul |,
"failoverPartner":null,
"connect AsSysdba": f al se,
"useServi ceNane": f al se,
"sid":null,
"cust omConnectionString": null,
"enterpriseDB": fal se,
"useSSL": f al se,
"enabl eCShbnitor": fal se,
"host GS": nul |,
"uselLocal WM ": f al se,
"host Domai n": nul |,
"host User nane": nul |,
"host Password": """,
"dbl nstancel dentifier":null,
“region":null,
“certificateAuth":fal se,
"renoveliteral s":true,
"sshPort": 0,
"agent Nane": "1 ocal docker _dbagent",
"dbCyber Ar kEnabl ed": f al se,
"dbCyber ArkAppl i cation": null,
"dbCyber ArkSafe": nul I,
"dbCyber Ar kFol der": nul |,
"dbCyber ArkCbj ect": nul |,
"hwCyber Ar kEnabl ed" : f al se,
"hwCyber Ar kAppl i cation": nul |,
"hwCyber ArkSaf e": nul I,
"hwCyber Ar kFol der": nul |,
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"hwCyber ArkCbj ect": nul |,

"or apki Ssl Enabl ed": f al se,
"orassl Cient Aut hEnabl ed": f al se,
"orassl TruststoreLoc": nul I,
"orassl TruststoreType": null,
"orassl Trust st orePassword": "",
"orassl KeystoreLoc": nul I,
"orassl KeystoreType": nul |,
"orassl Keyst orePassword": "",

"l dapEnabl ed": f al se,
"customvetrics":null,

"subConfigs":|

{

"type":"MYSQ",

"nanme": "l ocal docker_dbagent - MySQLCol | ect or sub-col |l ector™,
"host nane": "nysql -renote",

"port":"3388",

"usernane":"root",
"password": "different-password",
"enabl ed": true,

"excl udedSchemas": nul |,

"dat abaseNane": nul |,
"failoverPartner":null,
"connect AsSysdba": f al se,
"useServi ceNane": f al se,
"sid":null,

"cust omConnectionString": null,
"enterpriseDB": fal se,
"useSSL": f al se,

"enabl eCSMoni tor": f al se,
"host GS": nul |,

"useLocal WM ": f al se,

"host Domai n": nul |,

"host User nane": nul |,

"host Password":"",

"dbl nstancel dentifier":null,
"region":null,
"certificateAuth":false,
"renmovelLiteral s":true,
"sshPort": 0,

"agent Nane": "l ocal docker _dbagent",
"dbCyber Ar kEnabl ed": f al se,
"dbCyber ArkAppl i cation": null,
"dbCyber ArkSaf e": nul I,
"dbCyber Ar kFol der": nul |,
"dbCyber ArkCbj ect": nul |,
"hwCyber Ar kEnabl ed": f al se,
"hwCyber Ar kAppl i cation": null,
"“hwCyber ArkSaf e": nul I,
"hwCyber Ar kFol der": nul |,
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"hwCyber ArkCbj ect": nul |,

"or apki Ssl Enabl ed": f al se,
"orassl Cient Aut hEnabl ed": f al se,
"orassl TruststoreLoc": nul I,
"orassl TruststoreType": null,
"orassl Trust st orePassword": "",
"orassl Keyst orelLoc": nul |
"orassl Keyst oreType": nul |
"orassl Keyst orePassword": "",

"1 dapEnabl ed": f al se

"customvetrics": nul
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Update a Collector

1. Make a GET request for the collector that you want to update.

2. Copy the JSON response body that is returned by the GET request to a text editor, and modify the fields that you want to
update.

3. Make a POST request for the collector that you want to update, and include the updated JSON.

POST /control | er/rest/ dat abases/col | ect ors/update

Below is a sample JSON request payload:

"id": 1,

"type":"MYSQL",

"nanme": "l ocal docker dbagent- MySQ.Col | ector",
"host nane": "nysql ",

"port":"3306",

"usernane":"root",

"passwor d": "appdynam cs_redact ed_password"”,
"enabl ed": true,

"excl udedSchemas": nul |,
"dat abaseNane": nul |,
"failoverPartner":null,
"connect AsSysdba": f al se,
"useServi ceNane": f al se,
"sid":null,

"cust omConnectionStri ng'
"enterpriseDB": fal se,
"useSSL": fal se,

"enabl eCSMoni tor": f al se,
"host GS": nul |,

"useLocal WM ": f al se,
"host Domai n": nul |,

"host User nane": nul |,
"host Password":"",

"dbl nstancel dentifier":null,
“region":null,
"certificateAuth":fal se,
"renovelLiteral s":true,

null,
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"sshPort": 0,

"agent Nane": "l ocal docker _dbagent ",
"dbCyber Ar kEnabl ed": f al se,
"dbCyber ArkAppl i cation": null,
"dbCyber ArkSafe": nul I,
"dbCyber ArkFol der": nul |,
"dbCyber ArkCbj ect": nul |,
"hwCyber Ar kEnabl ed" : f al se,
"hwCyber Ar kAppl i cation": nul |,
"hwCyber ArkSaf e": nul I,
"hwCyber Ar kFol der": nul |,
"hwCyber ArkObj ect": nul |,

"or apki Ssl Enabl ed": f al se,
"orassl Cient Aut hEnabl ed": f al se,
"orassl TruststoreLoc": nul I,
"orassl TruststoreType": null,
"orassl Trust st orePassword":"",
"orassl KeystorelLoc": nul I,
"orassl KeystoreType": nul |,
"orassl Keyst orePassword": "",

"1 dapEnabl ed": f al se,
"customvetrics":null,
"subConfigs":|

{

"id": 2,

"type":"MYSQL",

"nanme": "l ocal docker _dbagent - MySQ.Col | ect or sub-col |l ector",
"host nane": "nysql ",

"port":"3388",

"usernane":"root",

"passwor d": "appdynam cs-redact ed- password"”,
"enabl ed": true,

"excl udedSchemas": nul |,

"dat abaseNane": nul |,
"failoverPartner":null,
"connect AsSysdba": f al se,
"useServi ceNane": f al se,
"sid":null,

"cust omConnectionString":null,
"enterpriseDB": fal se,
"useSSL": fal se,

"enabl eCSMoni tor": f al se,
"host GS": nul |,

"useLocal WM ": f al se,

"host Domai n": nul |,

"host User nane": nul |,

"host Password":"",

"dbl nstancel dentifier":null,
“region":null,
"certificateAuth":fal se,
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"renovelLiteral s":true,
"sshPort": 0,

"agent Nane": "l ocal docker _dbagent",
"dbCyber Ar kEnabl ed": f al se,
"dbCyber ArkAppl i cation": null,
"dbCyber ArkSafe": nul I,
"dbCyber Ar kFol der": nul |,
"dbCyber ArkCbj ect": nul |,
"hwCyber Ar kEnabl ed": f al se,
"hwCyber Ar kAppl i cation": nul |,
"hwCyber ArkSaf e": nul I,
"“hwCyber Ar kFol der": nul |,
"hwCyber ArkObj ect": nul |,

"or apki Ssl Enabl ed": f al se,
"orassl C i ent Aut hEnabl ed": f al se,
"orassl TruststoreLoc": nul |,
"orassl TruststoreType": null,
"orassl Trust st orePassword": "",
"orassl KeystoreLoc": nul I,
"orassl KeystoreType": nul |,
"orassl Keyst orePassword": "",

"1 dapEnabl ed": f al se,
"customvetrics": null
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The JSON you send must contain all the details of the existing collector with only the fields that you want to modify changed. To ensure
you have all the fields, use the Get a Specific Collector call.

To add a new sub-collector to an existing collector, provide the sub-collector details without the i d field.

Delete a Specific Collector

DELETE /control | er/ rest/ dat abases/ col | ect ors/{configurationld}

Below is an example of a delete request.

DELETE /control | er/ rest/ dat abases/col | ectors/{1}

Batch Delete Multiple Collectors

PCOST /control | er/rest/ dat abases/ col | ect ors/ batchDel ete

Send an array of the configuration Ids of the Collectors.

Below is an example of a batch delete command.

curl --user {usernane} @ account_name}: {password} -H "Accept:
application/json" -H "Content-type: application/json" -X POST -d
"T1,2,3]"

{Controller_URL}/controller/rest/databases/collectors/batchDel ete

Get All Monitored Database Servers
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GET /controller/rest/databases/ servers

Example

curl --user {usernane} @ account_nane}: { password}
{Controller_URL}/control |l er/rest/databases/servers

The output is a list of database servers and their details.

Get Database Server Details

CGET /control l er/rest/dat abases/servers/{dbserver _id}

Example

curl --user {usernane} @ account nane}: {password}
{Controller URL}/controller/rest/databases/servers/{dbserver _id}

The output contains a list of the database's details, including name, node ID, and database type.

Get all Database Agent Events

CGET /control ler/rest/applications/_dbnon/events

For a list of query string parameters, see Retrieve Event Data.

Example
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curl --user {usernane} @ account _name}: { passwor d}
{Controller_URL}/controller/rest/applications/_dbnon/events?ti ne-range-ty
pe=BEFORE_NOWMdur at i on-i n- m ns=30&event -t ypes=%20ACGENT_EVENT, DB_SERVER PA
RAMTER CHANGE&severi ti es=I NFO, WARN, ERROR

The output gives you a list of events. For each event element, you can determine the node that the event is mapped to by looking for
the entity-definition element.

Get all Database Monitoring Application Nodes

CGET /control ler/rest/applications/_dbnon/ nodes

Example

curl --user {usernane} @ account nane}: {password}
{Controller_URL}/controller/rest/applications/_dbnon/ nodes

Ul Collector versus JSON Collector Configuration Field Names

Use the table below to ensure you use the correct field names for your API calls. The Collector configuration field names are described
in Configure the Database Agent to Monitor Server Hardware and Add Database Collectors.

Section Ul Collector JSON Collector Configuration Field Name
Configuration Field
Name

id (AppDynamics assigns this ID to the Collector when you configure the Collector.
You need this ID when doing a batch delete.)

Database Type type

Database Agent agentName

Database name
Connection Hostname/IP Address hostname
Details

EnterpriseDB enterpriseDB

Failover Partner failoverPartner
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Listener Port port

Custom JDBC Connection  customConnectionString
String

Use Service Name useServiceName

SID or SERVICE_NAME sid

Connect as a sysdba connectAsSysdba
Username username
Password password

Logging Enabled

Hardware Monitor Operating System  enableOSMonitor
Monitoring
Operating System hostOS
Use Local WMI uselLocalWMI
Domain hostDomain
SSH Port sshPort
Use certificate certificateAuth
Username hostUsername
Password hostPassword
SSL field

In addition to JSON Configuration Fields listed above, there is also the ssl field. SSL is a configurable property for the
Database Agent. If the Database Agent has been configured to use SSL, then you must also provide the ssl field and its
value in your Database Visibility API calls.
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Analytics Events API

On this page:

About the Analytics Events API
Custom Event Ingestion Limits
Publish Events

Create Event Schema
Retrieve Event Schema
Update Event Schema

Delete Event Schema

o
°
°
o
o
L]
L]
® Querying Events

AppDynamics Application Analytics provides built-in support for collecting analytics data from various types of sources, such as
agent-instrumented Java applications, .NET applications, browser applications, and more. The Analytics Events API lets you
supplement the built-in analytics data sources with your own custom data sources and event types.

The custom events collected by the Analytics Events API are metered and are in addition to the transaction events published by the app
agents. Publishing custom events requires Transaction Analytics licensing. Transaction Analytics license units determine the limit on
the volume of custom events that you can publish.

About the Analytics Events API

In Application Analytics, an event encapsulates a unit of analytics data. In APM, for example, each event corresponds to a method or
service invocation, whether an entry point service or downstream service.

With the Analytics API, you define the structure of your own custom event in the data store, capture the event records as they occur in
your custom source, and send them to the Events Service, the data store for Analytics. Once your data is in the Events Store, users can
query your data through the Controller Ul or the Analytics Events API.

Analytics Events API uses a shared key to authenticate clients to the Events Service. As a Controller or Analytics Administrator, you
can generate API keys from the Controller Ul, see Managing API Keys for information.

A transaction analytics license is required for using the Events Service API. The same licensing model that applies to business
transactions for custom events (based on the number of events per unit/day) applies to the API.

Addressing the Events Service Data Store

Unlike most AppDynamics REST APIs, which are presented at the Controller, you access the Analytics Events API by addressing the
Events Service instance in the AppDynamics platform.

For a SaaS instance, you address the Events Service at one of the following URLSs:

Region URL

North America https://anal ytics. api . appdynam cs. com

Europe https://fra-ana-api.saas. appdynanmi cs. com

For an on-premises Events Service, address the Events Service instance host (or more likely, the virtual IP presented by a load
balancer for the Events Service cluster). Use the primary listening port for the Events Service, 9080, by default.

Calls to the Analytics Events API need to specify the global account name for the Controller account being address, and the API key
generated by the administrator for this client. The API expects the values as headers. As cURL arguments, for example, the values
would be passed as follows:
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- H' X- Event s- APl - Account Name: <gl obal _account nane>"
- H' X- Event s- API - Key: <api _key>"

You can get the global account name to use from the License page in the Controller Ul. The API keys are described in Managing API
Keys.

The content type, also as a cCURL argument, is:

-H'Content-type: application/vnd. appd. event s+j son; v=2"

AppDynamics strongly recommends the use of SSL/HTTPS to access the API. Otherwise, the key is sent in plain text.

For security reasons, the Analytics Events API, by default, does not accept cross-origin HTTP requests, such as from links
embedded directly in web pages.

Data Format

The Analytics Events API takes events as JSON-formatted name-value pair data.

Before sending data that conforms to a custom events schema, you need to define the data structure for the custom schema. The
Events Service matches incoming events data to the appropriate schema.

Supported Data Types

® string
® integer
* float
® boolean
® date - Supported time formats include:
® |SO 8601 format: yyyy- Mt dd' T' HH: nm ss. SSSZZ
® UNIX epoch date format: A 13-digit number representing the number of seconds/milliseconds since UNIX epoch time
(Jan 1 1970). For example, (GMT): Mon, 17 Apr 2017 23:46:22 GMT would be 1492472782000.

Naming Restrictions

Custom event names and field names must conform to the following:

® Contain only a-z, A-Z, _ (underscore), 0-9
® Names can not start with a number.

Timestamp Fields

Two implicit timestamp fields are automatically added to custom schemas:
® eventTimestamp
® pickupTimestamp

The eventTimestamp field represents the time an event occurred. An API client can specify a value for the timestamp field when it
creates an event. If it does not, the Analytics Events API uses the same value for eventTimestamp as it uses for another implicit field,
pickupTimestamp. The pickupTimestamp field, which is always populated by the Event Service, represents the time the event was
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received by the Event Service.

You can express the timestamp fields using ISO 8601 or UNIX epoch time (64-bit milliseconds) format.

Example API Call Flow

The following steps take you through a simple workflow for using the Analytics Events API. The steps show cURL examples for creating
a schema, publishing an event to that schema, and then querying the event.

1. Define the schema by associating field names with data types. For example, the following defines a Purchase event type:

curl -X POST

"<events_servi ce_endpoi nt >: 9080/ event s/ schena/ nyPr oduct s"
- H' X- Event s- APl - Account Nane: cust oner 1_1234- 567a- bccc- 123"
- H'X- Event s- APl - Key: al23b456- c789- 1d23- e456- nnn"
-H'Content-type: application/vnd. appd. event s+j son; v=2" -d

"{"schema" : { "id": "string", "productBrand": "string",
"userRating": "integer", "price": "float", "productNane":
"string", "description": "string" } }'

2. Publish an event based on the schema you created:

curl -X POST
"<events_service_endpoi nt >: 9080/ event s/ publ i sh/ nyPr oduct s"

- H' X- Event s- APl - Account Nane: cust oner 1_1234-567a- bccc- 123"

- H'X- Event s- APl - Key: a123b456- c789- 1d23- e456- nnn"
-H'Content-type: application/vnd. appd. event s+j son; v=2" -d
"[{"id": "5653b879ab33a", " product Brand": "ACME", "userRating":
3,"price": 2006.41, "product Nane": "Watch","description": "new
wat ch"}, {"id": "5653b879700", " product Brand"
"Wdget","userRating": 1,"price": 3800. 13, "product Nanme"

"Wat ch", "description": "2015 watch"}]"

3. Query the event data:

curl -X POST
"http://<events_servi ce_endpoi nt >: 9080/ event s/ query"

- H' X- Event s- APl - Account Nane: cust onmer 1_7xxx- 467a- bccc- xxx"
- H'X- Event s- APl - Key: al123b456- c789- 1d23- €456- nnn"
-H'Content-type: application/vnd. appd. event s+t ext;v=2" -d
" SELECT * FROM myPr oduct s’

If including fields with ADQL keywords, enclose the keywords in single quotes. These keywords include, for example, bet ween, i n, se
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| ect, and others.

For a single query request, use this content type:

-H'Content-type: application/vnd. appd. event s+t ext; v=2"

In a multi-query request, the queries are passed as JSON body text. In this case, use the following content type header:

-H'Content-type: application/vnd. appd. event s+j son; v=2"

Custom Event Ingestion Limits

Controller ingestion of custom events has the following limits:

® Fields: 255 maximum per event type

® String attributes: 4 kb maximum length
® Batch total count: 1000 events per call
® Batch total size: 5 Mb maximum per call
® Max custom events for an account: 20

Publish Events

The Publish Events API call takes an array of events and stores them in the Event Service storage. The data must comply with an
existing schema. A single request cannot publish to multiple event types.

If the event data doesn't match an event schema, the Events Service makes a best-effort attempt to match the data to the schema and
returns a 400 bad request if unsuccessful.

Format

POST
http://<events_servi ce_endpoi nt >: 9080/ event s/ publ i sh/ { schenaNane}

Headers

Name Description
X-Events-API-AccountName = The global account name, as shown in the Controller Ul License page.
X-Events-API-Key The Analytics API key. See Managing API Keys for more information.

Content-Type The Content-Type of the request body. The default is "application/vnd.appd.events+json;v=2" which
also versions the resource representation (v=2).

Publish response
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HTTP/ 1.1 202 ACCEPTED

Error Codes

Error Code Description

400 The given request was invalid.

401 The given authentication information provided in the authorization header was invalid.
404 No event type could be found for this account.

406 The "Accept" header was not "application/vnd.appd.events+json;v=2".

413 The request body is larger than the max allowed size.

415 The "Content-Type" header was not "application/vnd.appd.events+json;v=2".

429 Too many requests. Returned when account or event reaches limits.

Create Event Schema
You use this APl method to create your own event schema. The schema defines the overall structure of an event type by field and
type.

You only need to use this method if the event you are uploading does not match an existing schema for first class event types (such as
logs or transactions). Events that conform to an existing schema automatically match that schema. Be sure to review the supported dat
a types and naming restrictions described earlier in this topic.

Format

POST http://<events_service_endpoi nt>: 9080/ event s/ scherma/ { schemaNane}

Path Params

Name Description
accountld Account ID

schemaName Event schema name
Query Params
N/A

Headers

Name Description

X-Events-API-AccountName = The global account name, as shown in the Controller Ul License page.
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X-Events-API-Key The Analytics API key. See Managing API Keys for more information.

Accept The Content-Type of the response body. The supported value is "application/vnd.appd.events+json;v=
2",

Content-type The Content-Type of the request body. The default is "application/vnd.appd.events+json;v=2" which

also versions the resource representation (v=2).

Example Create Request

POST http://anal ytics. api . exanpl e. conif event s/ schema/ { schenmaNane}
HTTP/ 1.1

X- Event s- API - Account Nane: <gl obal _account name>

X- Event s- APl - Key: <api _key>

Cont ent - Type: application/vnd. appd. event s+j son; v=2

Accept: application/vnd. appd. event s+j son; v=2

{
"schema" : {
"account": "integer",
"amount": "float",
"product": "string"
}
}

Example response

HTTP/ 1.1 201 CREATED

Retrieve Event Schema

Use this API to retrieve an existing event schema.

Format

CET http://<events_servi ce_endpoi nt>: 9080/ event s/ schena/ { schenmaNane}

Path Params

Name Description

accountld Account ID
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schemaName Event schema nhame

Query Params

N/A
Headers

Name
X-Events-API-AccountName
X-Events-API-Key
Accept

=2",

Example Retrieve Request

Description

The global account name, as shown in the Controller Ul License page.

The Analytics API key. See Managing API Keys for more information.

The Content-Type of the response body. The supported value is "aapplication/vnd.appd.events+json;v

HTTP/ 1.1

CET http://anal ytics. api . exanpl e. conif event s/ schena/ { schenaNane}

X- Event s- API - Account Nane: <gl obal _account _name>

X- Event s- API - Key: <api _key>
Accept: application/vnd. appd. event s+j son; v=2

Example Response

HTTP/ 1.1 200 OK

{

"schema" :@ {
"account":
"product":

}

}

"integer",
"anmount": "float",

Update Event Schema

Use this API to update an existing event schema by field. The request body defines the updates to be applied to the event schema.

As shown in the example below, you specify each field update action as a named section in the request body. The actions are

represented by these fields:

® add field
® rename field

For the add field definition, you need to specify the data format for the new field, as you would when creating the event schema.

The response to this call should be the complete event schema as modified.

Copyright © AppDynamics 2012-2019

Page 130


https://docs.appdynamics.com/display/PRO45/Managing+API+Keys

APPDYNAMICS

Format

PATCH http://anal ytics. api . exanpl e. conf event s/ schema/ { schemaNane}
X- Event s- API - Account Nane: <gl obal _account _name>
X- Event s- APl - Key: <api _key>

Path Parameters

Name Description
accountld Account id

schemaName Event schema name

Query Params

N/A

Headers

Name Description

X-Events-API-AccountName = The global account name, as shown in the Controller Ul License page.
X-Events-API-Key The Analytics API key. See Managing API Keys for more information.
The Content-Type of the response body. The supported value is "application/vnd.appd.events+json;v=

Accept
2",

Content-type The Content-Type of the request body. The default is "application/vnd.appd.events+json;v=2" which
also versions the resource representation (v=2).

Example Update Request
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PATCH http://anal ytics. api . exanpl e. conf event s/ schena/ { schenmaNane}
HTTP/ 1.1

X- Event s- APl - Account Nane: <gl obal _account _name>

X- Event s- API - Key: <api _key>

Content-type: application/vnd. appd. event s+j son; v=2

Accept: application/vnd. appd. event s+j son; v=2

[

{
"add": {
"newfield": "integer"
}
"renane": {
"ol dnane": "newnane",
"ol dnane2": "newnane2"
}
}

Example Response

HTTP/ 1.1 200 OK

Delete Event Schema

Use this API to delete an existing event schema.

Format

DELETE
http://<events_servi ce_endpoi nt >: 9080/ event s/ schema/ { schemaNane}

X- Event s- APl - Account Nane: <gl obal _account nanme>
X- Event s- APl - Key: <api _key>

Path Params

Name Description

accountld  Account id
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eventType Event schema name

Query Params

N/A

Headers

Name

Description

X-Events-API-AccountName = The global account name, as shown in the Controller Ul License page.

X-Events-API-Key The Analytics API key. See Managing API Keys for more information.

Accept

The Content-Type of the response body. The following is the supported value: appl i cati on/vnd. a
ppd. event s+j son; v=2

Example Delete Request

DELETE http://anal ytics. api . exanpl e. com event s/ schenma/ { schenaNane}

HTTP/ 1.1

X- Event s- APl - Account Nane: <gl obal _account nanme>
X- Event s- API - Key: <api _key>

Accept: application/vnd. appd. event s+j son; v=2

Querying Events

When querying analytics events data, the following apply:

Every Events Service API has a limit of 200 searches per minute by each account on each event type.
The Multi-Query Events API is limited to twenty queries per HTTP request.
The Analytics Query API can return a maximum of 10,000 results.
Limits work differently for aggregation and non-aggregation queries. Because we use the limits specified in the ADQL query as
the bucket count limit, it isn’t possible to use it as the overall result count limit as well. Therefore, the URL parametric limit is
used for the overall limit. In the case of non-aggregation queries, there is no bucket limit, so the limit specified in the ADQL
query is taken as the row count limit and URL parametric limit becomes the second place to look for it if ADQL query doesn't
specify a limit.
® For aggregation queries: the total returned row count is limited by the limit in the URL query parameter, and is not
directly related to the limits specified in the ADQL query statement itself. The limits in the ADQL query apply only to
bucket counts in aggregations.
® For non-aggregation queries: If LIMIT is not specified in the SELECT statement, the value specified in the URL query
parameter is used. If the limit query parameter is also absent the default is 100.

Query Events (Single Query)

There are two ways to use the query events APIs, either as a simple text format query or as a JSON-formatted query. The
JSON-formatted query can accommodate multiple queries per call and is described in Query Events (Multiple Queries).

An event type might search against multiple event types. Therefore, the event type is not provided in the URL path or as a query
parameter, but as part of the ADQL query provided in the request body itself. Your ADQL queries must adhere to the syntax described

in the ADQL Reference.

This section describes the single query form for querying events.

Format
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POST http://<events_servi ce_endpoi nt >: 9080/ event s/ query
X- Event s- API - Account Nane: <gl obal _account _name>

X- Event s- API - Key: <api _key>

Content-type: application/vnd. appd. event s+t ext; v=2

Query Params

Name Description

start Filter results based on the minimum event time stamp, specified in ISO 8601 time (https://en.wikipedia.org/wiki/ISO_8601)
or Unix time (http://en.wikipedia.org/wiki/Unix_time). If not specified, then the default is no minimum time stamp filtering.
Note that data returned will always be limited by the data retention.

Specify the time in combined UTC date and time format or epoch milliseconds.
Start time is inclusive of limiting timestamps.

end Filter results based on the maximum event time stamp, specified in ISO 8601 time (https://en.wikipedia.org/wiki/ISO_8601)
or Unix time (http://en.wikipedia.org/wiki/Unix_time). If not specified, then the default is no maximum time stamp filtering.
Note that data returned will always be limited by the data retention.

Specify the time in combined UTC date and time format or epoch milliseconds.
End time is inclusive of limiting timestamps.

limt Limits the number of results returned. The default value is 100. The upper limit on the results that can be fetched is 10,000.

Headers

Name Description
X-Events-API-AccountName = The global account name, as shown in the Controller Ul License page.
X-Events-API-Key The Analytics API key. See Manage API Keys for more information.

Accept The Content-Type of the response body. The supported value is
"application/vnd.appd.events+json;v=2".

Content-type The Content-Type of the request body. The default is "application/vnd.appd.events+text;v=2" which
also versions the resource representation (v=2).

Example Query Request
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POST

d=1423687476000& i m t =20000 HTTP/ 1.1

X- Event s- API - Account Nane: <gl obal _account _name>

X- Event s- API - Key: <api _key>

Cont ent - Type: application/vnd. appd. event s+t ext; v=2
Accept: application/vnd. appd. event s+j son; v=2

SELECT * FROM county VWHERE si ze>=30 AND popul ati on>20000

http://anal ytics. api . exanpl e. conf event s/ query?start=1422823420000&en

Example Response

HTTP/ 1.1 200 &K

{
"total ": 1000,
"fields": [
{ "label": "eventTinestanp", "field": "eventTi nestanp”,
"type": "date", "aggregation": null },
{ "label": "size", "field": "size"
"type": "integer", "aggregation": null },
{ "label": "population", "field": "population",
"type": "integer", "aggregation": null },
{ "label": "pickupTimestamp", "field": "pickupTinmestanmp",
"type": "date", "aggregation": null }

] il
"results": |
[ "2015-01-03T23: 55: 39. 801-08: 00", 35, 47500,

"2015-02-11T19: 52: 28. 805Z" ],

]

Query Events (Multiple Queries)

Use this API to execute multiple queries against a particular account and event type in parallel. A query event that specifies multiple
queries does so by including multiple ADQL queries in the body of the request. Your ADQL queries must adhere to the syntax

described in the ADQL Reference.

The advantage of using queries in this form is that it takes advantage of certain backend optimizations in query performance. Query

filter criteria, such as time range and limit, can be overridden by each inner query.
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The Multi-Query Events API is limited to twenty queries per HTTP request.

Format

POST http://<events_servi ce_endpoi nt>: 9080/ event s/ query
X- Event s- API - Account Nane: <gl obal _account _name>
X- Event s- API - Key: <api _key>

Path Params

None

Query Params

Name Description

start Filter results based on the minimum event time stamp, specified in ISO 8601 time (https://en.wikipedia.org/wiki/ISO_8601)
or Unix time (http://en.wikipedia.org/wiki/Unix_time). If not specified, then the default is no minimum time stamp filtering.
Specify the time in combined UTC date and time format or epoch milliseconds.
Start time is inclusive of limiting timestamps.

end Filter results based on the maximum event time stamp, specified in ISO 8601 time (https://en.wikipedia.org/wiki/ISO_8601)
or Unix time (http://en.wikipedia.org/wiki/Unix_time). If not specified, then the default is no maximum time stamp filtering.
Specify the time in combined UTC date and time format or epoch milliseconds.
End time is inclusive of limiting timestamps.

limt Limits the number of results returned. The default value is 100. The upper limit on the results that can be fetched is 10,000.

Headers

Name Description

X-Events-API-AccountName = The global account name, as shown in the Controller Ul License page.

X-Events-API-Key The Analytics API key. See Managing API Keys for more information.
Accept The Content-Type of the response body. The supported value is
"application/vnd.appd.events+json;v=2".
Content-type The Content-Type of the request body. The default is "application/vnd.appd.events+json;v=2" which
also versions the resource representation (v=2).
Payload
Field Description
label  (Optional) Friendly name to identify the query.
query ADQL query to execute.
start  (Optional) Overrides the start parameter value provided as a query parameter.
end (Optional) Overrides the end parameter value provided as a query parameter.
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limit (Optional) Overrides the limit provided as a query parameter.

Example Multi-Query POST Request

X- Event s- API -
Cont ent - Type:
[
{
"l abel ":
"query":
"Timt":
"start":
"end":
}
{
"l abel ":
"query":
"start":
"end":
}
{
"| abel ":
"query":
Si ze<25",
"Timt":
"start":
"end":
}
]

POST http://anal ytics. api . exanpl e. conf event s/ query?limt=100 HTTP/ 1.1
X- Event s- API - Account Nane: <gl obal _account name>

Key: <api _key>
appl i cation/vnd. appd. event s+j son; v=2

Accept: application/vnd. appd. event s+j son; v=2

"hi gh_popul ation",

"SELECT * FROM county WHERE popul ati on>50000"
10,

"2017-02-23T0: 0: 0Z",

"2017-03-1T0: 0: 0Z"

"smal | _area",

"SELECT * FROM county WHERE si ze<25"
"2017-02-23T0: 0: 02",
"2017-03-1T0: 0: 0Z"

"hi gh_popul ati on_density",
"SELECT * FROM county WHERE popul ati on>50000 AND

100,
"2017-02-23T0: 0: 02",
"2017-03-1T0: 0: 0Z"

Example Response
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HTTP/ 1.1 200 OK
[
{
"l abel ": "high_popul ati on",
"total": 30,
"fields": [ ... ],
"results": [ ... ]
}
{
"l abel": "snmall _area",
"total": 50,
"fields": [ ... 1,
"results": [ ... ]
}
{
"l abel ": "high_popul ati on_density",
"total": 10,
"fields": [ ... 1,
"results": [ ... ]
}
]
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RBAC API

On this page:

Create User

Get User by ID

Get User by Name

Get All Users

Update User

Delete User

Create Group

Get Group by ID

Get Group by Name
Get All Groups

Update Group

Delete Group

Add User to Group
Remove User from Group
Create Role

Add Role to User
Remove Role from User
Add Role to Group
Remove Role from Group
Get Role by ID

Get Role by Name

Get All Roles

Update Role

Delete Role

The Role Based Access Control (RBAC) REST API allows you to manage users, groups, and roles for AppDynamics features. These

operations provide more flexibility and automation with RBAC management. Relationship settings such as addUser ToGr oup and r eno

veUser ToG oup are supported.

To use the RBAC REST API, you must be the account owner or have administer user permission.
Note that SAML and LDAP user creations are not supported. Also, you can only create permissions through the UI.

For information about the users and groups, see Manage Users and Groups.

Create User

You can create users in the current account. The request payload should specify nane, securi ty_provi der _t ype, di spl ayNane,
and passwor d. The user ID is generated by the server.

Format

POST /controller/api/rbac/vl/users
Input Parameters

Parameter Name Parameter Type  Value

name Request payload

security_provider_type Request payload "INTERNAL"

displayName Request payload
password Request payload
Example
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curl -H "Content-Type: application/vnd.appd.cntrl+json;v=1" -X POST
-d "{"nane": "user10", "security_ provider_type": "I NTERNAL",

"di spl ayName": "user 10", "password": "welconme"}' -u userl@ustonerl
http://1 ocal host: 8080/ control |l er/api/rbac/vl/ users

Response status code 200 :

{

"id": 10,

"name": "user10",

"di spl ayNane": "user 10",

"security_ provider_type": "I NTERNAL"
}

Get User by ID

You can get full user information, including a summary of affiliated groups and roles, using the user | d in the current account.

Format

GET /controller/api/rbac/v1/users/userld

Example
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curl -u userl@ustomerl
http://1 ocal host: 8080/ control |l er/api/rbac/vl/users/ 4
Response status code 200 :
{
"id": 4,
"name": "userl",
"email": "userl@ustonerl. cont,
"di spl ayNane": "user1",
"security_provider_type": "INTERNAL",
"rol es":
[
{"id": 17, "nane": "Workfl ow Executor"},
{"id": 18,"nane": "DB Monitoring Administrator"},
{"id": 19,"nane": "DB Monitoring User"},
{"id": 20,"nane": "Analytics Adm nistrator"},
{"id": 21,"nane": "Server Mbnitoring Adm nistrator"},
{"id": 22,"nane": "Server Monitoring User"},
{"id": 23,"nane": "Universal Agent Adnministrator"},
{"id": 24,"nane": "Universal Agent User"},
{"id": 13,"nane": "Account Admi nistrator"},
{"id": 14,"nanme": "Administrator"},
{"id": 15, "nane": "User"},
{"id": 16, "nane": "Dashboard Vi ewer"}
1,
"groups":
[
{"id": 1,"nanme": "group_01"}
]
}

Get User by Name

You can get full user information, including a summary of affiliated groups and roles, using the user Nane in the current account.

Format

GET /controller/api/rbac/vl/users/name/name

Example
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curl -u userl@ustomerl
http://1 ocal host: 8080/ controller/api/rbac/vl/ users/ nane/ userl
Response status code 200 :
{
"id": 4,
"name": "userl",
"emai | ": "userl@ustonerl. cont,
"di spl ayNanme": "userl",
"security provider_type": "I NTERNAL",
"rol es":
[
{"id": 17, "nane": "Workfl ow Executor"},
{"id": 18,"nane": "DB Monitoring Administrator"},
{"id": 19,"nane": "DB Monitoring User"},
{"id": 20,"nane": "Analytics Adm nistrator"},
{"id": 21,"nane": "Server Mbnitoring Adm nistrator"},
{"id": 22,"nane": "Server Monitoring User"},
{"id": 23,"nane": "Universal Agent Adnministrator"},
{"id": 24,"nane": "Universal Agent User"},
{"id": 13,"nane": "Account Admi nistrator"},
{"id": 14,"nanme": "Administrator"},
{"id": 15, "nane": "User"},
{"id": 16, "nane": "Dashboard Vi ewer"}
1,
"groups":
[
{"id": 1,"nanme": "group_01"}
]
}
Get All Users

You can get a list of all users in the current account. The list includes user summaries, which includes user | d and user Nane.

Format

GET /controller/api/rbac/vl/users

Example
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curl -u userl@ustomerl
http://1 ocal host: 8080/ controller/api/rbac/vl/ users

Response status code 200

{

"users":

[
{"id": 4,"pname": "userl1l"},
{"id": 10, "nane": "user10"}

Update User

You can update a user by user | d in the current account. Only the user object itself is updated, with the relationship to roles and
groups remaining unaffected.

Format

PUT /controller/api/rbac/vl/users/userld

Input Parameters

Parameter Name Parameter Type  Value Mandatory
id Request payload Yes
name Request payload Yes
displayName Request payload Yes

security_provider_type Request payload "INTERNAL" Yes

Example
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curl -H "Content-Type: application/vnd.appd.cntrl +json;v=1" -X PUT -d
"{"id": 11,"nane": "updated_user9", "di spl ayNane":
"user9","security_provider_type": "INTERNAL"}' -u userl@ustomnerl
http://1 ocal host: 8080/ controller/api/rbac/vl/users/ 11

Response status code 200

{
id" 11,
"nanme": "updated_user9",
"di spl ayNane": "user9",
"security_ provider_type": "I NTERNAL"
}
Delete User

You can delete a user by userld in the current account.

Format

DELETE /controller/api/rbac/vl/users/userld

Example

curl -X DELETE -u userl@ustonerl
http://1 ocal host: 8080/ controller/api/rbac/vl/users/ 11

Response status code 200

Create Group

You can create a group in the current account. The group ID is generated by the server.

Format

POST /controller/api/rbac/vl/groups

Input Parameters

Parameter Name Parameter Type Value Mandatory
name Request payload Yes
description Request payload No

security_provider_type Request payload "INTERNAL" Yes
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Example

curl -H "Content-Type: application/vnd.appd.cntrl+json;v=1" -X POST
-d '"{"nane": "grouplO0","description": "new description",
"security_provider_type": "INTERNAL"}' -u userl@ustonerl

http://1 ocal host: 8080/ controller/api/rbac/vl/ groups

Response status code 200 :

{
"id"r 2,
"name": "groupl00",
"security_provider_type": "INTERNAL",
"description": "new description"

}

Get Group by ID

You can get full group information by gr oupl d in the current account.

Format

GET /controller/api/rbac/v1/groups/groupld

Example
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curl -u userl@ustomerl
http://1 ocal host: 8080/ controller/api/rbac/vl/ groups/1
Response status code 200 :
{
"id'r 1,
"name": "group_03",
"security_provider_type": "I NTERNAL"
"description": "",
"rol es":
[
{"id": 19,"nane": "DB Monitoring User"},
{"id": 20,"nane": "Analytics Administrator"},
{"id": 21,"nane": "Server Monitoring Adm nistrator"},
{"id": 22,"nane": "Server Monitoring User"},
{"id": 23,"nane": "Universal Agent Administrator"},
{"id": 13,"nane": "Account Administrator"},
{"id": 16, "nane": "Dashboard Vi ewer"}
]
}

Get Group by Name

You can get full group information by gr oupNan® in the current account.

Format

GET /controller/api/rbac/vl/groups/name/name

Example
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curl -u userl@ustonerl

http://1 ocal host: 8080/ control |l er/api/rbac/vl/ groups/ name/ group_ 03

Response status code 200 :

{
"id'r 1,
"name": "group_03",
"security_provider_type":

"description": ,

"I NTERNAL"

"rol es":

[
{"id": 19,"nane": "DB Monitoring User"},
{"id": 20,"nane": "Analytics Administrator"},
{"id": 21,"nane": "Server Monitoring Adm nistrator"},
{"id": 22,"nane": "Server Monitoring User"},
{"id": 23,"nane": "Universal Agent Administrator"},
{"id": 13,"nane": "Account Administrator"},
{"id": 16, "nane": "Dashboard Vi ewer"}

]

Get All Groups

You can get all groups in the current account. This only returns group summaries, which includes gr oupl d and gr oupNane.

Format

GET /controller/api/rbac/vl/groups

Example

curl -uu

serl@ustonerl

http://1 ocal host: 8080/ controller/api/rbac/vl/ groups

Response status code 200 :
{
"groups":
[ {"id": 1,"name": "group_03"},
{"id": 2,"name": "groupl00"}
]
}
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Update Group

You can update a group by gr oupl d in the current account. Only the group itself is updated, while the relationships with users and

roles remain unaffected.

Format

PUT /controller/api/rbac/v1/groups/groupld

Input Parameters

Parameter Name Parameter Type  Value Mandatory
id Request payload Yes

name Request payload Yes
description Request payload No

security_provider_type Request payload "INTERNAL" Yes

Example
curl -H "Content-Type: application/vnd. appd.cntrl+json;v=1" -X PUT
“{"id": 1, "nane": "group2","description": "new description",
"security provider_type": "INTERNAL"}' -u userl@ustonerl
http://1 ocal host: 8080/ controller/api/rbac/vl/ groups/1
Response status code 200
{
"id'r 1,
"name": "group2",
"security_provider_type": "I NTERNAL",
"description": "new description",
"rol es":
[
{"id": 19,"nane": "DB Monitoring User"},
{"id": 20,"nane": "Analytics Administrator"},
{"id": 21,"nane": "Server Monitoring Adm nistrator"},
{"id": 22,"nane": "Server Monitoring User"},
{"id": 23,"nane": "Universal Agent Adninistrator"},
{"id": 13,"nane": "Account Admi nistrator"},
{"id": 16, "nane": "Dashboard Vi ewer"}
]
}

Delete Group
You can delete a group by gr oupl d in the current account.

Format
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DELETE /controller/api/rbac/v1/groups/groupld

Example

curl -X DELETE -u userl@ustonerl
http://1 ocal host: 8080/ controller/api/rbac/vl/ groups/1

Response status code 200

Add User to Group

You can add a user to a group by user | d and gr oupl d.

Format

PUT /controller/api/rbac/v1l/groups/groupld/users/userld

Example

curl -H "Content-Type: application/vnd.appd.cntrl +json;v=1" -X PUT -u

user l@ust oner 1
http://1 ocal host: 8080/ controll er/api/rbac/vl/ groups/ 2/ users/10

Response status code 200

Remove User from Group

You can remove a user from a group by user | d and gr oupl d.

Format

DELETE /controller/api/rbac/v1l/groups/groupld/users/userld

Example
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curl -X DELETE -u userl@ustonerl

Response status code 200

http://1 ocal host: 8080/ control |l er/api/rbac/vl/ groups/ 2/ users/ 10

Create Role

You can create a role in the current account. The ID is generated by the server.

Format

POST /controller/api/rbac/vl/roles
Input Parameters

Parameter Name  Parameter Type Value Mandatory
name Request payload Yes

description Request payload No

Example

-d "{"nane": "rol e2","description":

Response status code 200

{

"id": 49,

"nanme": "rol e2",

"description": "new description"
}

"new description"}’

curl -H "Content-Type: application/vnd. appd.cntrl +json;v=1" -X POST

-u

userl@ustonerl http://local host: 8080/ controller/api/rbac/vl/roles

Add Role to User

You can add a role to a user by r ol el d and user | d.

Format

PUT /controller/api/rbac/vl/roles/roleld/users/userld

Example
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curl -H "Content-Type: application/vnd.appd.cntrl +json;v=1" -X PUT -u

user l@ust oner 1
http://1 ocal host: 8080/ control |l er/api/rbac/vl/rol es/50/ users/10

Response status code 200 :

Remove Role from User

You can remove a role from a user by rol el d and user | d.

Format

DELETE /controller/api/rbac/v1l/roles/roleld/users/userld

Example

curl -X DELETE -u userl@ustonerl
http://1 ocal host: 8080/ controller/api/rbac/vl/rol es/50/ users/10

Response status code 200 :

Add Role to Group

You can add a role to a group by r ol el d and gr oupl d.

Format

PUT /controller/api/rbac/v1/roles/roleld/groups/groupld

Example

curl -H "Content-Type: application/vnd.appd.cntrl +json;v=1" -X PUT -u

userl@ust oner 1
http://1 ocal host: 8080/ control |l er/api/rbac/vl/rol es/ 50/ groups/?2

Response status code 200 :
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Remove Role from Group

You can remove a role from a group by r ol el d and gr oupl d.

Format

DELETE /controller/api/rbac/v1/roles/roleld/groups/groupld

Example

curl -X DELETE -u userl@ustonerl
http://1 ocal host: 8080/ control |l er/api/rbac/vl/rol es/ 50/ groups/2

Response status code 200

Get Role by ID

You can get full role information by r ol el d in the current account. This only returns the role object.

Format

GET /controller/api/rbac/vl/roles/roleld

Example

curl -u userl@ustonerl
http://1 ocal host: 8080/ controller/api/rbac/vl/roles/ 15

Response status code 200

{

"id": 15,

"name": "User",

"description": "Can view applications and dashboards but not
nodi fy their configuration”
}

Get Role by Name

You can get full role information by r ol eNane in the current account.

Format

GET /controller/api/rbac/vl/roles/name/name

Example
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curl

{
"id":
"User",

}

15, "nane":

"description"
nodi fy their configuration”

-u userl@ustonerl
http://1 ocal host: 8080/ control |l er/api/rbac/vl/rol es/ nane/ User

Response status code 200 :

: "Can view applications and dashboards but not

Get All Roles

You can get all roles in the current account. This only returns role summaries, which includes r ol el d and r ol eNane.

Format

GET /controller/api/rbac/vl/roles

Example

curl -u userl@ustonerl

http://1 ocal host: 8080/ control |l er/api/rbac/vl/roles

Response status code 200 :

{

"rol es":
[
{"id": 13,"nane": "Account Administrator"},
{"id": 14,"nane": "Adm nistrator"},
{"id": 20,"nane": "Analytics Adm nistrator"},
{"id": 16, "nane": "Dashboard Vi ewer"},
{"id": 18,"nane": "DB Monitoring Administrator"},
{"id": 19,"nane": "DB Monitoring User"},
{"id": 21,"nane": "Server Mbonitoring Adm nistrator"},
{"id": 22,"nane": "Server Mnitoring User"},
{"id": 23,"nane": "Universal Agent Administrator"},
{"id": 24,"nane": "Universal Agent User"},
{"id": 15,"nane": "User"},
{"id": 17,"nane": "Workfl ow Executor"}
]
}
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Update Role

You can update a role by r ol el d in the current account. This only updates the role object itself, while leaving the relationship with
users and groups unaffected.

Format

PUT /controller/api/rbac/v1/roles/roleld
Input Parameters

Parameter Name  Parameter Type Value Mandatory

id Request payload Yes
name Request payload Yes
description Request payload No
Example

curl -H "Content-Type: application/vnd.appd.cntrl +json;v=1" -X PUT -d
"{"id": 49, "name": "rolel","description": "new description" }' -u
userl@ustonmerl http://1ocal host: 8080/ controller/api/rbac/vl/rol es/ 49

Response status code 200

{
"id": 49,
"nanme": "rolel",
"description": "new description"
}
Delete Role

You can delete a role in the current account.

Format

DELETE /controller/api/rbac/vl/roles/roleld

Example

curl -X DELETE -u userl@ustonerl
http://1 ocal host: 8080/ controller/api/rbac/vl/roles/ 49

Response status code 200
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License Rules API

On this page:
® Creates a New License Rule
® Returns a Summary of All the License Rules for the Current Account
® Updates a License Rule
® Deletes a License Rule
® Retrieve a License Rule via its Id
® Retrieves a License Rule by Access Key
® Retrieve a License Rule by Name
Related Links:
® License Management

The license rules API lets you retrieve information about the license rules as modeled in AppDynamics. For example, this information
includes creating, updating and deleting license rules, and also retrieving license rules by its id, access key, and name.

Creates a New License Rule

URL

http://<host>: <port>/nmds/vl/license/rul es

Format

POST /mds/vl/license/rules

Input parameters

Parameter Name Parameter Type  Value Mandatory
I'i cense_nodul e_type String String representing the type of the license module. Yes
Module types are:

* NETVIZ
® MACHINE_AGENT

® SIM_MACHINE_AGENT

* APM

® APP_AGENT

® DOT_NET_AGENT
id String String representing the id or name. Yes
version Integer Indicates the version number. Yes
nunber _of _li censes  Integer Integer indicating the required number of licenses. = Yes
account _id String Provides the account name or account id. Yes
access_key Path Provides the account access key. Yes

LicenseRule comprises of license_module_type, id, access_key, account_id, version, and number_of_licenses.

Example Request
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http://<host>:<port>/controller/nds/vl/licensel/rules \

"JAVA",
100

"NATI VE_WEB_SERVER',
100

" NATI VE_SDK" ,
100

" DOT_NET",
100

"NETVI Z",
100

" MACHI NE_AGENT",
100

"NODEJS",
100

"SI M_MACHI NE_AGENT",
100

" PHP",
100

curl --user <user>@Account Nanme>: <password> - X POST \
-H ' Content-Type: application/json' \
-d ! {
"id": "011116a4-124c-4b73-9343-f315836f 103b",
"version": 0,
"nane": "Default_ API9",
"description": null,
"enabl ed": true,
"constraints": [],
"entitlenments": |
{
"l'i cense_nodul e_type":
"nunber of |icenses":
},
{
"l'icense_nodul e_type":
"nunber of |icenses":
H
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
1
{
"license_nodul e_type":
"nunber _of |icenses":
},
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
H
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
1
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
1
{
"l'i cense_nodul e_type":
"nunmber _of |icenses":
H
{
"l'i cense_nodul e_type":
"nunber of |icenses":
},
{
"l'icense_nodul e_type":

"PYTHON",
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1.

}

"nunber _of |icenses": 100

"account id": "8ble92f2-387c-45b6-9bb5-ebd7f 67587d4",
"access_key": "apl845ad- 1f 3e-4c9b-909b- a3cf a510bf b0",

Copyright © AppDynamics 2012-2019
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"total licenses": null,

"peak_usage": null

Example Response

{
"id":
"version": 0,
"nanme": "Default_ API9",
"description": null,
"enabl ed": true,

“constraints": [

1.

"entitlenents": |

{
“l'i cense_nodul e_type":
“nunber _of |icenses":
1
{
"li cense_nodul e_type":
“nunber _of |icenses":
1
{
"li cense_nodul e_type":
"nunber of |icenses":
1
{
"li cense_nodul e_type":
"nunber of |icenses":
1
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
}
{
"l'i cense_nodul e_type":
"nunmber _of |icenses":
b
{
“l'i cense_nodul e_type":
"nunber _of |icenses":
1
{

“l'i cense_nodul e_type":

“nunber _of |icenses":
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"011116a4- 124c-4b73-9343-f315836f 103b",

" JAVAII ,
100

"NATI VE_WEB_SERVER',
100

" NATI VE_SDK",
100

" DOT_NET",
100

"NETVI 2",
100

" MACHI NE_AGENT",
100

"NODEJS",
100

"SI M_VACHI NE_AGENT",
100
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b

{
“license_nodul e_type": "PHP",
“nunber _of _Iicenses": 100

b

{
"li cense_nodul e_type": "PYTHON
"nunber _of _Iicenses": 100

}

] ’
"account _id": "8ble92f2-387c-45b6- 9bb5-ebd7f 67587d4",

"access_key": "apl845ad- 1f 3e-4c9b-909b- a3cf a510bf b0"
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"total licenses": null,
"peak_usage": null

Note: Version must be 0 when creating.

Returns a Summary of All the License Rules for the Current Account

The license rule DTOs returned will contain a summary only, and not contain any constraints, match conditions or entitlements.

URL

http://<host>: <port>/nds/vl/licensel/rul es

Format

GET /mds/vl/license/rules

Example

[

{
"id": "f36e08e2-5f57-4b8c-9ad2-f18873adcd87",

"version": 2,

"nanme": "Default",

"description": null,

"enabl ed": true,

"constraints": [],

"entitlenents": [],

"account _id": "0429f c7b-a2b9-42e3- a7f b-f 704d436a054",

"access_key": "account-accesskey-123",
"total _|icenses": 120,

"peak _usage": null

}

]

Updates a License Rule

URL

http://<host>:<port>/nmds/vl/license/rul es

Format

PUT /mds/vl/license/rules

Copyright © AppDynamics 2012-2019
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Input parameters

Parameter Name Parameter Type  Value Mandatory
id String String representing the id or name. Yes
I'i cense_nodul e_type String String representing the type of the license module.  Yes

Module types are:

® NetViz
® Machine Agent
® SIM Machine Agent

* APM

version Integer Indicates the version number. Yes
nunber _of _li censes  Integer Integer indicating the required number of licenses.  Yes
account _id String Provides the account name or account id. Yes
access_key Path Provides the account access key. Yes

Example Request

curl -v -X PUT http://<host>:<port>/controller/nds/vl/license/rules \
--user <user>@Account Name>: <passwor d> \
-H ' Content-Type: application/json' \
-d ' {
"id": "321116a4-124c-4b73-9343-f315836f 103b",
"version": O,
"nane": "Default API",
"description": null,
"enabl ed": true,
"constraints": [],
"entitlements": |

{
"l'i cense_nodul e_type": "JAVA"
"nunber _of |icenses": 1000

H

{
"license_nodul e_type": "NATI VE_WEB_ SERVER",
"nunber _of |icenses": 100

b

{
"li cense_nodul e_type": "NATI VE_SDK"
"nunmber _of |icenses": 100

H

{
"l'i cense_nodul e_type": "DOT_NET",
"nunmber _of |icenses": 100

b

{
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"nunber of |icenses":

1.
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"l'i cense_nodul e_type":

H
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
},
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
},
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
H
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
1
{
"l'i cense_nodul e_type":
"nunber _of |icenses":
}

"NETVI 2",
100

" MACHI NE_AGENT",
100

"NODEJS",
100

"SI M_MACHI NE_AGENT"
100

n PHP" ,
100

"PYTHON',
100

"account _id": "8ble92f 2-387c-45h6-9bb5-ebd7f 67587d4",
"access_key": "api 845ad- 1f 3e- 4c9b- 909b- a3cf a510bf b0",
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"peak_usage":

"total licenses": null,

nul |

Note: For updating the license rules -

1. Get the payload using any of the available GET methods.

2. Update accessKeys / entitlements etc.

3. Send the PUT request without changing other key-value pairs.

4. "version" should be kept as it was during GET. This would be incremental.

Deletes a License Rule

URL

http://<host>: <port>/nds/vl/|icense/rul es/f36e08e2-5f57-4b8c-9ad2-f 18873adcd87

Format

DELETE /mds/vl/license/rules/{id}
Input parameter

Parameter Name  Parameter Type

LicenseRuleld Path

Value Mandatory

Deletes license rule by itsid.  Yes

Retrieve a License Rule via its Id

You can retrieve a license rule by the license rule id.

URL

http://<host>: <port>/nds/vl/|icense/rul es/f36e08e2-5f57-4b8c-9ad2-f 18873adcd87

Format

GET /mds/vl/license/rules/{licenseRuleld}

Input parameter

Parameter Name  Parameter Type

licenseRuleld Path

Output Parameters

Parameter Name  Parameter Type

id String

version Integer

Copyright © AppDynamics 2012-2019

Value Mandatory

Retrieves the UUID of the license rule.  Yes

Value Mandatory
String representing the id or name. Yes
Indicates the version number. Yes
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total _licenses Integer Integer indicating the total number of licenses. = Yes
account _id String Provides the account name or account id. Yes
access_key path Provides the account access key. Yes

Example Request

curl -X CET --user <user>@Account Nanme>: <passwor d>
http://<host>: <port>/controller/nmds/vl/licensel/rul es/091116a4-124c-4
b73-9343-f315836f 103b

Example Response

"id": "091116a4-124c-4b73-9343-f315836f 103b",
"version": O,

"nane": "Default",

“description": null,

“enabl ed": true,

“constraints": [],

"entitlenents": |

{
"l'i cense_nodul e_type": "JAVA",
"nunber _of _Iicenses": 100

1

{
"l'i cense_nodul e_type": "NATI VE_ WEB SERVER',
"nunber _of _Iicenses": 100

1

{
"li cense_nodul e_type": "NATI VE_SDK"
"nunber _of _Iicenses": 100

1

{
"li cense_nodul e_type": "DOT_NET",
"nunber of licenses": 100

}

{
"li cense_nodul e_type": "NETVIZ",
"nunber _of |icenses": 100

}

{

"l'i cense_nodul e_type": "MACH NE_AGENT",
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"nunber _of |icenses": 100

8

{
"li cense_nodul e_type": "NODEJS',
"nunmber _of |icenses": 100

H

{
"license_nodul e_type": "SI M MACH NE_AGENT",
"nunber _of licenses": 100

1

{
"li cense_nodul e_type": "PHP",
"nunber _of _Iicenses": 100

1

{
"l'i cense_nodul e_type": "PYTHON'
"nunber _of _Iicenses": 100

}

] ’
"account _id": "8ble92f 2-387c-45b6- 9bb5-ebd7f 67587d4",

"access_key": "bd3845ad- 1f 3e-4c9b- 909b- a3cf a510bf b0"
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"total Iicenses": null,
"peak_usage": null

Note: Version gets updated after every update from Ul or API.

Retrieves a License Rule by Access Key

URL

http://<host>: <port>/nmds/vl/licensel/rul es/ accessKey/ account - accesskey-123

Format

GET /mds/vl/license/rules/accessKey/{accessKey}

Input parameter

Parameter Name  Parameter Type

access_key Path

Output Parameters

Parameter Name  Parameter Type

id String
ver sion Integer
total _licenses Integer
account _id String

Example Request

Value

Mandatory

Retrieves the access key assigned to the license rule. Yes

Value

String representing the id or name.

Indicates the version number.

Integer indicating the total number of licenses.

Provides the account name or account id.

Mandatory

Yes

Yes

Yes

Yes

curl -X CET --user <user>@Account Nane>: <passwor d>
http://<host>:<port>/controller/nds/vl/licensel/rules

Example Response

Copyright © AppDynamics 2012-2019
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{
"id": "221116a4-124c-4b73-9343-f315836f 103b"
"version": O,
"nane": "Default",
"description": null,
"enabl ed": true,
"constraints": [],
"entitlenments": [],
"account _id": "8ble92f2-387c-45b6- 9bb5-ebd7f 67587d4",
"access_key": "bd3845ad- 1f 3e- 4c9b- 909b- a3cf a510bf b0"
“total _Iicenses": 1000,
"peak _usage": nul
1
{
"id": "321116a4-124c-4b73-9343-f315836f 103b"
"version": 0,
"nanme": "Custontl",
"description": null,
"enabl ed": true,
"constraints": [],
"entitlements": [],
"account _id": "8ble92f2-387c-45h6-9bb5-ebd7f 67587d4",
"access_key": "api 845ad- 1f 3e- 4c9b- 909b- a3cf a510bf b0O"
"total Iicenses": 1000,
"peak_usage": nul
}

Retrieve a License Rule by Name
URL
http://<host>: <port>/nmds/v1l/1icense/rul es/ name/ Def aul t

Format

GET /mds/vl/license/rules/name/{name}

Input parameter

Parameter Name  Parameter Type  Value Mandatory

name Path Retrieves the name of the license rule. Yes

Output Parameters

Copyright © AppDynamics 2012-2019
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Parameter Name  Parameter Type Value Mandatory
id String String representing the id or name. Yes
ver si on Integer Indicates the version number. Yes
total _licenses Integer Integer indicating the total number of licenses. Yes
account _id String Provides the account name or account id. Yes

Example Request

curl -X GET --user <user>@Account Name>: <passwor d>
http://<host>:<port>/controller/nmds/vl/license/rules

Example Response
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{
"id": "221116a4-124c-4b73-9343-f315836f 103b"
"version": O,
"nane": "Default",
"description": null,
"enabl ed": true,
"constraints": [],
"entitlenments": [],
"account _id": "8ble92f2-387c-45b6- 9bb5-ebd7f 67587d4",
"access_key": "bd3845ad- 1f 3e- 4c9b- 909b- a3cf a510bf b0"
“total _Iicenses": 1000,
"peak _usage": nul
1
{
"id": "321116a4-124c-4b73-9343-f315836f 103b",
"version": 0,
"nanme": "Custontl",
"description": null,
"enabl ed": true,
"constraints": [],
"entitlements": [],
"account _id": "8ble92f2-387c-45h6-9bb5-ebd7f 67587d4",
"access_key": "api 845ad- 1f 3e- 4c9b- 909b- a3cf a510bf b0O"
"total Iicenses": 1000,
"peak_usage": nul
}

Note for all APIs:

id - This is GUID (or UUID) which is an acronym for Globally Unique Identifier.
access_key - It must be unique across all licenseRules.

name - It must be unigue across all licenseRules.

account_id - Use GET api to know your current account_id

Copyright © AppDynamics 2012-2019
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Integration Modules

The AppDynamics Community Exchange includes many extensions that supplement the capabilities of the AppDynamics Application
Performance Monitoring (APM) Platform. Documentation on setting up and using the integration module appears with the module.

The following integration modules are built into the AppDynamics platform and described at the pages linked to here.

Integration Module

Apica

DB CAM

Scalyr

Splunk

Compuware Strobe
AppDynamics for Databases

Cisco® Application Centric Infrastructure (Cisco
ACI™)

Copyright © AppDynamics 2012-2019

More information

Apica & AppDynamics

Integrate AppDynamics with DB CAM

Integrate AppDynamics with Scalyr

Integrate AppDynamics with Splunk

Integrate AppDynamics with Compuware Strobe

Integrate AppDynamics for Databases with AppDynamics Pro 3.7 and
higher

Integrate AppDynamics with Cisco ACI™
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Integrate AppDynamics with DB CAM

On this page:

® Prerequisites for DB CAM Integration
® Configuring AppDynamics to Interface with DB CAM
® Linking to DB CAM from AppDynamics

Related pages:

® Access the Administration Console
® Monitor Databases

You can link to DB CAM for any DB CAM-monitored database that is discovered by AppDynamics. This integration provides access to
the database performance metrics provided by DB CAM.

Prerequisites for DB CAM Integration

To use this integration you must have a DB CAM license.
DB CAM must be configured to monitor the databases that you want to link to from AppDynamics.

Configuring AppDynamics to Interface with DB CAM

You configure DB CAM integration at the account level and at the app agent level.

Configure DB CAM at the Account Level

Configure the integration at the account level using the Administration Console at

<host >: <port>/control |l er/adm n.jsp

Create two new properties as name-value pairs in each account for which you want to enable DB CAM integration.

Configure One AppDynamics Account for DB CAM Integration

. Log in to the Administrator Console with the administrator root password.

. Select Accounts.

In the accounts list, double-click the account for which you want to configure DB CAM integration.

. In the upper right corner of the account screen, click Additional Account Properties.

. In the Additional Account Properties screen, click Add Property to add the DB_CAM_URL property.

. In the left field enter "DB_CAM_URL".

. In the right field enter the URL of the AppDynamics Controller that you are configuring using the syntax:

NOo U WN P

http[s]://<host>:<port>

8. Click Add Property again to add the DB_CAM_ENABLED property.
9. In the left field enter "DB_CAM_ENABLED".
10. In the right field enter "true".
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11. Click OK to save the properties.
12. Log out of the Administrator Console.

Additional Account Properties for customer1

DB _CAM_URL = http:dpm3. appdynamics. com; 7070/ =
DBE_CAM_EMABLED = true o=
o Add Proparty

(close) Cancel OK

Configure DB CAM at the Agent Level

For each app agent for which you want to enable access to deep diagnostics from DB CAM:

1. Open the AppServerAgent/conf/app-agent-config.xml file for the app agent.
Locate the TransactionMonitoringService element:

<agent - servi ce nane="Transacti onMbnitoringService"
enabl ed="true">

2. Add the jdbc-dbcam-integration-enabled property for the service:

<agent - servi ce nane="Transacti onMbnitoringService"
enabl ed="true">

<servi ce- dependenci es>BCl Engi ne, Snapshot Ser vi ce</ servi ce- depend
enci es>
<confi guration-properties>
<property nane="j dbc-dbcanti ntegration-enabl ed"
val ue="true"/>

3. Save the file.

Linking to DB CAM from AppDynamics

You can link to DB CAM from any AppDynamics flow map that displays a discovered DB CAM-monitored database. The flow map could
be in a dashboard or a transaction snapshot.

If you link to DB CAM from a dashboard you will land in the DB CAM instance dashboard. If you link to be DB CAM from a transaction
snapshot, you will land in the DB CAM Session Drill Down screen.

To Link to DB CAM from a Dashboard
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1. In the flow map of a dashboard, right-click on the link below a database icon.
2. Click Search in DBCam.

‘ - Dashboard Top Business Transactions Transaction Snapshots Transaction Ana

Application Flow Map + w Bt

Cracla DB - Oracle Database 11g Exprese Editi

View Backend Dashboard

Rename Backend
Drill Down
Search in DBCam

Dispatch
Hide Backend

Settings...
Global Settings...
About Adobe Flash Player 11.5.31.5...

DB CAM launches and displays the instance dashboard for the selected database.

Monitor DBA  Developer Analytics Setup Help Logout DBCAM
Dashboard [ T T~ B AN - | [au & Connected as FOD¥ To | XE -

Instance Alerts
Dashboard gives you a quick snapshot of the health of the database. The Alerts page view displays the recent Alerts that have been raised by the database. *®

Range : Last (&) Hour ()24 Hours () 48 Hours ()7 Days () Custom View : (8 Quick () Detailed

To Link to DB CAM from a Transaction Snapshot

1. In the flow map of a transaction snapshot, right-click on the link below the database icon.
2. Click Search in DBCam.

Transaction Snapshot Flow Map =

Oracle DB - Oracle Database 11g Expresg ™"\ ™' ™ ~n~nn s
8= View Backend Dashboard

Rename Backend g8

Drill Down

Search in DBCam 17 ms (73.9 %)
Dispatch 5

Hide Backend W
Settings...

Global Settings...
About Adobe Flash Player 11.5.315... wisRTer

DB CAM launches and displays the session drill down for the selected database.
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Monitor DBA  Developer Analytics Setup Help Logout DBCAM
Session Drill Down | @ % Y . @ [ an : Connected as FODv To | XE -

Request | Session

Search for current or historical sessions. x

SID [ | Seral# | | ClientID [bm@0bssh-aat4-40m-9722-43303a866230 | @

ASH search

Blocking
Inst Id Sample Time siD User saL o p— Event Program Module Action
ession

Copyright © AppDynamics 2012-2019 Page 175

-



APPDYNAMICS

Integrate AppDynamics with Splunk

On this page:

® Configuring Splunk Integration
® [aunching a Splunk Search from AppDynamics

Related pages:

® Splunkbase Apps
® Splunk documentation

The AppDynamics-Splunk integration gives you a single, cohesive view of data gathered by AppDynamics and Splunk. The
AppDynamics-Splunk integration gives you the ability to:

® Launch Splunk searches using auto-populated queries from the AppDynamics Console based on criteria such as time ranges
and node IP address.

® Push notifications on policy violations and events from AppDynamics to Splunk.
® Mine performance data from AppDynamics using the Controller REST API and push it into Splunk.

This topic covers the Splunk search capability that is launched from AppDynamics. Pushing AppDynamics notifications to Splunk and

mining performance data from AppDynamics to Splunk requires the Splunk extension. See the extension documentation for more
information on those capabilities.

Configuring Splunk Integration

1. To enable and configure Splunk integration, log in the Controller Ul as an administrator.
2. Click Settings > Administration.
3. In the Administration window, click the Integration tab and then Splunk from the Integrations list.
4. Check the Enabled checkbox to enable the integration.
5. For the URL, enter the Splunk URL and port number.

APPDYNAMICS  Home Applications g:;;rience Databases Servers Analytics ga;gggftgds

Administration G 2

Users Groups Roles Authentication Provider Integrations

Integrations Splunk

T Splunk Enabled v/

_ . URL  httpi/splunk.example.com:
m AppDynamics for Databases
Extra Query Parameters (Optional)
Save

6. (Optional) Enter Extra Query Parameters. These parameters are appended to each Splunk search initiated from AppDynamics.
7. Click Save.

Launching a Splunk Search from AppDynamics

You can launch a search of your Splunk logs for a specific time frame associated with a transaction snapshot from several points in
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AppDynamics.
To be able to launch a Splunk search, you need:

® Splunk credentials. The first time that you launch a Splunk search, you are prompted to provide your Splunk credentials. After
this, your credentials are cached by the browser.

® Splunk Server must be running.

® Your browser is configured to allow pop-ups.

Enable Pop-ups
The first time that you access the Splunk Server, you are prompted to log in. If nothing happens, it is most likely that either

your browser is blocking the Splunk login pop-up or the Splunk Server is not running.

You can access the Search Splunk option from the node dashboard as follows:

1. Navigate to a node dashboard.
2. From the Actions menu, select the Search Splunk item in the Integrations section.

In the list of transaction snapshots:

1. From the business transaction dashboard, select the Transaction Snapshot tab.
2. Select a transaction snapshot and right-click to access a list of options or click More Actions to see Search Splunk in the list

of options.
More Actions:

UserLogin.memberLogin v G Cor

Dashboard Events Slow Response Times Errors Transaction Snapshots Transaction Score

Slow Transactions

12 \ ! .H\“\\;// T _H\“""“-._ /F -H'\‘/_‘\_ .//—\ﬂ___,/

Calls, Sioww, Very Slow, Stals

5:00 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM 2:00 PM

Slow Transaction Snapshots

show Filters view Transaction Snapshot  Analyze More actions  Configure
Time Exe Time (m UR|  Archive Business Transaction
11/09/151:17:16 PM 474 jap  Delete ltems UserLogin.memberLogin
Copy a Link to this Snapshot to the clipboard : :
11/09/15 12:16:07 PM 938 fap UserLogin.memberLogin
Export Grid Data
11/09/1510:50:22 AN 561 fap Search Splunk UserLogin.memberLogin

A
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Integrate AppDynamics with Scalyr

On this page:

® Enable the Scalyr Integration Module
® Search Scalyr Data from AppDynamics

The Scalyr integration module gives you a single entry point for viewing and analyzing data gathered by AppDynamics and Scalyr. With
the Scalyr integration module enabled, a user in the Controller can launch Scalyr searches directly from the AppDynamics Console.

The Scalyr search includes context from the AppDynamics Ul session, including the time range and IP or hostname of the node being
investigated in the AppDynamics Ul, as described here.

Enable the Scalyr Integration Module

To enable and configure the Scalyr integration:

. Log in to the Controller Ul as an administrator.

. Click Settings > Administration.

In the Administration window, click the Integration tab and then Scalyr from the Integrations list.
Check the Enabled check box to enable the integration.

For the URL, enter the full URL for Scalyr, https://www.scalyr.com.

Click Save.

o0k wN R

APPDYNAMICS  Home Applications 'EJ.\E;;rience

Successfully saved Scalyr integration

configuration.
Administration :

Users Groups Roles Authentication Provider Integrations
Integrations Scalyr
Splunk Enabled vy

URL | https://www scalyr.com

E scauvm Scalyr

Full URL and port to Scalyr server. For example: https://www.scalyr.com

m AppDynamics for Databases
Save
u Strobe

Atlassian JIRA OpenAuth

Search Scalyr Data from AppDynamics

To be able to launch a Scalyr search, Controller Ul users need to have an active browser session in the Scalyr Ul. Thus, users will
need:

® Scalyr credentials.
® A browser with pop-ups permitted.

Controller users can search Scalyr logs while viewing nodes, transaction snapshots, or segments of a transaction snapshot. The time
frame passed to Scalyr varies for each context. Those time frames, along with the details for accessing the search option, are as
follows:

® For a node, choose Search Scalyr from the Actions menu of the node dashboard. This passes a search for that node with the
timeframe currently selected in the Controller Ul.
® To search Scalyr from the context of a transaction snapshot, select the transaction snapshot from the list and choose Search
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Scalyr from the right-click or Actions menu. The same option is available from the snapshot view:

All Snapshots Slow and Error Transactions Diagnostic Sessions Periodic Collection
© Y 3- o~ O,
Details Filters Analyze Actions Configure Showing 89 of 89
Time 4 Exe Time (ms) URL Business Tier Node fiy
Transaction
06/12/17 12:46:52 PM BS... EC
=] View Details i ommer
(1] 06/12/17 12:46:49 PM Delete +S.. § ECommer...
Archive
06/12/17 12:46:34 PM I o ES... B ECommer...
1] B 06/12/17 12:46:29 PM Identify the most expensive calls / SQL statements in a group of Snapshots - B ECommer...
Copy a Link to this Snapshot to the clipboard
B 06/12/17 12:46:09 PM ) ES... B ECommer...
Copy URL to the clipboard
a 06/12/17 12:45:54 PM | Search Scalyr o B ECommer...
W
[ 1] 06/12/17 12:45:48 PM 537 /appdynamicspilot/View...  ViewCart.senditems ECommerce-5... B ECommer...

This generates a search on the nodes where the transaction occurred within the general time frame of the transaction
execution. Specifically, the time frame is from 30 minutes before the transaction start time to 30 minutes after.

® To narrow the context further, you can search Scalyr from the context of a call drill down. This generates a search on the
machine on which the snapshot was generated for the time frame of that segment. The Search Scalyr option is available from
the Action menu of the call drill-down view, as shown here:

7 ms - ECommerce-Servic... %

Overview Call Graph Slow Calls & Errors DB & Remote Service Calls Server > Actions

View Node Dashboard during this Snapshot
Execution Time 7 ms Wait Time 0 ms Block Time 0 ms Node ECommerce-E2E-Demo_WEB2_N
Timestamp 06/12/17 2:05:33 PM

Search Scalyr

Y L] Search Logs By Host or IP Address
Filters Export
Export
Name Time (ms) Percent % Thread State .
StrutsActionProxy:execute 7 ms (self) 100% .
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Integrate AppDynamics with Compuware Strobe

On this page:

® Configure Compuware Strobe Integration
® [aunch Strobe from AppDynamics

The AppDynamics-Compuware Strobe integration gives you the ability to drill down from an SQL Call of a transaction snapshot to view

and analyze the calls in Strobe.

Configure Compuware Strobe Integration

. Click Settings > Administration.

. Check the Enabled check box to enable the integration.
. For the Strobe URL, enter the Strobe URL and port number.

aAwWN R

Applications Databases Analytics

APPDYNAMICS

To enable and configure Strobe integration, log in the Controller Ul as an administrator.

In the Administration window, click the Integration tab and then select Strobe from the Integrations list.

Dashboards & Reports Alert & Respond

Administration

Users Groups Roles Authentication Provider Integrations

Integrations Strobe

[ plunk

m AppDynamics for Databases
u Strobe

Strobe URL

Strobe LPAR

6. For the Strobe LPAR, enter the name of the logical partition where Strobe is running.

7. Click Save.

Launch Strobe from AppDynamics

You can access the View in Strobe option from a transaction snapshot as follows:

. Select a transaction snapshot containing DB2 z/OS database access.
. Choose the SQL Calls tab within the snapshot viewer.

A WON PP
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. From the Business Transactions dashboard, select the Transaction Snapshot tab.

. Right-click an SQL query and then select View in Strobe from the list of options that appears.
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Call Drill Down

MARY
CALL GRAPH
HOTSPOTS

SQLCALLS

HTTPDATA

.

USER DATA

ERROR DETAILS

HARDWARE / MEM

NODE PROBLEMS

a

ADDITIONAL DATA

SERVICE ENDPOINTS

A

Search logs
N

Export to POF
4

The Transaction Snapshots take

anly the SQL calls of the Ne

n a diagnostic

L calls

f a query's count exceeds 1 t
Query Type Query Tot.Time(n %Time  FromTier Error

@ oriver.Conr Get Physical Connection From Database 1 1 16 124 jdbc-app

B oquey SELECT Q1.NUM_PROFILES, Q1 SYSTF*4 10 A« mnnas_AcTanirin navs s craT COUNT, Q1 0 1 0 00 jdbcapp  DAOSCWOS

Export Grid Data
Export Selected Grid Dat

Setting:

Global Settings.
About Adobe Flash Plsyer 20.0.0.228..

WS_EXAMINED

INT(B.TABLEID_D

TMTS, Q1.ROW,_ LENGTH, Q1.TOTAL_ROWS, Q1. TABLE_SIZE, Q2 GET_PAGES.
YSTEM_ID, ADBRM, B.TABLEID_DAT
T APROFILEID)
58020 PROFILE H WHERE A P
1D AND B.TAB
BETWEEN 2
) a5 SELECTS, SUMINSERI

AVGROWLEN
PRF_SQUAF 5602 “
APROFILEID = F PROFILEID AND A PROFILEID = GPROFILEID A N
D AND GPLANTABLE_ID = 1 AND G.TABLE_TYPE =T AND FAVGROWLEN * F.CA MENT TS
DBRM, B, TABLEID_DATA DBRM.TABLEI.

0" GROUP BY

ASYSTEM_ID,

Copyright © AppDynamics 2012-2019

Page 181



APPDYNAMICS

Integrate AppDynamics with Cisco® Application Centric Infrastructure

Related pages:
Getting Started with AppDynamics- Cisco ACI™ Integration

Troubleshoot Using the Integrated Solution

The integration of AppDynamics with Cisco® Application Centric Infrastructure (Cisco ACI™) solution provides a unified view from the
application code to underlying network layers for business-critical applications running in a data center. This enables the network
operations admin and the application operations admin to quickly troubleshoot issues both at the application and the network levels.

You can integrate the Cisco ACI™ solution with select AppDynamics Controllers only. If you are interested in using the
integrated solution, contact help@appdynamics.com.
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Getting Started with AppDynamics- Cisco ACI™ Integration

On this page:

Related pages:

Troubleshoot Using the Integrated Solution

System Requirements
Enable SSL for Cisco ACI Integration
Enable Cisco ACI Integration
Configure Cisco ACI Credentials
Correlate AppDynamics and Cisco ACl Components

® AppDynamics Components

® Cisco ACI Components
® AppDynamics Applications to ACI Tenant Mapping

® Map AppDynamics Application to Cisco ACI Tenant Manually

® Override Auto-mapping

The AppDynamics integration with Cisco ACI™ solution provides end-to-end visibility into the application and network layers within a
data center. The following sections provide instructions to integrate AppDynamics with Cisco ACI™ and verify inter-operability between
the applications.

System Requirements

Ensure that the following minimum system requirements are met for the integration:

Version 4.5.2 or above of the Controller with a Network Visibility license per OS instance. For more information, refer Controller
System Requirements.

Hosts with Network Visibility agents (version 4.5.2 or above). For more information, refer to Network Visibility Requirements
and Important Notes.

Hosts with Java App Server agents (version 4.5.2 or above) with an App Agent license. For more information, refer Install Java
Agent.

sudo or r oot access permissions on the agent host to install the Network Agent
Network Visibility is supported on Linux hosts with Java App Server agents only. The following platforms are supported:
® CentOS 6 and higher (32-bit and 64-bit)
® Ubuntu 14 and higher (32-bit and 64-bit)
® Red Hat Enterprise Linux 6 and higher (32-bit and 64-bit)
® Fedora 24 and higher (32-bit and 64-bit)

If your applications are running in a Kubernetes environment, enable the Kubernetes-AClI integration, before you proceed with
the AppDynamics and Cisco ACI™ integration. For more information, see Cisco ACI and Kubernetes Integration

Enable SSL for Cisco ACI Integration

The Cisco APIC controller supports the import and storing of an SSL certificate and private key into the controller. After import, the
certificate and private key can be used to create a secure and trusted environment between Cisco APIC controller and AppDynamics.

1.

2.

Access the AppDynamics controller using the SSH.
At a command prompt, change directories to the following location:

<control | er_hone>/ appserver/ gl assfi sh/ donai ns/ donai nl/ config

. Import the self-signed certificate from the appropriate directory as follows:

keytool -inport -keystore cacerts.jks -file /path/to/RootCA. crt
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Enable Cisco ACI Integration

If you are using AppDynamics controller version 4.5.10 or earlier, enable the Cisco ACI Integration manually as follows.
The Cisco ACI Integration is enabled by default for AppDynamics controller version 4.5.11 or later.

Configure AppDynamics Controller for Cisco ACI integration as follows:
1. Log in to the administration console:
http: <control | er-host name>: <controll er-port>/controller/admn.jsp
For example:
htt ps: <control | er-host nane>: 8800/ control | er/ admi n. jsp

htt ps: <control | er-host nane>: 443/ control | er/ adm n. j sp

Use the password set for the root user of the controller when the controller was installed. For more information, refer
to User Management.

2. In Controller Settings, search for netviz.aci.integration.enabled and set this field to true. Click Save.
) APPDYNAMICS

8  Account Settings Controller Settings ¢

o .
o Controller Settings Controller Configurations

Q netviz X

Showing 10 of 380

Name 1 Description Value
netviz.4_S.migration.done Internal flag used for migrating NetViz data when upgrading to 4.5 e
netviz.aci.integration.enabled NetViz - ACI integration will be enabled false Save

Configure Cisco ACI Credentials

If you are using AppDynamics controller version 4.5.11 or later, the Cisco ACI Integration feature is enabled by default. If you are
using AppDynamics controller version 4.5.10 or earlier, enable Cisco ACI Integration manually before you configure your credentials.
Configure the Cisco ACI credentials to complete the integration as follows:

1. Log in to the AppDynamics controller as an administrator:

http: <control | er-host nane>: <control | er-port>/controller

2. Click Settings > Administration.
3. Inthe Administration window, click the Integration tab.
Cisco ACI is selected by default in the Integrations list.

URL®  hupurapic-server.com:8080/
Username  admin

Password
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4. Click Configure.
5. In the Configure Cisco ACI window, enter the following details:
a. full URL along with the port details to the Cisco APIC Server. For example,

http://apic-server.com 8080/

b. user credentials to the Cisco APIC controller and click OK.

AppDynamics initiates the background processes required to inter-operate with the Cisco ACI solution.

Correlate AppDynamics and Cisco ACI Components

The AppDynamics-Cisco ACI integration brings together the logical constructs of both the solutions. This enables the network
operations admin and the application operations admin to obtain a comprehensive end-to-end view from the application to the network.
Correlating or mapping the components of both solutions helps the admins triage and troubleshoot issues quickly.

AppDynamics Components

AppDynamics application model serves as the framework around which AppDynamics organizes and presents application performance
information. A typical application environment consists of different components that interact in multiple ways.

Application

A business application is the top-level container in the AppDynamics model. A business application contains a set of related services
and business transactions.

Node

A node in the AppDynamics model corresponds to a monitored server or JVM in the application environment. A node is the smallest
unit of the modeled environment. Depending on the agent type, a node may correspond to an individual application server, JVM, CLR,
PHP application, and Apache Web server.

Tier

A tier is a unit in the AppDynamics application model which is a grouping of one or more nodes. There is no interaction among nodes
within a single tier.

AppDynamics components are logically arranged as follows:

Application > Tiers > Nodes

Cisco ACI Components

Cisco ACl is a Software-Defined Networking (SDN) solution. It simplifies, optimizes, and accelerates infrastructure deployment and
governance, and expedites the application deployment lifecycle.

Cisco ACI implements Cisco’s intent-based networking framework. It captures higher-level business and user intent in the form of a
policy and converts this intent into the network constructs necessary to dynamically provision the network, security, and infrastructure
services.

Cisco APIC

The infrastructure controller is the main architectural component of the Cisco ACI solution. It is the unified point of automation and
management for the Cisco ACI fabric, policy enforcement, and health monitoring. The APIC appliance is a centralized, clustered
controller that optimizes performance and unifies the operation of physical and virtual environments. The controller manages and
operates a scalable multi-tenant Cisco ACI fabric.

Tenant

A tenant is a logical container for policies that enable an administrator to exercise domain-based access control.
Application Profile

An application profile defines the policies, services, and relationships between endpoint groups (EPGS).

EPG
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An EPG is a managed object that is a named logical entity. It is a collection of endpoints (EPs).
Endpoints

Endpoints are devices that are connected to the network directly or indirectly. They have an address (identity), a location, and attributes
(such as version).

The logical topology in the Cisco APIC controller is as follows:
Application profile > EPGs > EPs

The following figure depicts the correlation of AppDynamics and Cisco ACI components.
\) APPDYNAMICS

runs on

Node —_—

Tier

Application

Tenant

AppDynamics Applications to ACI Tenant Mapping

After you configure Cisco ACI credentials, all AppDynamics applications are displayed in the AppDynamics Applications to ACI
Tenant Mappings page.

Administration
Users AP Clients Groups Roles Authentication Provider Integrations

Cisco ACI Splunk Scalyr AppDynamics for Databases Strobe Atlassian JIRA OpenAuth

AppDynamics Applications to ACI Tenant Mappings

O
Configure
Application Name Tenant Mapping
ACI_App1 -
ACI_App1_NoConflict -
EComm-NPM-Demo AppDynamics Automatic

These mappings are based on the mappings between AppDynamics nodes and Cisco ACI endpoints. When the endpoints in different
tenants have the same IP address, a node-to-endpoint mapping conflict occurs. AppDynamics resolves these conflicts based on
heuristic data. However, if the conflicts persist, you must resolve these conflicts manually, as described in Mapping Applications to
Tenants Manually.
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Map AppDynamics Application to Cisco ACI Tenant Manually

The application to Cisco ACI tenant map is left blank in AppDynamics Applications to ACI Tenant Mappings page when there is a
conflict in auto-mapping. You can map applications to Cisco ACI tenants manually:

1. Select the AppDynamics application you want to map manually.
Multiple applications can be mapped to a tenant at a given time.
2. Click Map to Tenant.
3. In the Map Application to Tenant window, select the tenant and click OK.

ion to Tenant

Map the following Applications:

ACI_App1

to ACI Tenant

- A

Others
AppDynamics
AP|C-test
test_tenant9
test_urllib
infra

te-ten-1

Override Auto-mapping

You can override the auto-map and map the application to another Cisco ACI tenant using the Map Application to Tenant window. To
override the auto-map, Unmap the application to tenant map and map it to another Cisco ACI tenant.

To revert to auto-map, Unmap the application to tenant map and refresh the page. AppDynamics auto-maps the application to the
corresponding Cisco ACI tenant.
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Troubleshoot Using the Integrated Solution

On this page:

® Set Custom Permission to Cross-Launch Cisco APIC Controller

® Custom Permission to Cross-Launch a Connection Issue in Cisco APIC
Controller

® [aunch Affected Connection in Cisco APIC

Related pages:

Getting Started with AppDynamics- Cisco ACI™ Integration

The AppDynamics Network Dashboard displays the network-layer view of a monitored application. Based on the runtime state of the
application, AppDynamics automatically fetches the faults and connection issues and displays them in the network dashboard as shown
in the following figure.

EComm-NPM-Demo G DailyTre
Dashboard Network Dashboard Events Top Business Transactions Transaction Snapshots Transaction Score

Network Flow Map E = R s I3

Iy — J
INVENTORY-MySQL...ubuntst.14,04.1
2 APPDY-MySQL DB-..ubuntul.14.04.1
Payment-Tier o
o Order-Tier
) J { D
Ire-Tier
/’,."'-’-_

« :
/
. 192,168,128.20:8080
192.168.128.17:8080 o

om-Tier

Faults are displayed at the tier level. The number of faults displayed indicates an aggregate of faults occurring at all EPGs within the
tier. You can view the number of faults at a given point of time in the Network Dashboard.

A connection is the set of all traffic for an application that has the same Source IP, Destination IP, Destination Port, and Protocol.
AppDynamics detects if there is an issue in the traffic flow and indicates the connection issue on the network dashboard.

You can initiate a diagnosis to determine the exact location of the connection issue within the network by cross-launching the
connection in Cisco APIC controller.

Set Custom Permission to Cross-Launch Cisco APIC Controller

To include permission to cross-launch Cisco APIC controller, follow these steps:

. While logged in to the Controller Ul as an Administrator or Account Owner, click the gear icon (E}) > Administration.

. Click the Roles tab to view the list of predefined roles.

Click + Create to create a custom role.

. Specify a Name and a Description for the newly created role.

. Customize business application level permission as follows:

a. On the Applications tab, to grant the role permission to create new applications, click Can Create Applications.

g wN R
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b. Under Default Permissions, select the default permissions for this role: View, Edit or Delete.
c. Click + Add to add a new custom permission and click Done.
The custom permission is added.
d. Choose Custom from the Permissions menu for the application (replacing the value of Inherited).
e. Click Edit(All). Ensure that Start Cisco ACI trouble shooting is selected.
f. Click OK.

Create Role
General Account Applications Databases Analytics Dashboards Usera

/ Can Create Applications ;9

Default Permissions (;D/
+/ View /| Edit (Al /' Delete Select

+/ Agent Advanced Operation /| Configure i Level lopment)
Custom Permissions for Applications / Tiers
+/ Configure Actions /| Canfigure My Dashboards' for Tiers and Nodes
=
+- u‘) i‘ +/ Configure Agent Properties + Configure Policies
Add  Remove +/ Configure Backend Detection +/| Configure Server Visibility (Service Availability)
+ Configure Baselines ' Configure Service Endpoints
Application - Permissions '
D ~/ Configure Business Transactions +/ Configure SQL Bind Variables
=
u EComm-NPM-Demo Custom  ~ 1 +” Configure Call Graph Settings /| Configure Transaction Detection
+/ Configure Diagnostic Data Collectors /| Create Events
+/ Configure Error Detection +/| Set JMX MBean Attributes and Invoke Operations
-/ Configure EUM /_Stact and Confiaire Netwark Packet Capture
~/ Configure Health Rules "/ start Cisco ACI trouble shooting
+/ Configure Information Points
+/ Configure JMX /' View Sensitive Data
/' Configure Memory Monitoring /' View Server Visibility

J
Cancel ﬁ

Custom Permission to Cross-Launch a Connection Issue in Cisco APIC Controller

As an AppDynamics administrator, you can now set customise the permissions for various roles to include permission to cross-launch a
connection issue in Cisco APIC controller. See Set Custom Permission to Cross-Launch Cisco APIC controller for more information.

Launch Affected Connection in Cisco APIC

After collecting the connection issue information, cross-launch the connection in Cisco APIC controller as follows:

. On the Network flow Map, click on the affected connection.

. On the popup window, click the Connections tab.

. Select the connection you want to troubleshoot.

Right-click on the selection and choose Troubleshoot (Cisco APIC).

A WN R
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EComm-NPM-Demo & All data - Last 15 days last 5 minutes ?
Dashboarg Network Dashboard E B ransactions Transaction Snapshots Transaction Score
Network Flow Map E:EE s O
No Cvents in selected time range

3 |DBC backencs Connections

ree IP Dest 1P

10101005 10300022 BOB0

5. Enter Cisco APIC login credentials (first time only).
The connection opens in Cisco APIC controller with the correct contracts (Visibility & Troubleshooting wizard) and the right set

of endpoints.

If you are using the Cisco ACI Release 4.0, you need not enter the login credentials. The authentication happens
automatically. You must enter the login credentials only if you are using a lower version of Cisco ACI.

6. Troubleshoot the issue in Cisco APIC.
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